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Chapter 1: Introduction

1.1 Scope of This Document

This document shows how to configure RADWIN 5000 radios and sectors. For a detailed
description of how to physically install RADWIN 5000 radios, see the RADWIN 5000

Installation Manual.

1.2 RADWIN 5000 Overview

1.2.1 Sector

The RADWIN 5000 system consists of a “sector” that includes a base station, and at least one

subscriber unit. The subscriber units are installed and work opposite the base stations.

l

Subscriber Units

b
|

Base Station

Figure 1-1: A RADWIN 5000 Sector

RADWIN 5000 Configuration Guide Release 4.9.75
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Base Station Introduction

1.2.2 Base Station

There are three types of base stations, all of which are High Capacity Base Stations (HBS):
e Large Form Factor (LFF) - With an integrated or external antenna

e Beamforming (JET) - With an integrated antenna

e Beamforming (DUO) - With an integrated antenna, can work with two carrier frequen-
cies

1.2.3 Subscriber Unit

There are three types of RADWIN 5000 subscriber units:

= High Capacity Subscriber Unit (HSU)
e SUPRO/AIR EMB units
e SUPRO/AIR INT and SU PRO/AIR INT 3.x units

High Capacity Subscriber Unit (HSU)
An HSU can have one of the following resource allocations:

- CIR - Committed Information Rate: receives a guaranteed percentage of
resources

- BE - Best Effort: receives resources according to availability

In addition, an HSU can have one of the following form factors:

e Large Form Factor (LFF) - Its external appearance is similar to a Large Form Factor
HBS, and can have an integrated or external antenna.

¢ Small Form Factor (SFF) - As its name implies, this unit is smaller than an LFF unit,
but can also have an integrated or external antenna.

SU PRO/AIR EMB units
e SU PRO EMB - Can operate using the CIR or BE resource type
e SU AIR EMB - Can operate using the BE resource type only
SU PRO/AIR INT and SU PRO/AIR INT 3.x units

e SU PRO INT and SU PRO INT 3.x - Can operate using the CIR or BE resource type
e SU AIR INT and SU AIR INT 3.x - Can operate using the BE resource type only

. With the exception of the frequency band, the SU PRO/AIR INT and SU PRO/AIR
=3 INT 3.x unit are identical in form factor and function. We will use the term SU PRO/
Note  AJR INT to refer to both models.

RADWIN 5000 Configuration Guide Release 4.9.75 1-2



Method of Work Introduction

1.2.4 Method of Work

Both the base stations and the subscriber units communicate respectively, with the service
provider and users. The communication protocol for both the service provider and the users
is Ethernet.

1.3 Management Tools

1.3.1 WINTouch

WINTouch is a mobile application that guides you in installing and aligning SU PRO/AIR EMB
and SU PRO/AIR INT subscriber units.

temadzn

Dashboard

Shivtey larael 42

Installations - Past 7

1.3.2 Web Interface

A Web Interface is available for SU PRO/AIR EMB, SU PRO/AIR INT, and DUO units. The Web
Interface is integrated with the radio unit, and, unlike the RADWIN Manager, requires no
external application. You merely enter the unit’s IP address, user name and password, and log
in.

1.3.3 RADWIN Manager

The RADWIN Manager is an SNMP-based management application, operating on your local
computer, which manages a complete sector over a single IP address. Install the RADWIN
Manager from http:/www.radwin.com/download. A sample user interface is shown below:

RADWIN 5000 Configuration Guide Release 4.9.75 1-3



Which Management Tool to Use

Introduction

[ )
& ==l

|~ G [~}

1224Labaratery
5,750 [GHz]

57306845 GHz FOGIC IP: 10.104.80.1

Loc: Laboratory

IP: 10.104.60.1
Loc: Laboratory

nas
K

RSS fssr
HSU

[ —

UeHOEs

Thraughput picss)

CIR/Peak T-put Mogs]
up ETER G I #750

FProduct Neme  FESSSmME=———syF
AntennaType  Dusl
1P Address 1010460200

SubnetMasc 25525500

T Ratio [%] 50.0/500

Rx [Mbps] Tx [Mbps]
0 0

CIRIBE Ratio (3] S0.0/20.0

RxRate 0Mbas]

TxRate O Meos]

Message Trap Source | 1Pva A -

000001 | 4/2012016 10:10:10 AM | Connected to Lab Sector. | Internal Internal

Connection State: Available | Connection Mode: Network | 1P Address: 10.10460.200 | =

Figure 1-2: RADWIN Manager

1.3.4 Which Management Tool to Use

Depending on the product you are using, use the Management Tool indicated below. It is
important to note that the DUO can only be managed using its Web Interface

Table 1-1: Which Management Tool to Use

Product

Primary Management Tool
(full functionality)

Secondary Management Tool
(limited functionality)

LFF, SFF, JET base stations

RADWIN Manager
(Chapter 2)

None
(use only the RADWIN Manager)

RADWIN JET DUO base stations

Web Interface?
(Chapter 14)

None
(use only its Web Interface)

LFF, SFF, subscriber units

RADWIN Manager
(Chapter 2)

None
(use only the RADWIN Manager)

SU PRO/AIR EMB
SU PRO/AIR INT
subscriber units

WINTouch for initial
alignment

(Section 1.3.1)

RADWIN Manager for
ongoing use (Chapter 2)

Web Interface (Chapter 13)

a. Rel. 4.9.34 and above. For earlier Releases, use the RADWIN Manager

RADWIN 5000 Configuration Guide
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Key Features of RADWIN 5000 Introduction

1.4 Key Features of RADWIN 5000

1.4.1 General

»

»

»

»

»

»

»

»

»

»

Ethernet connectivity

Advanced OFDM & MIMO 2x2 for nLOS and NLOS performance
Enhanced interference mitigation capability

Inter & intra site sync to reduce self interference

Multiband radios: Different frequencies in the same radio unit
Dedicated Bandwidth ensuring SLA & latency

Regulations supported - FCC/IC/ETSI/WPC/MII/Universal

Up to 64 Subscriber Units per base station

Fully integrated with RADWIN Legacy solutions

Nomadic support

1.4.2 Beamforming Solutions (optional)

RADWIN 5000 JET and RADWIN JET DUO

»

»

»

»

»

Smart beamforming antenna, integrated in dedicated base station
On-the-fly beamforming capability reduces interference, increases efficiency
Narrow beam

Support for ethernet-based synchronization

Integrated GPS synchronization capability

RADWIN JET DUO

»

»

»

»

»

»

Multi-carrier platform for 3.x and 5.x GHz bands
2 x 750Mbps when operated as a dual-band solution
Up to QAM 256, 2 x 80MHz

Exceptional interference immunity through 2nd gen. beamforming antenna with
exceptionally small side lobes

Support 64 customers
Interfaces: Fiber (SFP) and GbE
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What’s New in Release 4.9.75 Introduction

1.5

»

»

What’s New in Release 4.9.75

New Web Ul for SU PRO/AIR EMB and SU PRO/AIR INT

SU PRO/AIR INT 3.x

Support for RADIUS user authentication

Additional diagnostic tools (iPerf loopback and TCP/IP sniffing)
Option for HTTPS restricted only log in

Note

E? For complete and comprehensive characteristics of the specific model you are

working with, refer to its Data Sheet.

1.6 Release Versions

Although this document is for Release 4.9.75, certain products and regulatory environments
may use other versions. For more information, contact customer support.

1.7 Notifications

Notifications consist of Notes, Cautions, and Warnings:

Note

Note: Draws your attention to something that may not be obvious

Caution: Risk of damage to equipment or of service degradation

Warning: Risk of danger to persons operating near the equipment

Warning

RADWIN 5000 Configuration Guide Release 4.9.75 1-6



Chapter 2: RADWIN Manager
Overview

2.1 Scope of this Chapter

This chapter shows you how to install the RADWIN Manager software on your managing PC,
connect it to an operating base station and then log on. We then explain the use of the
various objects on the RADWIN Manager main window.

Do not use the RADWIN Manager for the RADWIN JET DUO release 4.9.34 and
above.

2.2 Installing the RADWIN Manager
Application

2.2.1 Minimum System Requirements

Operating system specific PC resources required by the application are set out in Table 2-1
below:

Table 2-1: PC Requirements for the RADWIN Manager Application

Windows Version
Vista/7/8
XP Pro
32 bit 64 bit
Memory 512 Mb 1Gb 2Gb
Processor | PIV P IV Dual Core

Requirements common to all systems are:

RADWIN 5000 Configuration Guide Release 4.9.75 2-1



Installing the Software RADWIN Manager Overview

e Hard disk: 1 GB free space
e Network: 10/100BaseT NIC
e Graphics: 1024x768 screen resolution with 16 bit color

e Any modern Web browser to view additional material, use the Web Interface or get
help from the RADWIN Web site.

2.2.2 Installing the Software

Any PC running the RADWIN Manager application can be used to configure a RADWIN 5000
sector.

To install the RADWIN Manager application:

e Download the RADWIN Manager application from the website, and follow the wizard’s
instructions to install the application.

2.3 Initial Connection and Logon

1. Check that you have connectivity to the radio. You can do this by opening up a
command line session (Start|Run and then type, cmd). At the command prompt,

type
ping 10.0.0.120
You should see something like this:

-

EX Administrator CA\Windows\system32\cmd.exe l =] | (=] |&I

C:\>ping 10.8.8.128

B.8.1280 with 32 bytes of data:

18.8.8.128: hytes=32 time=5msz TTL=b4
18.8.8.128: bytes=32 time=9msz TTL=64
18.8.8.128: hytes=32 time=5msz TTL=b4
180.8.8.128: bytes=32 time=6mz TTL=64

Ping statistics for 10.8.68.120:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

MHinimum = Sms, Maximum = 9ms,. Average = bms

Figure 2-1: Pinging a radio unit

Any other response from ping means that the radio is not connected properly. You
can try each one of these steps, then ping again:

- Check that you are using the correct IP address
(it may have been changed from the default value shown above
- Check your Ethernet connection

- Check the physical connection of the radio in the field

RADWIN 5000 Configuration Guide Release 4.9.75 2-2



The RADWIN Manager Log-on Concept RADWIN Manager Overview

- If you do not succeed using these steps, seek assistance from RADWIN Customer
Service.

2. Dismiss the command line session.

3. Open the RADWIN Manager from the desktop icon, or click
Start|Programs|RADWIN Manager | RADWIN Manager.

The Log-on dialog box appears.

IP Address: | 10.104.50.200 M

Password: || |
(oK ) cancel )(Qptions >>)

Figure 2-2: Log-on window -IPv4

[

|

IP Address: | 2005:104:50:200 | A |

Password: || |
(oK) Cancel ) (Qptions >>)

Figure 2-3: Log-on window - IPv6

[

2.4 The RADWIN Manager Log-on Concept

RADWIN 5000 supports SNMPv1 and SNMPv3 either separately or together. The log-on
procedure differs slightly between operation under SNMPv1 and SNMPv3. In what follows
below, we assume that SNMPv1 is in use. In Figure 2-4 we show the difference between
SNMPv1 and SNMPv3 at log-on time.

The RADWIN Manager provides three levels of access in one of two entry modes. To see
them, click Options at any time in the Log on window (Figure 2-2 above). You are offered an
extended log-on window:
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The RADWIN Manager Log-on Concept RADWIN Manager Overview

IP Address: | 10.104.50.1 ||

Password: || |

SNMP Version: V1 @

|:| Connect Through Proxy Server
IP Address: | |
RADIUS User Authentication

Protocok | SNMP v

(oK J( Cancel )(Qptions <<)

Figure 2-4: Extended log-on window

e |f you with to connect via a third party (for example, a different server or PC is con-
nected directly to the unit, but your managing computer is not), place a checkmark next
to Connect through Proxy Server and enter the IP address of the server or PC that is
connected to the radio.

e Connect using RADIUS Authentication - If your system uses RADIUS authentication (see
RADIUS User Authentication on page 4-14), place a checkmark here, and select the pro-
tocol used (SNMP or Telnet) .
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The RADWIN Manager Log-on Concept RADWIN Manager Overview

To set the SNMP version, use the Settings button in Figure 2-4. A log-on extension window
opens:

SNMP Settings

IP Address: | 10.104.50.1 [~] SNMP Version: |1 Lz

Password: || |

SMMPvl Communities

SNMP Version: V1 (Sellings <<) Read-Only: [seseee |

|| Connect Thraugh Proxy Server Read-Write: [eeseee |
IP Address: | |

RADIUS User Authentication SHNMPv3 f RADIUS Parameters

Protocok  |[SNMP [+] User Name: admin |

; Toerreat [sssesssssee |

iy imeesiny (@nismmuy Authentication: | MDS5 =]
SMMPv3 Trap Authentication

User Marne: | |

Password: | |

o)

Figure 2-5: Log on window showing SNMP settings.

® You may choose the SNMP version, but this is not required. SNMPv1 is the default
(but this can be changed, (see Protocol on page 4-23). If your firewall blocks
SNMPv3 messages and for security reasons cannot be changed, use SNMPv1.

¢ |f you are logging in immediately after changing the authentication mode, make
sure that the mode chosen in the Authentication pull-down menu on the log-on
window (under SNMPv3/RADIUS Parameters in the figure above) is the same as
the one you chose when you changed the authentication mode (see Protocol on
page 4-23).

e Make sure the community parameters of SNMPv1 and if used, SNMPv3 parame-
ters are entered correctly.

If your system uses the community.dat encrypted file that contains the SNMP
community values, the RADWIN Manager will take these values from the file, and
ignore whatever is written in the SNMP fields here. (see Community Encryption
on page 4-36).

e |f you are using Trap Authentication, enter the User and Password. The allocation
and association of a trap address with a user is described in Chapter 4.

The Network Manager should change the default passwords as soon as possible, particularly
if SNMPv3 is to be used.
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Log-on Errors and Cautions RADWIN Manager Overview

> Continuing the log-on procedure:

4. Enter the password.

e Leave the default Community passwords, netman for read-write,
% and public for read-only.
Note e |fyou are a user with read-only permission, then you may only log

on as Observer.

2.5 Log-on Errors and Cautions

2.5.1 Unsupported Device

Attempting to connect to an unsupported device on an otherwise valid IP address (for
example, a LAN printer) will result in the following error message:

Device unreachable!
Unsupported device. Pleass check the IP Address was entered comectly.

(bl

Figure 2-6: Unsupported device message

2.5.2 Incorrect IP Address

If the IP address chosen is invalid or the sector is unreachable, the following error message
will be displayed:

Device unreachablz!

Please check:
- IP Address was entered carrectly
- Ping connaction to the device
- Read-Only Community string setting in the login dialog

Forgotten community string can be retrieved from product label or Technical Support.

oy

Figure 2-7: Unreachable device message
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Incorrect Password RADWIN Manager Overview

2.5.3 Incorrect Password

If you type an incorrect password in the Login window, the following message will be
displayed:

Invalid User Type or Password, check Options!

sty

Figure 2-8: Invalid user type or password

2.5.4 SNMP Issues

Invalid read/write community string or SNMPv3 passwords, incompatible versions or
authentication versions will result in a message similar to this:

Device unreachable!

Please checl:
- IP Address was entered correctly
- Ping connection to the device
- Read-Only Community string setting in the login dialog
- SNMP traffic blocked by firewall
- Incompatible SMMP version
- Incompatible Authentication mode version

Forgotten community/SNMPv3 Password string can be retrieved from product label or Technical Support.

—

Figure 2-9: SNMP Issues

> Contact your IT department to unblock SNMP via the firewall
> Make sure you are using the correct SNMP version

> f you are logging in immediately after changing the authentication mode:

e Make sure that the mode chosen in the Authentication pull-down menu on the
log-on window (see “Log on window showing SNMP settings.” on page 2-5) is the
same as the one you chose when you changed the authentication mode (see Pro-
tocol on page 4-23).
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Lost or forgotten Community Stringsl:

1. Send an email request to RADWIN Customer Service for an alternative key. Your
email must include the serial number shown on the adhesive sticker on one of your
radio units.

2. The reply contains an alternative key, which is a temporary master Community
String. Copy/paste this key to both the Read-Only and Read-Write fields in the log-
on window (Figure 2-4). This gets you to the RADWIN Manager main window.

3. Use the procedure on page 4-30 to enter new Community Strings.

2.6 Sector Display Views

The RADWIN Manager offers three sector display views:

» Card View (default)
» Map View

» List View

To switch between views:

¢ Click the relevant tab. From left to right, the tabs are, Map View, Card View, and List
View. The active tab (List view in the illustration) is shown enlarged.

2.6.1 Card View

The default view for a sector is Card view and looks like this:

1. Not relevant if your system uses Community Encryption via the community.dat file (see Community Encryption
on page 4-36)
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Card View

RADWIN Manager Overview

et entar

Sector D

1234Laboratory
5,750 [GHz)

fa)

‘Chisnos! WY

5.730-5.845 GHz FCCINC

IP: 10.104.60.1
Loc: Laboratory

Status

CR

HBS: Lab Local

080006

PO e T

:MType Dul
1P Adiress

10.104.60.200
255.265.00

50.0/50.0

... Fx [Mbps] Tx [Mbps]
Eth 0 ]

| T Retio 1]

CIR/BE Ratio [%] £0.0/20.0
FxRate 0Mbgs]
TxRete 0Mbes]

——

Number  Date &Time

DO0D01

| 4/20v2016 10:10:10 AM | Connected to Lab Sector. | Intemnal

| Message | Trap Source  IPv4 | o)l

Internal

Connection State: Available | Connection Mode: Network

IP Address: 10.104.60.200

B Encryption AES 128

Figure 2-10: Default Sector display - Card view

Cards

The individual HSU display boxes are called cards.

=y N
Bach BE [l
IP:  10.104.60.1
Loc: Laboratory
RSS [gsm]

A

HS5U

EESSE
Peak T-put [Mops]
[ faas]
[ R
Fix [Mbps] Tx [Mbps]
o o

HBS

— -5

Down
Up

N
Best Effort HSU

Figure 2-11: HSU Cards

RADWIN 5000 Configuration Guide

Status Light
=C) <
Bach CIR i Title Bar
IP: 10.104.60.1 ~—— Level (nomadic,
Loc: Laboratory \— not shown)
RSS eam] A 4—\_ IP Address, Loc
HBS HSLU
ANT1 [ -39 — ATPC triangle
ANTZ W & e
RSS
ClIR/IPeak T-put [Mops]
& T m<— Throughput
Rx [Mbps] Tx [Mbps]
a a
X

Committed Information Rate
HSU, with extended RSS display
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Card View RADWIN Manager Overview

Status Light: Shows the connection status of the selected unit.

Table 2-2: HBS status and HSU status light color codes

: : Description
‘Acﬁve - Registered Color
'i:_;' Not Synchronized HBS HSU
-;::l Authentication Ermor Green | Active Registered, in sync
@) Software Upgrade Required
A Red Inactive Registered, no sync
(&) Violated
i
|=:| Mobile Not Synchronized Brown N/A Software Upgrade
.Siandby— Registered required
Blue N/A Violated: belongs to
Figure 2-12: HBS/HSU another sector
Status lights Gray Static: Unregistered
N/A Mobile: Not
synchronized
Yellow N/A Registered, but in
Standby mode

Title Bar: Shows HSU name and service category (BE or CIR)
IP & Loc: IP address and location as defined during Configuration or Registration

ATPC triangle: Indicates the ATPC mode (Static or Dynamic) and status of ATPC for this HSU.
Possible states are:

A Green Dynamic range and rate  Optimized transmit power and transmit data
achieved rate have been achieved for this HSU.

Yellow Dynamic range and rate  System is trying to achieve optimized transmit

not achieved power and transmit data rate for this HSU.
Dynamic range and rate  System was not able to achieve optimized
A Red not according to the transmit power or transmit data rate for this

requested value HSU.

RSS: Radio signal strength for both the HBS and HSU are shown as bar graphs.

e They should be balanced. If for one HSU there is a consistent imbalance of even
1dBM or intermittent imbalances of 2-3 dBm, check its antenna connections and
perhaps the unit itself. If several HSUs are out of balance, there may be a problem
with the HBS.

® You can also set an extended RSS display, showing the RSS for each antenna (if rel-
evant). See Setting RADWIN Manager Preferences, Advanced below.

Throughput Downlink and Uplink:
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The light blue part of each bar shows the peak throughput possible, subject to traffic
conditions.

The green part of each bar shows the committed information rate, and only appears
for an HSU whose resource type is defined as CIR (Committed Information Rate).

a’
Bach CIR |

IP: 10.104.60.1 . .

Loc: Laboratory (CommlttEd Information

RSS [eag A Rate)

HES HSU

ANT 1 = 45

ANT 2 1

Down

: (Peak throughput)

p

Eth 0 0

If the Maximum Information Rate or the Resource Allocation was changed during
registration, these values will appear as shown (see Registering a fixed HSU for
service on page 3-21. for more details):

Yy
Bach IR
IP:  10.104.60.1
Loc: Laboratory ( Resource
RSS i Allocation)

(Max. Info. Rate)

Rx and Tx rates: At the bottom of the card are the Ethernet receive and transmit rates for the
HSU. The little ball on the top left of each card is a status light, explained in Table 2-6 below.
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2.6.2 Map View

If you have an Internet connection, you can use Map view. The map view uses distinctive
icons to distinguish between different types of HSUs and the HBS:

HBS fixed HSU nomadic HSU

Figure 2-13: Map view icons

The green “beacon” light on top of the icons changes color according to the unit’s status. The
color codes are defined in Table 2-6 below.

The Map view of the RADWIN Manager looks like this:

%

ctol

@

Sector 1D 1234Laboratory 3 3

t Synchronized
Frequency 5,725 [GHz]
Band 5.790.5.545 GHz FOO/IC Authentication Error
Channal BW 10 [MHz] ftware Upgrade Required
S e Violated
B S L Unregistered

Ka
T i A
Lo 'N'Jl’Lhﬂlﬂpl.

HBS: Lab Loca e
UHELU0BS S e
g : 3
ftloct Hame i Rotterdam
AntennaType  Dual S Y
P Adgre: 10.104.60.200 Ertield il el
5 stal FSiindan S.IMQ“‘ Flushing, ol
| SubnstMaske  288.255.0.0 Chippenham Reading London ¥ _Borssela
Tx Ratio 4051505 : Gudfar Ostend e i
) o gwater .- Basing:t 4 . : .B'Umgmn. :
CIRIBE Ratio (3] 50.0/20.0 Salisbury Harsham Ashford _Ghent
s Winchester! Dainze,
Fx Rete o) Solithampton's righton Bexchill JHastings Aaist- Lol
TxRate 0 Megs] Boumemotth a1 Eoulogne-sur-Mei Ronse Brussels
arRmaLith Easthourna |~ Eaas o 3
F i ™ I . 6 7
saealealc] ™ fisl
= A— s | :
aa ™ At e
Number Date & 'i'ime Message Trap Source 1Pvd | Al | - i IPvE I All | - |
Connection State: Available | Connection Mode: Network | [P Address: TS | s sammn Encryption AES 128

Figure 2-14: Sector display - Default Map view

If you do not have an Internet connection, the display background will be solid gray.

Any nomadic HSUs, having no predefined coordinates, are distributed evenly across the
sector.
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> To relocate an HBS or HSU by setting latitude and longitude coordinates:

1. From the Map View, right click the HBS (Bach@HBS.01) to open its Context menu
and then Configure.

2. From the System tab, click the Coordinates button to open the Coordinates window
and enter the required latitude and longitude.

Coordinates

= Decimal Degrees & Degrees Minutes Seconds

Latitude (-89 to +89): -37.81480

Longitude (-180 to +180): |144.95300
Azimuth (0 to 260): 0 Beamwidth (0 to 260): (20

‘ Ok 1 _ Cancel |

You may enter the coordinates in decimal or degrees/minutes/seconds using the
input template shown below:

Coordinates

" Decimal Degrees * Degrees Minutes Saconds

{Input template: XX XX XX(X) = 45 20 25.5)

latitude (-89 to +89): 3748523 |[n/ s
Longitude (-180 to +180): |14457 468 | B @
Azimuth (0t0 360): [0 | Beamwidth (0 to 360): [30 |

3. HBS only: The Azimuth and Beam Width determine the sector center-line direction
and angle They are only used for initial default distribution of HSUs on the map.

4. Click OK. The unit is moved to the new location (possibly off-screen).

5. Repeat the previous four steps for each HSU in the sector. If at the end of the
process, the HBS is off-screen, click the Center on Sector button to “fly” to the
sector.

_‘rlttll'lqbcll.lrl'lﬂ

al (=] ﬂ;L.Jil ]

a Highsted
_

Here is a sample outcome:
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C324 PIMIOME
.

1...

=l (@) Violated

(™) Unregistered

eelong Clifton [
1 ST Springs.f

We have located the entire sector to Melbourne, Australia (vs. Figure 2-14) in accor-
dance with our Radio Plan. The grey lines and icons are pre-registered place-holders
for additional nomadic HSUs.

You can make manual location adjustments using the GUI.
> To relocate an HBS or HSU using the GUI:
1. Select the unit to move by clicking it. It is surrounded by a brown box or perimeter.

2. Mouse-over the top edge of the box to get a context button bar as shown in.

Figure 2-15: Selected HBS or HSU with context button bar

The functions of the buttons (from left to right) are as follows:

Table 2-3: Unit Context Button bar functions

Button | Tool tip Purpose

Center Unlock / Lock Item Unlock to drag on map, lock to secure position

Show more background detail. Also displays the unit

Right Zoom in . . .03
status window if not already visible

a. You can also zoom in/out using the mouse scroll wheel.

3. Click the Unlock button. Drag the tower icon to its new location. You must confirm
the change:
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Manager

@ You are changing Bach@HBS.01 location, Do you wish to continue?

iy (iemetny

The change is then carried out.

There is no “undo” function. If you inadvertently move the unit to a wrong
place, you will have to restore its position by hand.

2.6.3 List View

The List view looks like this:

A1 Registration il Al

e 5 S Aal fter: »
o 0RE0R0 T ~“@PE®0
5750 [GHz] - -
5.730-5.845 GHz FOCIC Index | Name  IPAddress  State | TputHBS [Mbps]  TputHSU [Mbps] | Peak Tput DL [Mbps]  Peak
10pes ” | R e | n TR L I I |

Active

sE[E[E[a

Phddess 1040460200
| Subnet Mask  255.265.0.0

Scroll right to see more table columns

Tx Ratio [%] 50.0/50.0

'CIRIBE Ratio [%] 80.0/20.0

Rt Rate 0 Megs]

e - T
S0 L i bl s M R b

DDD0O1 4/2072016 10:10:10 AM | Connected to Lab Sector. | intenal Internal

Connection State: Available | Connection Mode: Network | IP Address: 10.104.60.200 | RESMEN =000 B Encryption AES 128

Figure 2-16: Sector display - List view
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At the bottom of the HSU display panel is a thin horizontal scroll bar. Use it to see further
details about the displayed HSUs. The status indicator ball has the same meaning as it does
for the HSU cards and map icons. For details, see Table 2-6 below.

You may restrict the displayed fields to those of interest. Right click anywhere in the list and
you are offered a Select Columns button:

Select Columns... i

Click it to open the field choice menu:

— wlll

Select the columns to be displayed.

Index | | RSS HSU Ant2 [dBm] | | Lanl Rx Rate [Mbps] | | Aggregate Capacity [Mbps]
Mame | | RSS HBS Ant3 [dBm] [ | Lanl Tx Rate [Mbps] | | Rate HES
IP Address | | RSS H5U Ant3 [dBm] | | Lanl RxRate [Fps] | | Rate HSU
| | 1Pv6 Address Tput HBS [Mbps] [ | Lanl TxRate [Fps] || Smart Antenna Azimuth [7]
State Tput H5U [Mbps] [ ] Lan? Rx Rate [Mbps] [ _| ATPC Status
Location |:| Peak Tput DL [Mbps] |:| Lan2 Tx Rate [Mbps] |:| Service Category
RSS HEBS [dBm] | | Peak Tput UL [Mbps] | | Lan2 Rx Rate [Fps] Serial Mumber
RSS HSU [dBm] | | Eth Rx Rate [Mbps] [ | Lan2 TxRate [Fps] || Multicast Groups
| | RSS HBES Antl [dBm] | | Eth Tx Rate [Mbps] Range [km]
| | RSS HSU Antl [dBm] | | Eth Rx Rate [Fps] [ | Resources DL [2]
| | RSS HBS Ant2 [dBm] | | Eth Tx Rate [Fps] [ | Resources UL [31]
( ok ) ( cancel }

A1

The grayed out items are always displayed. The other items can be included or removed by
clicking on the checkbox next to them.

Some items may not relevant for this product; they can be ignored.

2.7 The RADWIN Manager Main Window - HBS

The following sections describe the panels of main window shown in Figure 2-10.
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HBS Main Button Menu

2.7.1 HBS

Main Button Menu

RADWIN Manager Overview

S el BT et S

Figure 2-17: HBS main button menu

Table 2-4: HBS main button bar functions

Menu Item Purpose Cross Reference
Monitor - File location, interval and throughput units | Monitor
E_vents - Folor coding for events log and events log Events
file location
Preferences
Advanced - Enable/disable check for updates,
Monitoring interval and timeout, map view Advanced
background mode
f j Install
Software Perform software upgrade for a sector Upgrading an Installed
Upgrade Sector
z\r/:/ctngde Bulk backup of HBS and HSU software Bulk Software Backup
Get Run and store diagnostics for all or some members of | Monitoring and
Diagnostics a sector Diagnostics
Log Off Return to log-on window

Info side arrow

Link Budget Calculator

App Note “Link Budget
Calculator”

Check Updates

About

2.7.2 Sector Status Panel

Sector-level parameters are set before the base station is activated and are applicable for
each HSU in the sector.

1234Labaratory
5.750 [GHz]
5.730-5.845 Gz FCOIC

10 [MHz]
Aptive

DL: 10.0% UL 8.0%
I

Figure 2-18: Sector Status panel
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Sector ID: The name of the sector. When configuring HSUs, make sure their Sector ID is the
same as that here, otherwise connection may not be possible.

Frequency, Band: The Frequency and Frequency Band in use in the sector.
Channel BW: Bandwidth of the specific channel. This can be configured.
Status: Indicates whether the HBS has been activated or not.

CIR Resources: Indicate what percentage of the allocated CIR resources are being used by the
sector at any given moment.

2.7.3 Base Station Panel

The Base Station panel shows basic information for the connected Base Station.

SEELLEE

Anienna T Dusl
i i

IP Addrass 10.104.60.200

Subnet Mask 285 255.0.0 . . . . .
De-activated Base Station indication
Tx Ratio [36] 485/ 50.5

CIRYBE Ratio [%] 20,07 20.0

Pt Rate 0 [Mbgs]

Tit Rate 0 [Mbgs]

Figure 2-19: Base Station detail Panel

Activate: Appears in the header if the base station is not activated.
Product Name: As ordered from your supplier

Antenna Type: Dual or Single

IP Address: Base Station IP address

Subnet Mask: Base Station subnet mask

Tx Ratio: Shows the allocation of throughput between downlink and uplink traffic at the HBS.
Here it is set to 49.5% downlink and 50.5% uplink. The Tx Ratio is not only sector-wide: If you
use an HSS to collocate several HBSs (to cover adjacent sectors), they must all use the same Tx
Ratio.

CIR/BE Ratio: Shows what percentage of resources in the sector is used for CIR traffic, and
what percentage is used by BE traffic.
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RADWIN Manager Overview

Rx Rate and Tx Rate: Ethernet traffic receive and transmit rates through the HBS under load.

Table 2-5: HBS Detail Panel button bar functions

Menu

Purpose
Icon P

Cross Reference

HBS Configuration

Configuring an HBS

Recent Events Log

Recent Events

Performance Monitor

Performance Monitoring

Active Alarms

Active Alarms

Spectrum View

Spectrum View

000068

#=% Change Band

Changing the Sector Band

484 HSU Connection Table

HSU Connection Table

&= Bridge Table

Bridge Table

@ Service Categories

Service Categories

Q Lacate On Map

) Resst

(!) Deactivate

Deactivating the HBS

2.7.4 HBS Events Log

The events are displayed in the Events Log in the lower right-hand panel of the RADWIN

Manager main window:

Number  Date & Time Trap Source 1Pva | o) [ ] IPVE | o) | ]
DDDoo1 BMS2013 11:12:29 AM | Connected to Lab Sector 4. | Internal Internal
oooooz2 SM9/2018 12:26:29 PM | Device unreachable! Intsrmal Internal
ooooo3 5M92018 4:25:31 PM Connected to Lab Sector 4. | Internal nternal
ooooo4 GR20/2015 9:25:50 AM Dievice unreachabls! Intemal Internal

Figure 2-20: Events Log panel
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The Events Log records system failures, loss of synchronization, loss of signal, compatibility
problems and other fault conditions and events.

.. Event types include events from all links for which this managing
T computer has been defined as the traps address. Only events from
Note RADWIN equipment will be shown.

Alarms (traps) are displayed in the Events Log. The Events Log may be saved as a text file.
The Events Log includes the following fields:

» Sequential number (ID)

» Date and time stamp

» Message

» Trap source

» |P address of the ODU that initiated alarm - IPv4 or IPv6. Use the pull-down menu here
to filter the list according to the indicated criteria.

For complete information about internal traps and alarms see Chapter 7.

The events log provides a color coded event list. Blue items (like the one in Figure 2-20) are
informational. You can set the color coding for critical, cautionary and informational
messages from the Preferences button.

The Events Log is horizontally scrollable if it is too wide for your computer display.

Use the top left drop-down list to filter the messages:

Trap Source IP

HBS.01. | Internal Intz] All

Internal

Figure 2-21: Events Log filter selection
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2.7.5 HBS Main Window - HSUs Panel

> To switch between displays:

¢ Click the relevant tab. From left to right, the tabs are, Map View, Card View, and List
View. The active tab (List view in the illustration) is shown enlarged.

Map View

Here is the Map view:

e = A o £324 RUTIOE
PR = oot B T e —~

_ ;i F Romsey ]l
i i) Active VRegisteied j

) Not Synchr:':;q'::.:i.zed

cTna

) Authentication Error
;. sSoftware Upgrade Required
| (@) Violated
i Lok
- Unregistered

. ) Mobile Not Synchronized

F ra;": ksiorﬁ '

TH

Figure 2-22: HBS Main Window - Map view

HBS/HSU Status Lights

N

-

HBS/HSU Status light appear on the tower graphic, ..:& and the HSU detail (for example,
Figure 2-28).
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Table 2-6: HBS status and HSU status light color codes

: Description
@ Active - Registered Color
'I:_;' Not Synchronized HBS HSU
-;::l Authentication Ermor Green | Active Registered, in sync
@) Software Upgrade Required
W) oser Spamee tepn Red Inactive Registered, no sync
(&) Violated
(@ Unregistered Purple | N/A Authentication error
{:'_,'l Mobile Not Synchronized Brown N/A Software Upgrade
@ Standby — Registered required
Blue N/A Violated: belongs to
Figure 2-23: HBS/HSU another sector
Status lights Gray Static: Unregistered
N/A Mobile: Not
synchronized
Yellow N/A Registered, but in
Standby mode

Navigation Tool bar

The left hand display box shows the latitude and longitude of the point on the map under the
tip of the mouse cursor.

The right hand bar is the distance scale as defined by the numeric label - 25 km in the
example.

[ arar4siersiae 17 ssETE | e " ill <

Figure 2-24: Navigation Tool bar

Table 2-7: Navigation tool bar button functions

Menu Icon Purpose

Show/Hide the HBS/HSU Status lights (Figure 2-23)

Center on the sector

B E
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Table 2-7: Navigation tool bar button functions (Continued)

Menu Icon Purpose

- AerialView &2 Shows different map views. Aerial

Eeeen e — View and Show Labels are set by
: Bird's Eve View B default.

ﬂlm‘ |ﬂ@1 ]

3 - f Navigation buttons: Moves the sector about on the displayed
i l l i map.

‘Neighborhood

City
Shows different levels of map detail
Region

State

T
The zoom item @ is a convenience function. The four side buttons show the detail level
associated with the zoom slider position. Alternatively, you may click one of the side buttons
to get directly to the indicated zoom level. The default level is “Region” corresponding
roughly to an area sufficient to display the whole sector.

Other Mouse Navigation Functions
e Double clicking the mouse or rotating the scroll wheel forward causes the view to zoom
in (become larger, more detailed)

e Rotating the scroll wheel back causes the view to zoom out (become smaller, less
detailed)

e Moving the mouse over the map with the right button depressed drags the sector (cen-
tered on the HBS) in the direction of movement.

{—;E'b Copy Cursor Location to dipboard...
Right clicking anywhere on the map opens up this close to

the mouse location. Clicking this button copies the mouse cursor location as a coma
separated text mode latitude-longitude pair to the clipboard. Here is a copy/pasted example:
-37.58896, 145.69000.
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Card View

If you have a large number of HSUs in the sector, it may be helpful to filter the display. You
have the following choices:

e Filter according to registration status:

Reqistration d I All b
Al
- Registered ‘
= Unreaistered

-0r -

e Filter according to resource type:

Resource Type bl All A u
All

! Best Effort

CIR

The following cases have colored fields indicating a problem requiring your attention:

P 10.107.2.28 P 10.107.2.108
Loc: Location Loc CP site
RSS jomey RES joamy
HES HEU ! HES HSY
TN
(TR T _—— [E—— i Al
Throughpul Litpa] ! BSS inradio 1is r-.,_-:r-.:r Throughput oo o
Cownlink [0 | EER Bownlink I than in radic 2. Downdink (750 il | significanthy lower than in
Uplink 173 R vpek KT TN | | [upiek MR, Saz D
L R OMups) Tc O[Mops] ) R 0 [Mbps] L [ — S Lo

Figure 2-25: HSU status cards indicating problems

If you mouse-over the colored RSS area, you will receive a tool tip telling you that RSS for
Radio 1 is higher than for Radio 2, or something similar. The color codes have the following
meanings:

e Normal white/green together with a consistent RSS imbalance may be caused by differ-
ent TX Power settings at each site. There is no warning indicator but it may be easily
corrected using Configure| Tx & Antenna or by rerunning the Configuration wizard.

e Avyellow warning color will be displayed for an RSS difference of more than 8 dBm
between the two polarizations on the same site (the RSS display is the combination of
both polarizations on this site)

e Ared warning color indicates an RSS difference of more than 16 dB between the two
polarizations on the same site
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The latter two cases are usually the result of a physical problem at the indicated site. Probable
causes are:

e Interference
e Antenna polarity problem

e ODU malfunction

This is a normal situation:

1P: 10.104.50.3
IP: 10.104.50.1 Loc: HNU.D1.04

Loc: HFLLOA.01 HES RSS[em HSU

HES RSS [@sm HSU §2 §2
— N— Rz O [Mbps] Tx: O [Mbps]

R 40.3 [Mbps] Tx: 41.4 [Mbps] Level: A

Figure 2-26: HSU status cards: Left: fixed HSU Right: nomadic HSU

The arrow on the top right hand corner can be used to minimize or restore full detail. Here is

the HSU status box minimized:
with a small display.

This device is useful for a large sector

Right click an HSU image to get its context menu:

Register...
ﬂﬂ- Configure...
Eﬂl Recent Events...
@ Performance Monitoring...
A Active Alarms..
=¥ Estimate Throughput...
I“' Update Service...
Authorize Now
Replace..

E Locate On Map...

Q Reset...

E| Deregister...

Figure 2-27: HSU display - context menu (right click)

The following case has colored fields indicating a problem requiring your attention:
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racha 2. Check

— iris baLagion
| P OiMeps] T O VeeE

Figure 2-28: HSU card- indicating a problem

If you mouse-over the colored RSS area, you will receive a tool tip telling you that RSS for
Radio 1 is lower than for Radio 2, or something similar. We will provide further detail about
these color codes below.

Right click a HSU to get its context menu:

iy
P- 10.104.60. Register...
Loc: Lab Local ¥y Configure..
S ESI Recent Events...
_T @ Performance Monitoring...
A Active Alarms..
Thn =¥ Ectimate Throughput...
- B I-“' Update Service...
Up |2t Suspend..
Eth [u]

Replace.
Locate COn Map...

Rx[Mby =} Aythorize Now..
Q Reset...

E Deregister...

Figure 2-29: HSU display - context menu (right click)

List View

List view functionality is obtained by selecting a HSU and using the top button bar to
configure it.

RADWIN 5000 Configuration Guide Release 4.9.75 2-26



HBS Main Window - HSUs Panel

BN CATAT A RSN ORI W

RADWIN Manager Overview

| Index

MName IP Address

Mozart@HFU.01.02 | 10.104.50.2

State

) Active - Registered

Location  RSSHBS[dBm]  RSS HSU [dBm]

HFU.01.02 |-85 -66 7

Tput HBS [Mbps]

Tput HSU [Mbps]
18 517 50.9

Peak Tput DL [Mbps]

@ Active - Registerec

3 Brahms@HNU.01.01 10104503 | () Active-Registersd | HNU.0O1.01  -63 E5 26 0.38 %56 255
3 Name_4 € ot Synchronized | Location

5 Name_4 ) Mot Synchronized | Location

6 Mame_3 ) Mot Synchronized | Location

&

Figure 2-30: HSUs on HBS display - extract. Scroll right for more HSU fields

If you have a large number of HSUs in the sector, it may be helpful to filter the display. You
have the following choices:

e Filter according to registration status:

Reaistration

All

"

-0r -

All
Registered

Unreaistered

e Filter according to resource type:

Resource Type bl All

\

All
Best Effort
CIR

The button bar in Figure 2-30 follows the same pattern as the context menus in Figure 2-29.

Table 2-8: HBS main window context menu and button bar functions

Menu Item ::I::u Purpose Cross Reference

Register @ Register a HSU to a sector Reg/.stermg a fixed H3U for
service

Configure ﬁ Site configuration for the HSU Configuring an HSU from the

HBS Main Window

Recent Events

&

Recent events log per HSU

Recent Events

Performance
Monitoring

Performance Monitoring per HSU

Performance Monitoring

RADWIN 5000 Configuration Guide
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RADWIN Manager Overview

Table 2-8: HBS main window context menu and button bar functions (Continued)

Menu Item

Purpose

Cross Reference

modeHSU

Active Alarms Display Active Alarms Active Alarms
Estimate Estimate throughput per HSU Throughput Checkin
Throughput ghput p gnhp g
Update Service Change resource type and/or MIMO Updating HSU Services

Suspend ...

CSIEEIEE

Suspend Service

Suspending an HSU

Authorize Now

Authorize registration of an HSU when
RADIUS option is used, and Install
Confirmation Required is enabled.

RADIUS

Replace

Replace a HSU

Replacing an HSU

Locate on Map

Fly to this HSU on the Map Display

Reset

Reset the HSU

Deregister

Deregister the HSU

Deregistering an HSU

Copy HSUList

U8t

Copies HSU List (showing serial no). to
clipboard

2.8 Logging on to an HSU directly

You can log on to an HSU without first logging on to its HBS. This can be done directly via an
ethernet connection to the HSU, or “over the air”, which is via its HBS.

Via ethernet connection: The log on procedure is the same as that of an HBS
(see The RADWIN Manager Log-on Concept on page 2-3)

Over the air: You will receive the following caution:

RADWIN 5000 Configuration Guide
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QOver the air connection - 10.104.50_1

The system has detected an over the air connection to the device,
Please select one of the following:
g Continue - to resume this cperation.
% Read Only - to connect in Read Only mode.,
Switch - to connect to the local device, instead of the remote one.
Cancel - to abort this operation.

I:' In the future, do not show this warning.

Figure 2-31: Logging on to a HSU over the air

Click Continue to dismiss the caution, and a variation of the main window appears:

1234L sboratory

5.750 [GHz]
5.730-5.845 GHz FCC/IC
10 [MHz]

10.104.60.1 10.104.60.200
Laboratory Lab Local
25525500 255.255.0.0

B
i ———) - 7

LT ) ¥R T ) ¥ 1ER
B5Mbps (2x64-QAM 5/6) 1DMHz 65Mbps (2x64-QAM 5/6) 10MHz

o o
] o

Number  Date & Time Message | Trap Source  IPv4 | 4|

I DO00o1 | 51172016 2:40:42 PM | Connected to Bach. | Internal Internal

B Encryption AES 128

Figure 2-32: Opening RADWIN Manager window - HSU

The direct log on window differs only in the bottom status bar where the Connection Mode
will show Network instead of Over the air. There are several functional differences between
the log on modes, which we will explain in the following chapters.
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2.8.1 HSU Main Button Menu

The HSU main button menu is similar to the HBS main button menu. The only new item is in
the Configure button, while the Software Upgrade button does not appear.

g W W

Figure 2-33: HSU main button menu

Table 2-9: HSU main button bar functions

Menu ltem Purpose

The Configure button opens HSU site configuration. The additional functions in
the detail menu work in the same way as the corresponding functions for the
HBS.

w
%% Configure | ~

: e
Recent Events
Performance Monitor
Active Alarms
Spectrum View

Configure |

Software Upgrade
Bulk Backup
(:.‘ Reset

COE®ED

See Backup, Restore, and Upgrade for the fifth and sixth items.

Monitor - File location, interval and throughput units

Preferences Events - Color coding for events log and events log file location

Advanced - Enable/disable check for updates, Monitoring interval and timeout

Get Diagnostics Run and store diagnostics for all or some members of a sector

Log Off Return to log-on window

Link Budget Calculator

Info side arrow Check for updates

About
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2.8.2 HSU Link Status

Link: Haydn@HFU.01.01

‘Sector ID EBGX20581334
Frequency 5.800 [GHz]
Bard 57255 850 GHz FCCNC
Chennel BW 20 [MHz)
L' |

2.8.3 HSU Events Log

The HSU events display is functionally identical to that of the HBS.

Events Log
Number Date & Time Message Trap Source 1P| Al b
ooooo1 17272013 4:32:53 PM | Connected to Haydn@HFU.01.01. | Internal Internal

2.8.4 HSU Link Performance

O

HSU HBS
IP Address: 10.104.60.1 10.104.60.200
Location: Laboratory Laly Local
Subnet Mask: 255.25500 255.255.0.0
| |
AT [ ] 70
RSS[Em] & pnT2 =
Throughput Mops] EER N 151 EER N 5N
Rate B5Mbps (2xE4-QAM 5/6) 10MHz BSMbps (2x64-QAM 5/6) 10MHz
Eth Rz Rate [Mbps] 0 [u]
L Tx Rate [Mbps] ] 0 )

The HSU Link Performance panel shows the same fields as in Figure 2-26. For convenience we
also display the corresponding parameters for the HBS. The throughput bar graphs and labels
have the same meaning as the corresponding items on the HSU cards.

2.9 Setting RADWIN Manager Preferences

The Preferences tab relates to the way the Manager displays certain items for the connected
unit. They are completely local to the managing computer.
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E? Each technician servicing a sector must set up his managing computer
e with his own preferences.

Manitor

File: |:| |D:‘-.download\r'.-10nitc:-r.txt | é'r_-_-w}
m Utilization: | | | D'\download\Utilization.txt | (S
Interval: sec. (L /Generate KMZ )

Rx/Tx Rate Units: . Mbps | | Fps

Show IP: (e)IPva () 1Pv

IPv6 Address Format: | Compressed | |

Coe ) Comean) Coomn )

Figure 2-34: Monitor Preferences

The Monitor file contains a vast amount of information and can become inordinately large
very quickly. Choose a longer sampling interval if you intend to store this
information for a lengthy duration.

For the HBS, this file shows details for the HBS itself and all registered HSUs.
Use distinctive file names for HBS and HSU Monitor files.

The content of the Monitor file is discussed in more detail in Chapter 7.

Interval: Save the data every X seconds to the Monitor file (and the Utilization file if
relevant). X can be an integer value only, and from 1 to 60.
Utilization:  This option appears for the HBS only. The Utilization file stores SBM data.

Generate KMZ: This button is not in use.
Rx/Tx Rate Units: Choose Mega bits per second (Mbps), or Frames per second (Fps)

The Show IP item is useful if you are using both IPv4 and IPv6 addresses. The choice of
compressed addresses will drop leading zeros and use the :: notation where
appropriate. For example, the expanded address,
FE80:0000:0000:0000:5AFE:00AA:20A2 compresses to Fe80::5AFE:AA:20A2.
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% Switching the Show IP and Address Format items result in immediate
display updating without the need to press OK or Apply.

2.9.2 Events

Critical

Major
Minor Iilz‘
Warning Iilz‘
MNermal IEE
Info I

E Background colon: I:E

File: |:| |D:\download\EvenELog.tx‘t| @

SMNMPv2 Trap Authentication

User; |Winstc|n Howard | Password: |-ou-cu-

MMMJ

Here you may choose your own color coding for the Recent Event display (see Monitoring and
Diagnostics).

You may also choose a location and file name for the events log for storage. These settings are
per HBS or HSU. To avoid over-writing, you should use file names reflecting their source ODU.

The SNMPv3 User and Password are relevant if you are using SNMPv3. In this, case trap
messages are keyed to the user name and password and not visible to anyone else. The
preferences entered here, relate to trap messages sent to the specified user if specified or to
all trap messages, otherwise. For associating a user with a trap address, see Chapter 4,
Managing the Sector with the RADWIN Manager.
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2.9.3 Advanced

D Enable check for updates

D Enable R55 Balance indication for Mobility

Enable RSS extended view

|| Enable Tx/Rx extended view

D Enable Unicode in text fields (Mot recommended)
File Transferring: (@ Ftp (| Hitp

Monitor Interval: E Sec.

Timeout: E Sec.

8} Maps Provider |8inaProvider | ¥ |
Enable Caching
'_J Background Image

File: | Default Image | ('

e Gy v

Figure 2-35: Advanced Preferences - HBS

Change Password

You may change your log-on password here from the default, admin.

Restore Alerts

Many alert messages in the RADWIN Manager have an option of the form “Do not show this
message again”. These alert messages can be reverted to their default state (shown) by
clicking the Restore Alerts button. You will be asked to confirm:

Preferences

1 ? ) Do you wish to resst the Alert settings to their original valuss?

ter—) (—No—)
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Check for Updates

If you are not connected to the Internet, disable the Check for updates check box.

Enable RSS Balance Indication for Mobility

Not in use.

Enable RSS Extended View

Checking this box enables an extended card in Table view. See Figure 3-5 and Figure 6-2.

Enable Tx/Rx Extended View

Not in use.

Enable Unicode in text fields

Checking this box allows you to type unicode characters in text fields. We do not recommend
enabling this option.

File Transferring

Relevant for SU PRO/AIR EMB and SU PRO/AIR INT when working opposite an HBS JET unit
only: if your system has extensive FTP firewalls, or other FTP blocks, you may see an error
message indicating an FTP problem when you try to carry out a software upgrade. In that
case, we recommend that you try to perform the upgrade via HTTP. Do this by checking the
HTTP radio button here. Then click OK or Apply.

Monitoring and Timeout Intervals

The monitoring interval determines the lowest interval between request to the ODU for
status updates. The timeout (default 1 sec, maximum 5 sec) may have to be increased if you
are on a slow network.

Setting the Map View Background Mode (HBS only)

You have a choice of two map providers, a default or a self-chosen background. If you log on
without an Internet connection, you will get a default gray background or, if you have caching
enabled, your last used map.
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Chapter 3: Initial Configuration
with the RADWIN Manager

3.1 Scope of this Chapter

Sector installation has two phases:

e Configuring and activating the HBS
e Bringing up the HSUs - configuration and registration

The same RADWIN Manager program is used for both the HBS and the HSUs, but not for the
RADWIN JET DUO. See Chapter 14, Managing a RADWIN JET DUO Sector for instructions on
configuring the RADWIN JET DUO.

Much of the process is common to both types of ODU. We will cover the HBS in detail; for the
HSUs we will concentrate on those items which are different.

This chapter covers fixed and nomadic HSU configurations. Mobile HSUs are covered in
Chapter 2.

3.2 Concepts

A HBS out of the box, must be configured with:

e Basic RF parameters such as frequency band, channel bandwidths and Sector ID

e Networking parameters such as IP address, subnet mask and default gateway

Inactive As soon as the unit is connected to voltage, it is in an inactive state,
powered up, configurable but not transmitting anything.

Activation Upon activation, the HBS will commence transmitting and receiving
packets related to sector management only, but no data relating to
service. Activation and Deactivation are effected quite simply by
clicking a toggle button.
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Working with Nomadic HSUs Initial Configuration with the RADWIN Manager

Discovery Assuming that the Sector HSUs are mounted aligned and powered up,
the HSUs will discover the HBS establishing links for management only.
At this point the HSUs may be managed over the air.

Register As soon as the HSUs are configured to your satisfaction, you must
register them on the HBS. Registration of an HSU enables service
traffic between the HSU and the HBS. The HBS keeps track of
registered HSUs by maintaining a table of their MAC addresses.
Registered fixed HSUs set an internal flag so that they cannot register
simultaneously to more than one HBS.

Although you configure an SU PRO/AIR EMB or SU PRO/AIR INT from
its Web Interface, you must register it using the RADWIN Manager.

Resource Type During the registration process, you determine the resource type for

each HSU?. This can be Best Effort (BE), where traffic is passed
according to available bandwidth, or Committed Information Rate
(CIR), where a guaranteed bandwidth is allotted to the HSU.

MIR For each registered HSU, you can set separately, the uplink and
downlink Maximum Information Rate (MIR) in Mbps or leave it as
Unlimited.

Connection You may also manage an HSU Connection table to enable and disable

Table connectivity between HSUs in a sector.

Nomadic HSUs may be fixed or nomadic. The latter may be move around within

and across sectors.

Disable To disable an HSU you must deregister it. (A suspend mechanism is
also available, to suspend service on an HSU for a limited period.)

a. Unless the HSU is an SU AIR EMB or SU AIR INT model, which can only use BE resource type.

3.3 Working with Nomadic HSUs

Each nomadic HSU is allocated to one of four HBS levels labelled A, B, C and D. Some
operating parameters for each level (such as VLAN, MIR, QoS, resources, fixed rate, Spatial
Multiplexing/Diversity antenna mode) can be different for each level allowing for broad
prioritization of service between different types of nomadic units. This requires that each
nomadic HSU be assigned a level to join a sector.

A nomadic HSU may only send and receive service traffic while stationary. A nomadic HSU
detects that it is time to seek another HBS upon sync loss. Upon entering and stopping in a
new sector, it may take several seconds to establish sync with the sector HBS.

Changing any of VLAN, MIR, QoS, fixed rate, Spatial Multiplexing/Diversity antenna mode for
one configured HSU at a given level, changes all other HSUs at that level. If you add a new
HSU to a sector (by direct connection) at a given level, at sync time, it will acquire the existing
parameters for that level.
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3.4 Workflow

In this chapter, we assume that you are familiar with the graphical user interface described in
Chapter 2, including Geographic location.

Prepare the following list of parameters for each radio unit:

Table 3-1: Radio Unit Parameters

Parameter Remark

Address
P Net Mask (if using I1Pv4)

Subnet Prefix Length (if using IPv6)

Default Gateway
Protocol Can be set to SNMPv3 or both v1 and
Contact Optional
Name Location of Contact - optional

Unit Serial Number

Latitude

Longitude

In addition, prepare these parameters for each sector:

Table 3-2: Sector-Wide Parameters

Parameter Remark
Sector ID Inherited by all communicating fixed HSUs
Network ID Inherited by all communicating nomadic HSUs.
Band Inherited by all communicating HSUs
Channel Bandwidth Inherited by all communicating HSUs

3.5 The Initial RADWIN Manager Main
Window

Here is the initial main display:
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The Initial RADWIN Manager Main Window Initial Configuration with the RADWIN Manager

= e 806

Sector 1D 1224Laboratory
Frequency 5,735 [GHz]

Band 5.730-5/345 GHz FCOIC
Crancel W 0[]

Status Insctive

cR DL:D0%  ULI0O%

SRS

Antenns Type Dual
IP Addrass. 10,104 60200

‘SubnetMask  255.255.0.0

- Tx Ratio [%] 40.5/605
CIRIBE Ratio [%] S0.0/200
Fx Rate 0 Mees]

TxRate 0 Mbgs]
A v,

Number Date & Time | mW i Trap Souloe

DoDDO1 | 5f2/2016 5:53:28 PM | Connected o Lab Sector. | Intemal

LConnection State: Available | Connection Mode: Network | IP Address: 10.104.60.200 | FEEWEW 5500

Figure 3-1: Main window for un-configured HBS ODU

Notice the red icon on the top left corner of the window. It will change to green as soon as
the HBS is configured and activated. Here is the work-flow:

1. Activate the HBS which includes setting its IP address. It will then “see” the deployed HSUs
regardless of their IP address.

2. Configure the HSUs
3. Register the HSUs to the HBS for traffic

4. Complete HSU configuration including HSU Connection Table and any other required fine
tuning.

RADWIN 5000 Configuration Guide Release 4.9.75 3-4
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3.6 Activating an HBS

> To activate an HBS:

HEBS Activation Wizard

Welcome to HBS
Activation Wizard.

This wizard iz used for activating HES
in Point to Multipoint system.
All the fields are mandatory.

1. Click Next:

Sector ID |E8GX| 20560334

Sector Name Bach@HEBS.01
Location HB5.01 .
Lk Pasaword [+ (Change...

You are using a smart antenna.
It is recommended that you configure the antenna azimuth,
Click the Coordinates button for azimuth configuration.

Rt TR T foh

iy (mbiotemy oy

2. Enter the Sector ID, Name and Location. All fields are mandatory.

E? If you are working with the JET beam-forming antenna, a message noting that you

e are working with a “smart antenna” will appear on this screen (as shown above).
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an HBS Initial Configuration with the RADWIN Manager

About the Sector ID:

An unregistered HSU will establish a link with the first HBS it detects and inherit
the Sector ID from the HBS.

As soon as the HSU is registered for service with the HBS, the HSU’s inherited Sec-
tor ID can no longer be changed while linked: It is “locked” into the HBS. This
mechanism prevents an HSU close to a sector boundary from “drifting” between
HBSs for adjacent sectors.

If you need to change the Sector ID of the HSU, you must de-register it, then fol-
lowi instructions in see Air Interface on page 6-4.

The Sector ID is split into two parts.

- If the sector is part of a network having non-fixed HSUs, or if using a Secured

Network ID (See page 4-8), then each Sector ID for each device must have the
same first four characters. These four characters are the Network ID.

- For a network consisting of sectors with fixed HSUs only, or for a sector not
using a Secured Network ID (See page 4-8), the split is not important.

Sector [D EBGK]| 20561334

Sector Mame Bach@HB5.01

Location HBS.0L
Link Password i | Change...

| (va)(ﬂext)(ﬁancei)l

- In the example above, the Sector ID is split into a four character Network ID
(EBGX) and the remaining part (20561334).

- For further instructions on configuring the Sector ID and Network ID, see Air
Interface on page 6-4.

- Choose your Sector ID carefully.

e The Sector Name and Location are convenience items but should be chosen to

3.

ensure that the sector is documented and easily identifiable in your RF planning.

Open the Coordinates dialog. The coordinates dialog that appears depends if you
are using a passive antenna for the HBS, or the JET active beam-forming antenna for
the HBS:
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Activating an HBS Initial Configuration with the RADWIN Manager

Coordinates

#De'clmal Degrees & Degrees Minutes Seconds

Latitude (8010 +89)  |-37.81480

Passive antenna HBS: Longitude (-180 to +180): [144.9530

" Azimuth (0 to 260); E] Beamnwidth (0 to 360):

GPS Detected.
Geo location settings can not be changed.

Azimuth (010 359): [0 |[°] Beamwidth (0 to 360) el

JET HBS:

Lok _) (cancel )

4. If you are using the passive antenna option, set the location of the HBS in
accordance with your plan.
If you are using the JET active beam-forming antenna, the location of the HBS is set
by the GPS and cannot be changed manually.

5. The Link Password may also be changed by clicking Change:

Change Link Password

Current I I

New: | |

Confirm: I I

Hide Characters

| wwm,

Full details for changing the Link Password may be found on page 4-34.

It is best left as is if there is no pressing need to change it.

=29 If you skipped an entry, it will be framed in red like this:
|L|:n:at'||:|n |

6. From the previous Activation Wizard window, click Next.

RADWIN 5000 Configuration Guide Release 4.9.75 3-7



Activating an HBS

Initial Configuration with the RADWIN Manager

IP Versicn n

IPv4

1P Adres

Subnet Mask

Default Gateway

IPv6

1Pv6 Address | |

Subnet prefix length

Default Gateway | |
ey (miioven) {uapeaiey

[

Here you may enter the IP details if you did not do it earlier. You can choose to
enable only IPv4, IPv6, or both methods. Once you have entered the correct

addresses, click Next.

7. The next window is used to set the frequency and channels.

HBS Activation Wizard

Operating Channel [GHz] |Crﬂ1&r

| - | |5.?35|+|

Channel Bandwidth [MHz] | 20

=

|| Automatic Channel Selection

The default frequency is the lowest available (5.735 GHz) in the operating band,

here, 5.730 - 5.845 GHz FCC/ISED.

8. Click Other to see other available bands for this HBS.
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Activating an HBS Initial Configuration with the RADWIN Manager

HBS Activation Wizard
Operating Channel [GHz] | othar | o~ |5.?35|$|
N Bt (] |2 °°
5780
; 5,500
| Automatic Channel Self '
Other

Operating Channel [GHz] 5,520 [+ ]

Channel Bandwidth [MHz] | 20 | - |

|:| Automatic Channel Selection

e

]
Observe that the right hand spin-wheel is no longer displayed. Had you

left Other enabled, you could have chosen a frequency by working through those
available in 5MHz increments.

10. Choose the required Channel Bandwidth:
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Activating an HBS Initial Configuration with the RADWIN Manager

HBS Activation Wizard

el [GHz] (5,520

dth [MHz] |2p

% If your hardware supports 250 Mbps net aggregate capacity, you should
chose 40 MHz Channel Bandwidth to enable it.

You can perform a customized channel selection or click Select All to check all the
channel boxes as shown:
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Activating an HBS Initial Configuration with the RADWIN Manager

Cpa el (52
Channel Bandwidth [MHz] =

Automatic Channe! Selection

-

5.735 5.740 5.745 5.750 5.755

5.760 5.765 5.770 5.775 5.780

5.785 5.790 5.795 5.800 5.805
5.810 5.815 5.820 5.825 5.830
5.835 5.840

(Selectan ) (_Clearal )
(L Prev ) (Next_) (_cancel )

Automatic channel selection at the HBS makes little sense beyond configuration
time. You may leave all or several of the channels selected for now. In practice, after
having fully configured the sector you would disable all but the actual operating
channel.

ISED RSS-197 supporting 3.650-3.700 GHz: The HBS does not commence
any type of transmission until the Activation process is completed, in
compliance with those regulations.

} For operation using Licensed 3.X bands under FCC part 90 subpart Z and

12. Click Next. The Antenna type and Tx Power window is presented:
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Activating an HBS Initial Configuration with the RADWIN Manager

Antenna Connection Typs * Exiemnal ¢ Integrated
Antenna Type

Required Tx Power (Per radic) |25 - [dBm]
Tx Power (Per radio) 25 [dBm]
To: Power (System) 28 [dBm]
e [15.0 2 [dBi]
Cable Loss (0.0 2 [de]
Max EIRP [dBm]
EIRP [dBm]

The choice of Tx Power, antenna gain and cable loss (between the radio and the
antenna) determines the EIRP and is affected by such considerations as radio limita-
tions and regulatory restrictions.

If you are using an integrated antenna, you can only choose the Required Tx Power.

Before completing antenna installation, you might like to consider the background
information about setting antenna parameters, in Appendix B:

You can change the antenna gain or the cable loss only if your user type is
Installer. Changing the antenna gain or cable loss values can cause a
violation of local regulations. You must check your local regulations if you
plan to change these values.

Choose your Antenna Type, Required Tx Power, Antenna Gain and Cable Loss. Click
Next.

13. The Summary window of the Wizard is displayed.
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Activating an HBS Initial Configuration with the RADWIN Manager

Completing the HBS
Activation Wizard.

You have successiully completed the HES Activation Wizard.

Sector ID EBGX20561334
Frequency [GHz]  5.820
Channel BW [MHz] 20

Antenna Type Dual

To activate HBS, click Activate.

Check that all information showed is correct, then click Activate. After a few
moments the sector HSUs will be displayed in the RADWIN Manager HSU panel.

Note the Sector ID and its first four digits, the Network ID.

The field-installed HSUs appear in a Table view:
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Configuring a fixed HSU From the HBS

Sector ID EBGX20580334
| Frequency 5.820 [GHz]

Band 57255850 GHz FCO/IC
Channel BW 20 [MHz]

Shtus Active

Time Siots UL/DL I 0% I 0%

@@@ﬁ@ﬁ

W5-B3-EZ00-5500-FCC-EXT

Dusal

Initial Configuration with the RADWIN Manager

1Pz 10.0.0.120 1P: 10.0.0.120 1P 10.0.0.120
I_nc: Location Lnt: Location lm: Location

RSS [sm

RSS [msm)

“ (——F7

“lﬂ?—

Throughput Mogs]

Throughput M|
N upox - e R

| R 0[Mbps] Tx O[Mbps] | | R O[Mbps] Tx: O [Mbps]

J e DMeps)

Tx: O [Mbps]

Number
Doooo1

Date & Time ' Message Trap Source P |AII » [

28/03/2013 1:22:56 PM | Connected fo Bach@HES.01. | Intemal

Internal

Connection State: Available | Connection Mode: Network | IP Address: 10.104.50.200

Figure 3-2: Activated HBS recognizing installed but unconfigured HSUs

M Encryption AES 128

If there are too many HSUs for the Table view, switch to the scrollable List view.

14. If you are using Local Connection, log out and log back in to the HBS on its IP

address.

At this point, you are able to configure the HSUs for service.

You may have observed that operating frequency 5.735 GHz shown, is not what we chose
(5.820 GHz). The HBS tries to optimize the frequency to minimize interference effects.

We next configure and register the HSUs. For fixed HSUs you can do this in either order. For
nomadic HSUs you must define the HSU as Nomadic prior to registration. We will show the
method below. Our preference is to carry out configuration first for all HSUs.

3.7 Configuring a fixed HSU From the HBS

The HSU activities described in this section, may be carried out any time - regardless of
whether or not the HSU is registered for service or not. These activities include among other
things, setting the Location, Contact, Name and IP address.

The procedures in this section should be carried out for each fixed HSU in the sector.
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Configuring a fixed HSU From the HBS Initial Configuration with the RADWIN Manager

> To configure a fixed HSU from the HBS:

1. Right click an HSU to get its context menu:

Configure...

Recent Events...
Performance Maonitori
Active Alarms...

Estimate Throughput.

LB FE®

+-
[

Update Sendice..
Suspend...
Replace

Locate Cn Map...
Reset..

98P 4 b

Deregister..

Figure 3-3: HSU Context menu

2. Click Configure. The Configuration dialog is displayed. If you have not already, enter
a Name Contact and Location:

Description Wireless Link

ObjectD 136.141.2961220.6.12

Nams \Name |

— == |
- e [Location | H

Last Power Up 07/07/2013 11:21:16
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Configuring a fixed HSU From the HBS Initial Configuration with the RADWIN Manager

Location is a site name - typically a building or tower name. Contact is the contact
person at that Location and Name is the Contact location. It might be just a tele-
phone number. Here are our entries:

o

Description Wireless Link

ObjectlD 13.6.14.1.4458.206.1.2
Name |Haydn@HFU.0L01 |

Contact | Haydn

|
b HFU0101 | E

Last Power Up 07/07/2013 11:21:16

3. Set the Coordinates (latitude and longitude) for the HSU as shown in the Sector
Plan:

Coordinates

= Decimal Degrees # Degrees Minutes Seconds

Latitude (-89 to +89); -37.87620
Longitude (-180 to +180): |145.04370

(_Gancel )

4. Setthe HSU Tx Power (possibly as required by regulations). Click Tx & Antenna. The
following dialog is displayed:
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Configuring a fixed HSU From the HBS Initial Configuration with the RADWIN Manager

ol o

Antenna Connection Type  External Integrated

Artenna Type
Required Tx Power (Per radio) _ [dBm]

Tx Power (Per radic) [dBm]

Tx Power (System) [dBm]

Antenna Gain 4 [dEi]
Cable Loss [dE]
Max EIRP [dEm]
EIRP [dBEm]

Set the Antenna Connection Type, Antenna Type, Required Tx Power, Antenna Gain
and Cable Loss as required. For our example, we use external antennas, we set Tx
Power to 5 dBm and the Antenna Gain to 15 dBi. If you click apply, you receive a con-
firmation request like this:

HSU Configuration Name

You are about to change HSU parameters.
g Antenna parameters affecting link performance will be changead.
LE This process will result in a Link re-synchronization.

Do you want to continue?

(Yes ) (N )

There are several variations of this message window, depending on what you
change:
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Configuring a fixed HSU From the HBS Initial Configuration with the RADWIN Manager

HSU Configuration Name

You are about to change HSU parameters,

Antenna parameters affecting link performance will be changed.
' Changing Antenna Connection type to Extzrmnal requirad resslect Antenna type
s after link resynchronization.

Do you want to continue?

| —— |

5. Inany event, clicking Yes results in a further message appearing:

HSU Configuration Name @

The system has detected a Link disconnection.
The dialog will be closad.

6. Click OK. The HSU display area refreshes with the newly configured HSU in its new
location in the sector.

7. Reopen the Configuration dialog for the HSU and then open the Management tab.
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L - =

IP Version liPvaonly [ ~|

~IPv4

IP Address 110.0.0.120 |
Management Subnet Mask 255.0.0.0 |

Default Gateway  |0.0.0.0 |

1Pv6
1Pv6 Address | |

Subnet prefix length

Default Gateway | |

Change the default HSU IP Address, Subnet mask and Default Gateway as shown:

IP Address 10.104.50.1 |
Subnet Mask | 255.255.0.0 |

Default Gateway ~ |10104.1021 |

8. For now, we will leave the remaining fields. Click OK to exit the Configuration
window. You will be offered a cautionary message:

HSU Configuration Name (&)

You are about to change HSU parameters,
This process will last saveral seconds.
Do you want to continue?

Iwwl
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Configuring a nomadic HSU From the HBS

Initial Configuration with the RADWIN Manager

Click Yes. The newly entered parameters for the HSU will be displayed following the
next sync loss/restore to the HSU. You can achieve the same thing by issuing a reset

to the HSU from its context menu.

iy - !
—

Bach E
IP:  10.104.60.1
Loc: Laboratory

RSS [osm)

H!EIS HSU
ANT1 N - e—t
ANT2 | &4 [

Throughput Mope]
Diown
Up

Rx [Mbps] Tz [Mbps]
[u} [u}

9. Repeat steps 1 to 8 for each HSU.

3.8 Configuring a nomadic HSU From the HBS

>

To configure a nomadic HSU from the HBS:

1. Carry out steps 1to 7 as in the previous section for a fixed HSU.

2. Open the Nomadic tab:

nemHNLU O il

Update Device Level
Type:
Fixed v
Nomadic

== (1)
Buzzer Off

T

Resources DL ]
A 0 0

Resources UL [%]

iy (e (_cory
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Registering a fixed HSU for service Initial Configuration with the RADWIN Manager

3. From the Type list, choose Nomadic. The right hand Level list is enabled:

Update Device Level

Type: Level ResourcesDL[%]  Resources UL [%)]
Momadic | hd | |,; i o
| B 0 0
G 0 0
D 0 0

4. The four levels enable you to split nomadic HSUs into up to four service groups with
(for example) different QoS parameters. Choose level A and then OK. The
percentage of resources allocated to the HSU will be updated during the
registration process. You are offered the following confirmation message:

HSU Configuration Brahms@HNU.01.01 [ ]

You are about to change HSU parameters.

You are about to change the H5U type.

The current type is not defined in the base station,
%% and the HSU will not be able to synchronize.

This process may last several seconds and produce a device reset.
Do you want to continue?

e ) (N )

The HSU no longer appears on the HBS Table view. It will return following registra-
tion, to which we now turn.

3.9 Registering a fixed HSU for service

> To register a fixed HSU for service:

1. Right click a fixed HSU to get its context menu:
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Registering a fixed HSU for service Initial Configuration with the RADWIN Manager

Register...

Configure...

Recent Events...
Performance Manitoring...
Active Alarms..,

Estimate Throughput...

L gULEF i

Update Service..
Suspend...
Replace..

Locate On Map...

HOWP S pa

2. Click Register... If you are using an external antenna, and did not configure the
antenna type for the HSU, you are asked to do so now:

Antenna Type: | -

— Dual

.| Single

Choose the required type and click OK.

The Registration window opens:
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L !‘ L AL - L o UV MUYV \I‘,
Marne: |E.a.::h | Resource Type | CIR | v | \j"t'l
Eeratiomn: |Laboratﬂrj-' | MIMO Modes | Auto Selection | > |

Eambiny

Down Link [Mbps] Unlimited
05 | 100
Up Link [Mbps] Unlimited
05 | 100
L r

( Register ) e-euuha

3. You may edit or add the site Name, Location and Coordinates.

4. If you are registering an SU AIR EMB or SU AIR INT, the Resource Type can only be
BE (Best Effort). Skip to Step 6.

5. Select the Resource Type for the HSU. This can be CIR (Committed Information
Rate), or BE (Best Effort):
- BE grants the HSU resources as they become available in the sector.

- CIR grants the HSU with a certain guaranteed percentage of resources of those
already allocated to CIR traffic in the sector (see Air Interface on page 4-3). You
set this percentage in the MIR window.

6. Check a MIMO Mode for this HSU:

- Spatial Multiplexing (default) splits the data in to two streams on transmission
and recombines it on reception providing maximum throughput. This provides a
higher throughput.

- Diversity transmits the same data on both streams. This mode helps to ensure
more reliable data transmission in a noisy environment, although throughput
will be lower.

- Auto Selection instructs the system to choose whichever mode is most efficient.
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7. If you chose the BE resource type in Step 5. above, your unit is an SU AIR EMB or SU

AIR INT, click the Register button. In a few moments, the HSU will be registered,
and look somewhat like this:

Ny R
Bach BE Il
IP:  10.104.60.1
Loc: Laboratory
RSS [#5m] A
HBS H5U
S - —
Peak T-put [Mops]
Down S £
Up G £75N
Rx [Mbps] Tx [Mbps]
] 0

The Peak Throughput (T-put) shows whatever throughput value the system was able
to achieve for the HSU, in both directions. Note the color is light blue, showing that

the throughput is not guaranteed, but on a Best Effort basis. This completes the reg-
istration process for a BE unit.

8. If you chose the CIR resource type in Step 5. above, click the Evaluate button.

Service evaluation takes a few seconds during which the window is darkened and
inactive.

Name: [Bach | ResourceType [cr [ v] W
lbeation: |Laboratory | MIMO Modes  [auto Selection [ 7|
ot (@)

¢ Evaluating...

{ Evaluate )

ocation

Downlink Tput Uplink Tput

o
< R BN L -

3.1 [Mbps] LB [Mbps]

20.5% 11.0%

Down Link [Mbps]

05

Up Link [Mbps] 18 [ ] Unlimited
05

L
8

Figure 3-4: HSU Registration dialog

Notice that the Evaluating activity icon continues to rotate after completion of the
evaluation. The Manager maintains dynamic monitoring of the sector for injection
into the sector of HSUs elsewhere and accordingly reduces the available resources.

9. Resource allocation: Use the sliders to choose the percentage of resources to be
allocated to the HSU. This is the percentage of available resources in the sector.
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Obviously, you must make sure that the resource percentages of all the HSUs in the

sector do not add up to more than 100%.

Downlink Tput

Uplink Tput

11.0%

The resource allocations may be changed later.

10. Open the Maximum Information Rate window. Use the sliders to set here the

maximum throughput rate you want for the specific HSU in each direction: down

link, and up link, from 0.5 Mbps to a maximum of 100 Mbps. You can choose a

value, or click the Unlimited checkbox.

- If you chose the CIR resource type in Step 5. above, you must choose a value
here before continuing.

Down Link [Mbps] [] Unlimited
05 I 100
Up Link [Mbps] [] Unlimited
05 ¥ 100
L% y
i)

You may defer this step and carry it out using the HSU Configure->Ethernet option
(see Maximum Information Rate on page 4-70).
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11. Click Register to complete the process. Here is a typical result:

(a) (b)

1234Laboratory

5.785 [GHz] Bach CIR
5.730-5.845 GHz FCOIC IP-  10.104.50.1

10 [MHz] Loc: ].ahomtqr]'

et RSS [gsm] A T (C)
HES HSU

DL:205% UL 11.0% ANT1 | 63 g (d)

(f)

Figure 3-5: A registered HSU card - extended view

Observe the following:

a. The registered HSU icon LED is now green.

b. CIR appears in the top right of the HSU card, indicating that the resource
type for the HSU is Committed Information Rate.

c. The ATPC Status triangle shows green - indicating that the dynamic range
and rate have been achieved (see Cards on page 2-9).

d. Since we have enabled RSS Extended View in Preferences (see Enable RSS
Extended View), the radio signal strength for each antenna is shown.

e. The maximum possible throughput is shown here. If the MIMO mode
chosen in Step 6. was Diversity, this value would be smaller.
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f. The Maximum Information Rate chosen in Step 10. is shown here by the
numbers in red, and by the red lines on the graph. Had these numbers been
higher than the maximum possible throughput, they would not appear, as
they would not affect anything.

g. The resource allocation chosen in Step 9. is shown here both graphically
and as a number value. What appears on the HSU card is relevant for the
selected HSU only, but the CIR resource bar shown on the top left reflects
the this allocation for the whole sector.

12. Repeat the above steps for each fixed HSU.

3.10 Registering a nomadic HSU for service

> To configure nomadic HSUs from the HBS:
1. Open the HBS Configuration window and then its Nomadic Tab:

- U Ul e
]
g e ey

Type: | Nomadic | b |
Lewel Resources DL [%:] Resources UL [%] Number Add
A 110 = == L T
B |10 = E = I (=
€ |0 = = L T =
| m {50 = I )
Remaining Resources: Downlink 99.0 [3]
Uplink 99.0 [%]
{ Regis:ef

The sector device configurations can be saved to a file,
which may be reused to configure additional sectors.

B

Figure 3-6: HBS Nomadic Configuration

2. Inthe Add Devices window, click the Add spin wheel buttons and the Resources
spin-wheels as shown.
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Type: |Hnmadic | = |

Resources DL [%:] Resources UL [%:]

45 = i =
75 a0 I
115 70 e
16.5 180 —

Remaining Resources: Downlink 54.5 [%]
Uplink 62.5 [%]

The sector device configurations can be saved to a file,
which may be reused to configure additional sectors.

(pioad ) (_save )

3. Click the Register button to register the HSUs. One HSU can only have one level.
Shown above is configuration information for 4 HSUs. A Nomadic HSU can only have
the CIR resource type - it cannot have the BE type.

4. You may use the bottom dialog to save or upload a saved HBS configuration.

5. Exit the Configuration dialog.

3.11 Deactivating the HBS

From the HBS button bar, click the right hand button followed by Deactivate.

HBS: FPM Lab

UHOOES
Product Name RWSODOHES/SB0OF... 4= Change Band |
Antenna Type Dual m HSU Connection Table
P Address 10.104.50.1 & Bridge Table
Subnet Mask 255.255.0.0 @ Service Categories
T Ratio [3] GO0/ 50.0 E Lacate On Map
Senvice Type Mied CIR/BE Q Reset
e tate £ M) d} Deactivate

RADWIN 5000 Configuration Guide Release 4.9.75 3-28



Deregistering an HSU Initial Configuration with the RADWIN Manager

You are offered a cautionary message:

HBS Deactivation

Are you sure you want to Deactivate the HBS?
&l services will be stoped.

If you proceed, the HBS display will change to reflect the deactivated state:

Sector: BachHBS.01

Sector ID EBGX20581334
Fraguency £.736 [GHz] C 2 <l BrahmsHN
pand e tEruaic IP: 10.104.50.1 IP: 10.104.503 Level: A | [iP: 10.104.502
Chennel BW 20 [MHz] Loc: HFU.01.01 Loc: HNU.01.01 Loc: HFU.01.02
Status Inactive R3S [o5m] I RSS usm] | | RSS [osm] I
HBS HSU HBS HSU HBES HSU
Time Slots ULDL (Il 10% .l 57%
- -8 R PRI [Mbpc] Throughput Meps] Throughput Mbps]
& Downtiok I S | Downiox EED SN | Downick HEE =
@@ﬁ@ﬁ uplink [ N v a oupink o
R 0 [Mbps] Tx: O [Mbps] | R 0[Mbps] T O[Mbps] | | Fac 0 [Mbps] Tx: O[Mbps] )|

Throughput Mopz] Throughput Mopz] Throughput Mopz]
Downlink IR 4 Downiink IR 4N Downlink IO 4N
uplink OO @ upink OO @ upink DO aam
L Rx [Mbps] Tx Mops] | Re [Mbps] Tx Mops]  J | Re [Mbps] Tx [Mbops] )

Notice that the HSUs remain registered, and will return to full service after the HBS is re-
activated.

3.12 Deregistering an HSU

A HSU may be deregistered by using the Deregister entry in an HSU context menu or using the

Ej button from an HSU button bar.

- If RADIUS is enabled, its register status definition will take precedence (see the
o RegisterAvailability parameter in the users file), unless you enable
Note  |nstall Confirmation Required.
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3.13 Where has my HSU gone?

Suppose that you installed two collocated HBSs with contiguous sectors. It is possible that an
HSU located close to the common sector boundary may “discover” the wrong HBS. A HSU can
be “forced” across to another HBS by changing its Sector ID to that of the required HBS. The
method for doing this is covered in Chapter 6.

3.14 Saving the HBS Settings for Reuse as a
Template

Refer to Figure 3-6 of which the following is an excerpt:

Save | Upload Settings

The sector device configurations can be saved to a file,
which may be reused to configure additional sectors.

(_upload ) (_save )

Following any further fine tuning, open up the HBS Nomadic tab, and click Save. You are
offered the standard Save File dialog. Save the HBS Nomadic settings file
(MobilitySettings.mob) to a convenient location. For our example we changed the file name
to NomadicSettings.mob.

3.15 Creating Nomadic Entries for a Sector
from a HBS Template

The saved settings file may be used as a template for further sectors.

>  To create a sector from a HBS Nomadic settings file:
1. Starting with a new HBS and HSUs, log on to the HBS.
2. Activate the HBS (see Activating an HBS on page 3-5).

3. Open the Nomadic tab in the Configuration window. In the Save / Upload Settings
window, click Upload.
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Upload Details

List of HBS file: |

Settings file: |D:‘u:lmvnload"-.MubiIitySet‘tings.mob |ﬁ

Settings Information

Target Release  3.4.00_b3410 Dec 24 2012
Makbility Devices 0

MNomadic Devices 5
r L F

==

1P

10.104.50.200 | Bach@HES.01 | 3.4.00_b3410_Dec 24 2012 | Ready for upload |

- Name . Releaze | Status - Comments

Figure 3-7: Preparing to upload the Nomadic file

4. In our case we have one HBS, so it is sufficient to enter the Nomadic file as shown
and then click Start. After a few moments, the Status field indicates Done.

1P

' Name [ Release [ Status :C'ummentn [

o |
10:104.50.200  Bach@HES.01 | 3.4.85 b3503_Jan 12 2014 | Done

The result is as expected:

Sector: Bach@HB5.01

EBGX20561334
5,820 [GHz]

- Band 5.726-5 850 GHz FCCIIC

20 [MHz]
Status Active

Time Siots ULDL (I 10% . 57%

Haydn@HF-...
IP: 10.104.50.3 Level: A 1P 10.104.50.1 1P: 10.104.50.2
Loc: HNU.01.01 Loc: HFU.01.01 Loc: HFU.01.02
RSS jsm] RSS [osm| RSS [usm)
HBS H5U HBS Hs5U HES H5UL
k" — m—1 - A - —°
Throughput [t Throughput [Mose] Throughput o

Downtirk IECH NS €73 Downirk BRSNS TIE  Downin: HE NS €A
vpiek 0 D 1 | (upiex BN B A | | upiec BN S TN

| Rx O[Mops] Tx: OMbops] ) | Rx 41.5 [Mbps] Tx 31.1Mops] | | Rx O[Mbps] Tx: D[Mops] )

Throughput Pitgs] Throughput Mibgs] Throughput Mbgs]
Downlink | | Downlink | L] Downlink | |
uplink | 4l upicc DB @ v |
| R [Mops] T Mbps] ) | R [Mbps] Tx [Mbps] ) | R [Mbps] T [Mbps] ) J

Notice that our one “real” nomadic HSU has come up configured and registered. The fixed
HSUs must be registered by hand.
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To create a sector from a HBS IP list and a Nomadic settings file:

1. Inthe window of Figure 3-7, enter a HBS list file. The format of the file is lines of
<IP address> <Read-Write community>
For example,
10.104.50.200 netman

All of the HBSs need to activated and accessible (via a switch) to the managing com-
puter. They need not be on the same sub-net.

Alternatively, enter them one by one using the Plus button.

Any un-activated HBSs will be shown as unavailable:

IP Name Rélease Status Comments

I 10.104.50.200 Device is not ready | HES is in inactive state.

2. Make any further changes to the displayed list using the Plus/Minus buttons.

3. Click Start to commence the process.

4. The list window will indicate the success or otherwise of the upload for each HBS.

E? For more options, see Working in the UNI environment and with 3.xGHz on page 6-
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Chapter 4: Managing the
Sector with the RADWIN
Manager

4.1 Scope of this Chapter

This chapter deals with managing the sector from the HBS. It covers HBS Configuration and
HSU Configuration from the HBS. HSU direct or over-the-air configuration is a little different
and is covered in Chapter 6.

4.2 Configuring an HBS

4.2.1 Configuration Menu Buttons

Open the Configuration window.

e

The Backup and Restore buttons provide for backup and restore of the HBS software, and
sector configuration. For details on working with these, see Chapter 8, Backup, Restore, and
Upgrade.

The Refresh button restores the current window to its previous state abandoning any changes
you made, provided that you did not click Apply or OK.

We will work through each of the Configuration tabs in turn with emphasis on tabs or
features not encountered in the previous chapters.

RADWIN 5000 Configuration Guide Release 4.9.75 4-1



System Managing the Sector with the RADWIN Manager

4.2.2 System

o =

Wireless Link

13.6.14.1.4458.20.5.1.2
Name |Bach@HBS.01 |

Contact | Person

|
locaon  [F#511 | (Geminatonss)

Last Power Up 07/07/2013 11:20:58

These items are convenience fields. Name and Location are typically entered during HBS
activation. You may like to change Contact here, not set during activation. The Coordinates
button opens the same window as used during activation.
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4.2.3 Air Interface

g e e e

j()
Sector ID |1235|1.abc-ra1:::y |
Operating Channel [GHz] |OﬂlEr | > | |5-315 I%{

Channel Bandwidth [MHz] (20 | v |

Automatic Channel Selection

-

5740 [/] 5745 [/] 5750 [/] 5755 [/] 5.760
5765 |v|5.770 [«]5.775 5780 [/] 5.785
5790 || 5795 |/] 5800 [/] 5805 [/] 5810
5815 || 5.820 [/] 5825 5.830 /] 5.835

Sector ID: Set the Sector ID here. The value will “percolate” to all registered HSUs. It will of
course, be “picked up” by newly installed and registered HSUs.

Operating Channel: You can change the operating channel (only to those channels for which
there is hardware support) if Automatic Channel Selection is not enabled. In order
for the new channel to take effect you much deactivate then reactivate the HBS.

Channel Bandwidth: You can choose the channel bandwidth even if Automatic Channel
Selection is enabled. The changes will be sector-wide, and affect which RSS
Threshold power levels are available.

Automatic Channel Selection: Allows you to choose the channel automatically. We
recommend you do this only at configuration time.

WiMax Coexistence Parameters: This option (not shown here) allows you to configure the
HBS so that neighboring WiMax equipment will not interfere. It is only applicable for
HBS units working in the 3.x GHz range (see the Hub Site Synchronization application
note).

ATPC: Automatic HSU Transmit Power Control
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Automatic HSU Transmit Power Control enables the HBS to optimize the transmit
power of all HSUs in the sector. This is done by configuring the desired RSS (radio
signal strength) threshold level. The HBS then tunes the transmission power of the
HSUs to give this RSS value.

e Mode: Select Disabled, Static, or Dynamic from the pull-down menu.
- Disabled: Disables the ATPC option
- Static: Instructs the HBS to find an optimal transmit RSS value for the HSUs. The
HBS then locks on to this power value and does not change it until this configu-
ration option is changed.
- Dynamic: Instructs the HBS to find an optimal transmit RSS value for the HSUs.
The HBS will change this power value from time to time when needed.

e RSS Threshold: The desired RSS level which the HBS refers to in order to tune the trans-
mission power of the HSUs. The best power level depends on the radio plan, but is also
influenced by your choice of Channel Bandwidth.

The ATPC triangle in the HSU card will turn green, red or yellow (see Card View on
page 2-8) in accordance with the status of this mode. ATPC Status can be added to
the List View in the Main Window (see List View on page 2-15).

CIR/BE Resource Allocation:

® | Use recommended settings

Customize CIR/BE resource allocation

CIR. Resources 50 Jl 100

80.0% / 20.0%

|:| Best Effort only

If the sector you are working with has a combination of CIR and Best Effort HSUs, this
option allows you to set what percentage of the sector resources are allocated to CIR
units and what percentage are allocated to BE units.

- If you have only BE units, check the Best Effort only box. This is like setting CIR/
Best Effort Ratio to 0.0%/100.0%. If you have at least one CIR unit, this box is dis-
abled.

- If you have only CIR units, move the slider to the far right, and get 100% for CIR.
This is the most efficient use of resources for a sector with only CIR units.

You can set this before any fixed HSUs are registered, and if you choose 100% of one
kind or another, you will be limited when registering the HSUs to that resource type.

When you register a specific HSU, you choose what percentage of the specific
resource type (CIR or BE) to allocate to this HSU (see Figure 3-4, HSU Registration
dialog).

Click the Use recommended settings radio button to set the CIR/Best Effort to 80%-
20%.
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Link Quality Indication:

This option allows you to configure the HBS to send an indication when link quality degrades.
There are three parameters, evaluated per link (HBS-HSU pair):

BLQ  Baseline Link Quality: Value that the throughput of the link should have. Configured
at the HSU for the uplink and downlink separately.

Th Indication Threshold: A percentage of the Baseline Link Quality below which the link
guality is considered to be degraded. Configured at the HBS.

tF Indication Time: Time that the degradation must persist (Th) before an indication is
issued. Setting this parameter to an appropriate value can prevent the system from
reacting to brief peaks (or valleys) of link quality value (throughput) change that do
not disturb link functionality. Configured at the HBS.

Throughput A

BLQ

time

Figure 4-1: Link Quality Indication parameters

In Figure 4-1, Link Quality Indication parameters, the blue line represents the real-time
throughput value of the link.

@ The user has set the baseline link quality (BLQ) and the indication
threshold value (Th). At time t, the signal throughput of the link
decreases below this threshold. This causes the system to start a clock to
measure the persistence of the low throughput condition.

@ From the time t to the time t + tF (indication time), the low throughput
condition persisted. An indication of link degradation is then issued.

@ The user has taken whatever measures necessary to rectify the link
degradation, and the signal recovers. At that point an indication is issued
that the link quality degradation condition no longer exists.

@ For link quality degradation that lasts for a shorter period of time than tF
(indication time), no indication is issued.

Configure Link Quality Degradation indication as follows:
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%

Note

This feature is not supported by the SU AIR EMB, SU AIR INT, or by
a Nomadic HSU. When using the SU PRO EMB or SU PRO INT, its

resource allocation must be set to BE.

HSU side

1. Click on the HSU card.

2. Right-click to get its context menu:

Bach CIR [

Register...

Configure...

Recent Events...
Performance Menitoring...
Active Alarms..,
Estimate Throughput...
Update Service...
Suspend..

Authorize Now...
Replace..

Locate On Map...
Reset..,

Deregister...

3. Select Update Service. The following window will appear:

RADWIN 5000 Configuration Guide
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Name:

|Bach

| Resource Tpe v

Location: |SMG Lab

ORI Diversity 7]

Geo Location: | 00

Resource allocation

—

Downlink Tput

1.6 [Mbps]

Uplink Tput

1.9 [Mbps]

21.5%

24.0%

Uplink Downlink
Baseline Link Quality Indication [Kbps] |749332}%] 7499734
Current Link Quality Indication [kbps] [0 | P J

o &)

[ S

4. If the Link Quality Indication section is not open, click on the down arrow to open
it.

5. Place a checkmark next to Enabled to enable this feature.

6. Select the Baseline Quality Indication for the uplink and for the downlink in kilo-
bits per second (Kbps). They do not have to be the same.

7. You can set this value from the current throughput value by clicking on Set from
current.

8. Click OK.

HBS side

1. Open the HBS configuration window

2. Select the Air Interface tab.

3. Open the Link Quality Indication section.

/| Enabled

Indication Threshold [32]

Indication Time [sec]

EE 3
60 |
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4. Place a checkmark next to Enabled to enable this feature.

5. Select the Indication Threshold (Th) in percent value, relative to the baseline link
quality value.

6. Select the Indication Time (tF) in seconds.

7. From the Air Interface tab, click OK or Apply.
Advanced:
Throughput Mode | Maximum Throughput | ¥
Secured Sync Type | Reqular e

-f | Backwards Compatibility Discovery i)

This option provides three functions:

Throughput Mode: This determines how the Adaptive Modulation mechanism
works.

Maximum Throughput (default) should be chosen if throughput is more
important than higher delay

(If configuring a sector for FCC UCBP, see Chapter B, Operating Under the FCC
Unrestricted Contention Based Protocol for further instructions).

Optimized Latency minimizes delay at the expense of lower throughput.

Secured Sync Type: This determines whether or not the HSU must have the same
Network ID as the HBS to establish a link. The Network ID is the first 4 digits of the
Sector ID (see Air Interface on page 6-4 for instructions on configuring the HSU’s
Network ID).

- To enable this option, select Secured Network ID from the pull-down menu.

- To disable this option, select Regular from the pull-down menu.

If the Secured Sync Type is Secured Network ID, and the wrong Network ID was
entered in the HSU, the unit will not establish a link and will be prevented from
doing so for 10 minutes. Correct the Network ID, and at the end of this 10 minute
period, the HSU will be able to synchronize with the HBS.

Backwards Compatibility Discovery: This allows HSUs with firmware older than
Release 4.6 (those without the percentage-based DBA mechanism) to discover HBSs
with Release 4.6 or above. To work properly, the firmware of the HSU must be
upgraded to firmware that is compatible with that of the HBS. This upgrade can be
carried out either via local connection or over-the-air. See Chapter 8, Backup,
Restore, and Upgrade.
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4.2.4 Tx & Antenna

This tab is available for both the HBS and HSUs. It has the same meaning in both cases.

If you are working with an external antenna, the parameters indicated can be changed; if you
are working with an integrated antenna, only the Required Tx Power can be changed.

s

Antenna Connection Type = External [ Integrated

Antenna Type

Required Tx Pawer (Per radio) [dBrm]

Tx & Antenna Tx Power (Per radic) 5 [dBm]
"~ TxPower (System) i [dBm]

Antenna Gain 15.0 [dEi]

Cable Loss 00 |3 8l

Max EIRP [dBm]
EIRP [dBm]

ety @iy o0y

For the HBS, changes made here may affect link quality and in the case of antenna type, cause
a sector re-sync.

Changing the antenna type for an HSU will cause a re-sync to that site only.
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4.2.5 Hub Site Sync [HSS]

Managing the Sector with the RADWIN Manager

Operation Independent Unit
Synchronization N/A
External Pulses Not Detected
Ethernet Sync M/A
RFP M/A
|| Enabled

Operational state Independent Unit

Protocol: |Ethernet

Domain: |Defau|t

VLAN

Enabled

VLA ID: [1997

Discovery

{\-Star; Discove ry, J

(o) (eancel) | Aoy

To enable HSS, check the Enabled check box.

il | :
ync

Enabled

nt Operational state

Hub Sync Client - Continue Tx |+

Hub Sync Master

Hub =ync Client - Continue Tx

Click Apply or OK to enable HSS.

HSS support for RADWIN 5000 HBSs is model dependent
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There are many options for Hub Site Synchronization. See the Hub Site Synchronization
application note for more details.

4.2.6 Management

You can change the IP address, subnet mask and gateway. Note that if you do so, you will lose
connection with the unit. Re-login to re-establish connection.

{ rres Pvaouy 7]

4  1PAddress 10.104.50.1
Subnet Mask 255.255.0.0
| Default Gateway ~ |10.104.10.21

IPv6
[ Management  1pv6 Address | |
Subnet prefix length

Default Gateway | |

Syslog server IP Address: | 0.0.0.0 | ﬁ %

— Co ) (o) G

IP Version

You may configure a link for IPv4, IPv6 or both:

[P Version IPvd +IPv6 |~
“IPvd—— | IPvA Only L
1P Address IPvE Only
IPvd + IPvE
Subnet Mask I TI.UT

Default Gateway 101041021 |
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Here we choose both and enter the IPv6 addresses:

IP Version [IPva + 1Pv6_| v |
1Pv4

IP Address 110.104.50.200 |
Subnet Mask 255.255.0.0 |

Default Gateway 101041021 |

. IPv6
Management IPv6 Address | 2005:104:50:200 |

; Subnet prefix length
Default Gateway  [2005:104:20:21 |

Using both IP versions is useful in conjunction with applications that do not fully support IPv6.
Here are the results of setting IPv6 addresses for both sites and enabling Show IP to IPv6 in
Preferences | Monitor:

Al B =
') D) ’
=
Haydn@HF ... Mozart@@HF... Mozart@HF... il
IP:  2005:104:50::1 IP:  2005:104:50::2 IP:  2005:104:50::3
Loc: HFU.01.01 Loc: HFU.01.02 Loc: HFU.01.03
RSS [gsm] RSS [gam] RSS [gam]
HBS HsU HBS HsU HBES HsU
L e S &7 L L A N S
HBS: HBS.0 i i Throughput Mbgz] Throughput Mbgz] Throughput Mbes]

: : vpii  ER S T | | v B ST | v R S £3N
Product Msme  RWSOO0HES/S200F52/F. .. R O [Meps] T O [Mbps] R O [Mbps] T O [Mbps] R O [Mbps] Tx: O [Mbps]
Antenna Type Dwusl
IP Address 2005:104:50::200 £ 32

The three sub-windows, Trap Destinations, VLAN Management and Protocol dialogs are
generic to the HBS and the HSUs (direct or over-the-air) and are discussed below.

Syslog server IP address

This field shows the IP address of a Syslog server to which the specific radio unit sends Syslog
messages. This is configured per individual unit.

> To change a Syslog server IP address:

1. Open an entry with its edit button:

Syslog server IP Address: | 10.104.70.201

The following entry window is displayed:
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IP Address:  |10.104.70.201 |

—

2. Enter the Syslog destination IP Address, and click OK. It could be the IP address of
the managing computer. The Syslog events will be stored at the address chosen.
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RADIUS User Authentication

This option enables you to set lists of individuals and IP addresses that are permitted to
manage radio units. The lists consist of a user/permissions list (which uses a RADIUS server),
an access control list for IP addresses, or your own “white list”, which does not use a RADIUS
servetr.

. This RADIUS option is used to authenticate management access to the radios in the
g sector. It is *not* used to authorize the various HSU radios in the sector. That
Note  RADIUS option is described elsewhere (see RADIUS on page 4-53).

Operation
This option uses parameters stored on both the HBS and the RADIUS server as follows:
HBS- based parameters:

» Alist of IP addresses from which management access is permitted is stored on the
HBS. There are two lists:
- A RADIUS-based Authentication Control List (ACL)
- A non-RADIUS-based “White List”

»  SNMP community definition is defined and stored in the HBS?.
» The HBS then applies this information to each HSU in turn.
RADIUS Server-based parameters:

» User name, password and a permissions list are stored in a RADIUS server. This list is in
addition to and independent of the IP address lists stored in the HBS.

» When logging on, the HBS queries the RADIUS server for this information.

1. The SNMP community may be different for the HSUs, depending on your system configuration
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RADIUS Server

I‘“ T
Admin User i }
"

Users List

%/\
IP Addresses: L IP Addresses:
White List Access Control List

Figure 4-2: RADIUS Authentication set up

Customer Preparations
1. You must supply a server that operates the RADIUS protocol. Make sure you have:

e The IP address of the RADIUS server.
e The port of the RADIUS server to which the HBS must connect.
e The Secret of the RADIUS server.

2. Prepare the following parameters for the RADIUS server:

a. User profile definitions. These are usually, but not always, confined to the following
definitions:

- HBS Read-Only, HSU Read-Only
- HBS Read-Write, HSU Read-Write
- HBS Read-Only, HSU Read-Write

b. Permitted users. Each one must have:

Username

Password

Timeout value (in seconds)

User profile choice

3. Prepare a list of IP addresses for the Access Control List (ACL). This will be a list of
IP addresses from which management access to the HBS is permitted. This list is
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stored on the HBS, but works only when a RADIUS server is connected, and when
RADIUS authentication mode is enabled.

4. Prepare a “white list” of IP addresses. This will be a list of IP addresses from which
management access to the HBS is permitted. This list is stored on the HBS, and is
independent of a RADIUS server, although it works only when RADIUS
authentication mode is enabled.

Prepare Files for the RADIUS Server
Prepare two files for the RADIUS server: Data Dictionary supplement, and Users definitions.
Data Dictionary supplement:

This is a supplement to the standard RADIUS Data Dictionary. This file defines the user
profiles. Add this text to the end of the standard RADIUS Data Dictionary. An example sup-
plement looks as follows:

#vendor id
VENDOR RADWIN 4458

BEGIN-VENDORRADWIN

# User Permissions Profile, the attribute starts with “number”=10 in
# order not to collide with previous RADWIN RADIUS definitions for HSU
# Authorization

ATTRIBUTE RADWIN_UserProfile 10 integer

VALUE RADWIN_UserProfile ReadOnlyHbsReadOnlyHsu 1
VALUE RADWIN_UserProfile ReadWriteHbsReadWriteHsu 2
VALUE RADWIN_UserProfile ReadOnlyHbsReadWriteHsu 3

ATTRIBUTE RADWIN_SessionTimeout 11 integer

END-VENDORRADWIN

The above example shows that the UserProfile is defined as attribute “10”, to differentiate
it from other attributes defined in this file.

e The first profile definition is called “1”, and is defined as allowing any user with this
profile to have Read-Only access to the HBS or any HSU.

e The second profile definition is called “2”, and is defined as allowing any user with
this profile to have Read-Write access to the HBS or any HSU.

e The third profile definition is called “3”, and is defined as allowing any user with
this profile to have Read-Only access to the HBS and Read-Write access to any
HSU.

Users definitions

The Users file (users.conf) defines the list of users who are allowed to access this sector
(HBS), what user profile each one has, and a timeout value (in seconds) after which access
is denied. An example appears as follows:
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# User Name = SectionHead, Password = SunBoss_365, Read-Only
# permissions HBS and HSU, Timeout 24h
SectionHeadCleartext-Password := "'SunBoss_ 365"

RADWIN UserProfile = 2

RADWIN_SessionTimeout = 86400

# User Name = LocalTech, Password = Moon_Crater, Read-Only permissions
# HBS, Read-Write permissions HSU, Timeout 1lh
LocalTechCleartext-Password := '"Moon_Crater"
RADWIN_UserProfile = 1
RADWIN_SessionTimeout = 3600

This above example shows that there are two users with the following user names:
SectionHead, and LocalTech.

SectionHead has a password = SunBoss_365

His user profile is “2”, meaning he has read and write access to all radios (according
to the definition of user profile 2 in the dictionary example shown above)

His timeout value is 86,400 seconds, meaning that he has 24-hour access from the
time of his log on. Note that the RADWIN Manager will automatically re-authenticate
the user before this timeout expires.

LocalTech has a password = Moon_Crater

His user profile is “1”, meaning he has read-only access to all radios (according to the
definition of user profile 1 in the dictionary example shown above)

His timeout value is 3600 seconds, meaning that he has 1-hour access from the time
of his log on.
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Configuring the RADIUS User Authentication Option

Log on to the HBS with full read-write and administration privileges, to set up the parameters
below.

From the Configuration dialog box, click the Management tab, then the RADIUS User
Authentication button:

RADIUS Authentication

MNAS Identifier Convention Device Name | = ‘

MAS Identifier Convention change will also affect 802.1x configuration.

Authentication RADIUS Servers

1P Address Port Status
0000 1812 Not tested Pr=
0000 1812 Not tested Pr=

IP Address Subnet Mask

0.0.0.0 0.0.0.0 ﬁ ﬁ

0.0.0.0 0.0.0.0 m
0.0.0.0 0.0.0.0 WE
0.0.0.0 0.0.0.0 a_ﬁ
| 0000 0.0.00 Wﬁ '
0.0.0.0 0.0.0.0 E_i_a
0.0.0.0 0.0.0.0 ﬁ_ﬁ
0.0.0.0 0.0.0.0 ﬁ_[a
0.0.0.0 p.0.00 ﬁ_i_a
0.0.0.0 0.0.0.0 ﬁ_i_a

l Note : The local PC should not be removed from the access list J

Enable Access Control List

RADIUS Authentication: Click this box to enable working with a RADIUS server for
authentication.

NAS Identifier Convention: Choose Device Name or Device Location from the pull-down
menu.
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Authentication RADIUS Servers: This shows a list of the available authentication RADIUS
servers: their IP addresses, their connection Ports (this is usually 1812), their
Statuses (Not Tested, Testing, or Connected), and three more buttons:

3

-

=

Edit Server Parameters

Clear Server Configuration

Check Server Connectivity

Edit Server Parameters ﬁ Click this button to open the RADIUS server

parameters dialog box:

IP Address:

10.104.50.111 |

Port: [181

z =

bl

Mumber of Retries: | 1

k

I_|

d

Timeout: |5

|

Secret:

oG

IP Address: Enter the IP Address of the RADIUS server here

Port: Enter the communication port to which the HBS connects (usually 1812)

Although you can use the same IP for the different functions of the RADIUS
server, you must still use a different port for each function.

Number of Retries: If the first attempt at establishing a connection with the
RADIUS server was unsuccessful, carry out this number of retries before

moving on to the next available RADIUS server.

Timeout: If there is no response from the RADIUS server after this many
seconds, disconnect. A message will appear indicating this situation.

Clear Server Configuration Ej Click this button to remove the specific RADIUS

server from the list.

Check Server Connectivity

. Click this button to test the connectivity of the

specific RADIUS server. Its status will change to Testing, and if the connection is
successful, will further change to Connected.

L%,l

Note

Any time you close the RADIUS User Authentication tab, you must click the Check
Server Connectivity button again to re-establish connectivity.
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Access Control List

Click this pull-down menu to open the list of IP addresses from which access to the
HBS is permitted.

This list is applicable only if the RADIUS Authentication and the Enable Access
Control List box has a checkmark in it.

Each item in each of these lists shows an IP address and subnet mask.

To remove the item from the list, use this

button: E—j

To edit the IP address, and/or subnet mask, use
this button:

White Access List

Click this pull-down menu to open the list of IP addresses from which access to the
HBS is permitted.

Although the HBS does not query the RADIUS server for authentication for this list,
this list is nevertheless applicable only if the RADIUS Authentication box has a
checkmark in it.

To remove the item from the list, use this

button: Ej

To edit the IP address, and/or subnet mask, use

this button: ﬁ
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Trap Destinations

Trap Destination | ¥ ]

Port Security

0.0.0.0 162 SNMPv1 i, M
0.0.0.0 162 SNMPv1 E_ M
0.0.0.0 162 SNMPvi E_ |
0.0.0.0 162 SNMPV1 E_'j »
0.0.0.0 162 SNMPv1 ﬁ ®
0.0.0.0 162 SNMPY1 ﬁ M
0.0.0.0 162 SNMPv1 ﬁ n
0.0.0.0

162 snmpvt | )

> To change a trap IP address:

1. Open an entry with its edit button:

IP Port Security

) Edit Trap Destination...

The following entry window is displayed:

Trap Destination

IP Address:  |0.0.0.0 |

Port: 162 =
Security Model: | SNMPy1 |~]
User Name: | |
password: |

Enter the Trap Destination IP Address and Port. It could be the IP address of the
managing computer. The events log will be stored at the addresses chosen.

You may choose between SNMPv1 or SNMPv3. The choice is made on a unit-by-unit

basis. If you choose SNMPv1, you may only enter an IP address and port number.
For SNMPv3, you must supply a user name and password:
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Trap Destination

IP Address:  |192.168.222.141 |
Port: 162 =
Security Model: | SNMPy3 L~
User Name:  |).S. Bach |

Pﬂssword: |-ICII-CII |

| o) G

4. Click OK to save your choice.

Note that for each active trap destination, the Clear Trap Destination button is enabled:

IP Port Security ‘ ‘

0.0.0.0 162 SHMPw1 ﬁ [

Clear Trap Destinatio n]

VLAN (for Management)

VLAN Management enables separation of user traffic from management traffic whenever
such separation is required. It is recommended that each member of a sector be configured
with different VLAN IDs for management traffic. (This reduces your chances of accidentally
locking yourself out of the sector.)

VLAN IDs are used by RADWIN products in three separate contexts:
Management VLAN, Traffic VLAN and Ethernet Ring. It is recommended
that you use different VLAN IDs for each context.

> To enable VLAN for management:

" | Enabled

T — L —

Figure 4-3: VLAN for Management

1. Inthe window of Figure 4-3, check the Enabled box.
2. Enter a VLAN ID. Its value should be between 2 and 4094.

After entering the VLAN ID, only packets with the specified VLAN ID are processed
for management purposes by the HBS/HSU ODU. This includes all the protocols sup-
ported by the ODU (ICMP, SNMP, Telnet and NTP). Using VLAN for management traf-
fic affects all types of management connections (local, network and over the air).

3. Enter a Priority number between 0 and 7.
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The VLAN priority is used for the traffic sent from the ODU to the managing com-
puter.

4. Change the VLAN ID and Priority of the managing computer NIC to be the same as
those of steps 2 and 3 respectively.

5. Click Apply or OK.

Lost or forgotten VLAN ID

If the VLAN ID is forgotten or there is no VLAN traffic connected to the ODU, then reset the
relevant ODU.

During the first two minutes of connection, the ODU uses management packets both with
and without VLAN. You may use this period to reconfigure the VLAN ID and priority.

Protocol

Supported protocols are shown in Figure 4-4:

CHCALD

SNMP eyl V3 0 VlandV3

| | Web Interface

Figure 4-4: Supported protocols

SNMP support is permanently enabled. You may choose between SNMPv1, SNMPv3 or both.
If you choose SNMPv3, you will be offered the following cautionary message:

[ZlsnmP ([ ivi (o) V2 () ViandV3

Authentication mede | MDS -

:J' Telnet MD5

SHA1

You are using secured SNMPv3 model,
Security recommendations:
* Check that you have chonged the password

* Disable the Telnet and Web Interface protocols

.\ y

You can leave the default authentication mode for SNMPv3 as MD5 (message digest
algorithm), or change it to SHA1 (secure hash algorithm).

For a sector managed as part of a network, direct access to a HBS/HSU using Telnet is
considered to be a security breach. Telnet access may be enabled or disabled by clicking the
Protocol tab and enabling/disabling Telnet access using the Telnet check-box.

e For further details about Telnet access see page 4-87.
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The Telnet access mode (when available), is site specific. If for example, you want Telnet
access from specific sector members, you should enable it for these sites and disable it
elsewhere.

Conversely, If the Telnet or Web Interface access modes pose a general security risk, you must
disable them for each sector member separately.

Multiuser Support under SNMPv3

If you chose SNMPv3 or both versions, you are asked to log on again (see Chapter 2, The
RADWIN Manager Log-on Concept):

For the first log-on under SNMPv3, use username admin, and password admin as well.
Note the following two changes:

e The title bar now shows the SNMPCv3 user name:

A~ Preferences

e There is an additional button, SNMPv3 Users, in the Management window:

IP Version \IPvdOnly | 7|
IPv4

IP Address 110.104.50.200 |
Subnet Mask 255.255.0.0 |

Default Gateway ~ |10.104.10.21 |

~IPv6
IPv6 Address 2005:104:50:200 |

Subnet prefix length

Default Gateway | 2005:104:20:21 |

Using the new button opens up the following entry list:
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Usger Name Pazsword Profile Last Access time
admin giitstts Read Write | 02/09/2005 02:36:56
operator e Read Only

L

\

J

To make any of the following changes, you must be logged on as user admin. The SNMPv3

passwords for admin and operator are as follows:

Table 4-1: SNMPv3 predefined users

User Name Password Profile
admin netwireless Read Write
operator netpublic Read Only

> To add an SNMPv3 user:
1. Click the right hand edit icon on any empty line of the list:

Y
2. An Edit window is displayed:

Edit User
User Mame: I I
Password: I I
Confirm: I I
Profile: | Disabled |~ |

| o . |

Figure 4-5: Add or Edit a user

3. Enter a user name and password. Confirm the password as indicated.

4. Choose a Profile:
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Edit User

User Mame: | Vivaldi |

Password: |¢-||¢|-lc |

Confirm: |-|Ill.lll! |
Profile: Disabled |+
| = D (cancer )
Read Only J
Read Write

- Read Only provides Observer level log-on access.
- Read Write provides Operator level log-on access

- Disabled stores the user details in the data base for future use. It must be
changed to Read Only or Read Write to become usable.

5. Click OK to accept. Here is the result of adding one more Read Write user, one Read
Only User and one “Disabled” user:

User Name Password Profile Last Access time
admin i Read Write | 02/09/2005 21:44:06
operator i Read Cnly

Wivaldi o Read Write

Teleman S Read Write

Handel S Read Cnly

Purcell SR Dizabled

\ )
Figure 4-6: SNMPv3 users list

> Toeditan existing user:

1. Use the same procedure as above to choose a user for editing. For illustration, we
will correct the spelling of Teleman’s name:
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User Name Password  Profile  Last Access time
admin | s | Read Wirite | 02/09/2005 21:44:06
i . Read Only |

Read Cnly

Purcell | s | Dizabled

' Read Write | ~]
».y' Password will not be changed

| o) e |

3. Correct the spelling of the name:

Edit User

Uzer Mame: |Telemann| |
Password: | |
Confirm: | |

Profile: | Read Write |+]

4. Enter and confirm the user’s password:
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Edit User

User Mame: |Telemann

Paszward: | YT |
Canfirm: |iii||¢l|l| |
Profile: | Read Write | +]

| e @ene= |

5. Click OK to finish. The change will be reflected in the display of Figure 4-6.

6. Use the same method to change the user’s profile.

Managing the Sector with the RADWIN Manager

Note create the same user name with another password.

Passwords are never displayed as clear text. If a user loses his password,
the only way to correct the situation is to delete the user name and re-

Logging on via SNMPv3

1. The default log-on dialog is shown below. In the right hand window, enter the
SNMPv3 user name and password.

IP Address: | 10.104.50.1 |~

Password: ||

SMNMP Version: V3

SNMP Settings

D Connect Through Proxy Server

IP Address: |

| | RADIUS User Authentication

Protocok | SNMP

[~]

SNMP Version: |3 [+]
SNMPvl Communities

Read-Only: [e0snee |

Read-Write: [ess0se |

e

Figure 4-7: Default SNMPv3 log-on dialog

2. Inthe main window of the RADWIN Manager, we see admin in the title bar:

RADWIN 5000 Configuration Guide

SHMPv3 / RADIUS Parameters

User Name: |admin |

Toooieoadt [e0encensese |

Authentication: | MD3 [~
SHNMPv3 Trap Authentication

User Name: | |

Passwort: | |

=
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Make sure you do not change the Authentication mode from what you chose
before logging off.

Logging on with RADIUS user authentication
e This is only relevant if RADIUS user authentication is used in your system.

e Contact your system integrator/operator for the correct RADIUS user name, password,
and protocol.

1. The default log-on dialog is shown below.

2. Place a checkmark next to RADIUS User Authentication.
3. Select the protocol used (SNMP or Telnet)
4

Make sure the RADIUS Parameters (use name and password) as shown in the right
hand window are correct.

SNMP Settings
IP Address: | 10.103.60.201 [~] | SNMP Version: | v1 [~]
Password: | |
SNMPv1 Communities
SNMP Version:  v1  (Seftings<<) - ) |
|| Connect Through Proxy Server Read-Write: [sessee |
IP Address: | |
RADIUS User Authentication SMMPv3 / RADIUS Parameters
Protocol: | SNMP [~ | User Name: [admin |
- Toasiimdt [s0sssesssne |
(ox—) (Ceancei—) (Opions <) Authentication: | MDS v
SNMPv3 Trap Authentication
User Mame: I |
Password: | |
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4.2.7 Inventory

This section shows the various identification items for the radio unit, including its software
version.

- ) ! U A LIC) Al O¢C L# .\‘!J
oDy _

Product RWS000/HBES/5200/F58/FCC/INT - RW-5200-0150

HW Version 91

SW Version 46,00 _b4e0e_Apr 4 2016

MAC Address 00:15:67:24:60:a2

Serial Number PMX450E000AQ0000 G

Aggregate Capacity 260 [Mbps]

(oK) (weancel) ooy

Not all units display the same parameters.

The Inventory information will be required by Customer Service should you require
assistance.

4.2.8 Security

This section applies to both the HBS and HSUs unless stated otherwise.
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SNMP Communities:

Link Password:

Community Encryption:

Enable AES 256 Encryption:

Figure 4-8: Sector Security settings

The Security dialog enables you to change the Link Password and the SNMP Community

strings, create an encrypted SNMP Community string value file, set 802.1x authentication?!
conditions, as well as change the Security Mode. If you have AES 256 Encryption support, the
check box will be enabled at the HBS. This item does not appear on the HSU Configuration
panel. For details about configuring and using AES 256, see Configuring AES 256 Encryption
Support.

1. This option works for the RADWIN 5000 JET and SU PRO/AIR EMB and SU PRO/AIR INT only
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SNMP Communities

In this section, “ODU” may be either an HBS or an HSU.
Note

Each radio unit communicates with the RADWIN Manager using the SNMPv1 or SNMPv3
protocol. The SNMPv1 protocol defines three types of communities:

e Read-Only for retrieving information from the ODU

e Read-Write to configure and control the ODU

e Trap used by the ODU to issue traps.

The Community string must be entered at log on®. You must know the password and the
correct Community string to gain access to the system. You may have read-only privileges. It is
not possible to manage the ODU if the read-write or the read Community values are
forgotten. A new Community value may be obtained from RADWIN Customer Service for the
purpose of setting new Community. You must also have available the serial number or the
MAC address of the ODU.

The read-write Community strings and read-only Community strings have a minimum of five
alphanumeric characters. (brul and bru4097 are not permitted). Changing the trap
Community is optional and is done by clicking the check box.

Editing SNMPv1 Community Strings
When editing these strings, both read-write and read-only communities must be defined.
Upon logging on for the first time, use the following as the current Community:
e  For Read-Write Community, use netman.
e For Read-Only Community, use public.
e  For Trap Community, use public
To change a Community stringzz
1. Type the current read-write Community (default is netman).
2. Choose the communities to be changed by clicking the check box.

3. Type the new Community string and re-type to confirm. A community string must
contain at least five and no more than 32 characters excluding SPACE, TAB, and any
of “>#@ | *?;."

4. Click OK to save.

1. Ifyour system is using the community.dat file, it will access this file for the Community String values, and you
will not need to enter any at log on. But only those units with corresponding Community String values will be
accessible.

2. If your system is using the community.dat file, this change will only affect the unit, not the community.dat file,
and as such will render the unit inaccessible upon next log on, unless the file is updated.

RADWIN 5000 Configuration Guide Release 4.9.75 4-32



Security Managing the Sector with the RADWIN Manager

Editing SNMPv3 Passwords

To commence the process, you must enter the current Read-Write Community password as
shown in the first field of Figure 4-9 below. Change the Read-Write and Read-Only passwords
as indicated. A password must be between 8 and 31 characters long. The same character
restrictions for the SNMPv1 community strings also apply here.

Enter current Read-Write Community/SNMPv3 Password

B Read-Write Community/SNMPv3 Password
Mew: I

Confirm: I

B Read-Only Community/SNMPv3 Password
Mew:

Confirm: I

|| Trap Community(SNMBv1 only)
Mew:

Confirm: I

Hide Characters

Figure 4-9: Changing the Community Strings/Passwords

Forgotten SNMPv1 Community String

If the read-write Community string is unknown, an alternative Community key can be used.
The alternative Community key is unique per ODU and can be used only to change the
Community strings. The alternative Community key is supplied with the product, and should
be kept in a safe place.

If both the read-write Community and the alternative Community key are unavailable, then
an alternative Community key can be obtained from RADWIN Customer Service using the
ODU serial number or MAC address. The serial number is located on the product label. The
serial number and the MAC address are displayed in the Site Configuration inventory tab.

When you have the alternative Community key, click the Forgot Community button and enter
the Alternative Community key (Figure 4-10). Then change the read-write Community string.

If your system uses the community.dat encrypted file that contains the SNMP
community values, the above is not relevant.

RADWIN 5000 Configuration Guide Release 4.9.75 4-33



Security Managing the Sector with the RADWIN Manager

Alternative Community - Bach@HBS.01

Alternative Community

The Alternative Read-Write Community is supplied with the
product.

It may also be obtained via customer support.

Please have the unit's Serial Number and/or MAC Address ready
when reguesting an Alternative Read-Write Community.

Enter the Alternative Read-Write Community:

| = = |

Figure 4-10: Alternative Community Dialog box

Changing the Link Password
This item is available as follows:

e Atanisolated HBS (No active HSUs)
e Atanisolated HSU
e Never for an active HSU

Here are the details:

The default password is wireless-p2mp. Optionally, you can change the link password as
explained here.

> To change the link password:
1. Open the Security tab (Figure 4-8).

The Change Link Password dialog box opens.

=2 Use the Hide characters check box for maximum security
Note
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Change Link Password

Current: I I

New: | |

Confirm: I I

Hide Characters

\ Wi-ﬁ(-umal

Figure 4-11: Change Link Password dialog box

2. Enter the current link password (The default link password for a new ODU is
wireless-p2mp).

If you have forgotten the Link Password, click the Forgotten Link Password button.
The following window is displayed:

Alternative Link Password - Bach@HBS.01 (X

Alternative Link Password

The Alternative Link Password is supplied with the product.
It may also be obtained via Custerner Support.

Please have the unit's Serial Mumber and/or MAC Address
ready when requesting an Alternative Link Password.,

Enter the Alternative Link Passward:

I ﬁ—i-—iﬁn—-il

Figure 4-12: Lost or forgotten Link Password recovery

Follow the instructions to use the Alternative Link Password, and click OK to finish.
You are returned to the window in Figure 4-11 above. Continue with the next step.

3. Enter a new password.

4. Retype the new password in the Confirm field.

5. Click OK.

6. Click Yes when asked if you want to change the link password.
7

Click OK at the Password changed success message.

e Alink password must contain at least eight but no more than 16 char-
% acters excluding SPACE, TAB, and any of “>#@ | *?;.”
Note e Restoring Factory Defaults returns the Link Password to wireless-
p2mp.
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Community Encryption

This option only appears when accessing the configuration window from the HBS, but is
relevant for all units.

e For certain installations and work environments, alternative values of the SNMP com-
munity values could be desirable, as opposed to the default values.

e |tis possible to set up such alternative values of SNMP communities for all equipment
in a system, and for the RADWIN Manager to allow access to only those radios with
these community values.

Do this as follows:

1. Record such alternative SNMP community string values in each radio using the process
described above (“SNMP Communities” on page 4-32 through “Editing SNMPv3
Passwords” on page 4-33).

2. Set up a community.dat file that contains these values:

a. From the Security tab, click the Create File button next to Community Encryption:

Community Encryption: Create File.

b. Inthe field that appears, enter the new Read-Only and Read-Write community
values.

File Location

Qutput folder: | @

Read—Onl_'_,r Cummuni_t:.r
Mew:

Confirm: '

Read-Write Comm_unit_l,_l
Mew:

Confirm: '

+/'| Hide Characters

(Generate ) ( cancel |
ol

c. InFile Location, select a location to save the community.dat file. At this stage, this
location can be anywhere, but when creating a new installation package for the
RADWIN Manager using this file, it must be located in the Files folder of your
RADWIN Manager installation to be operative. For example: C:\Program Files
(x86)\RADWIN\RADWIN Manager\Files.

d. Once you have entered all the values, click Generate. A community.dat file will be
generated and placed in the location you chose.
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3. When logging on to the RADWIN Manager, RADWIN Manager will check if there a
community.dat file in the Files folder:

a. If such a file exists:
e The community strings are decrypted from the file, and checked with those on the
radio units. If they correspond, access to the radio units is allowed.

e |f the community strings do not correspond to those on a radio unit or units, then
access to those units with different community strings is not allowed.

e |f the user changes the community string values on the radio using the process
described above (“SNMP Communities” on page 4-32 through “Editing SNMPv3
Passwords” on page 4-33), RADWIN Manager will still take the community string
values from the community.dat file, whose values do not now correspond to those
on the unit, and access to the unit will be denied.

b. If such a file does not exist:

e The community strings have their default value.

e |f the user changes the community string values on the radio using the process
described above (“SNMP Communities” on page 4-32 through “Editing SNMPv3
Passwords” on page 4-33), RADWIN Manager will use these new values.

4. It is possible to create this community.dat file once, and include it in the standard
install package of the RADWIN Manager.
802.1x Authentication

This is a port-based Network Access Control (PNAC) authentication mechanism based on the
IEEE 802.1x standard. This mechanism involves three parties: a supplicant, an authenticator,
and an authentication server.

In the RADWIN 5000 implementation, the supplicant is the customer premises equipment,

(CPE) the authenticator is the SU PRO/AIR EMB or SU PRO/AIR INT & HBS?, and the
authentication server is a customer-supplied RADIUS server. This works as follows (see also
Figure 4-13, 802.1x Authentication & Accounting Scheme):

1. The authenticator requests credentials from the supplicant (CPE). Usually a username and
password.

2. The supplicant (CPE) supplies these credentials to the authenticator.
3. The authenticator forwards these credentials to the authentication RADIUS server.

4. The authentication RADIUS server provides a response to the authenticator -
approved or not approved.

5. The authenticator then either enables the supplicant (CPE) to connect or disables
it from connecting.

You must configure your authentication RADIUS server to recognize the credentials of the
CPE.

1. This feature works with the SU PRO/AIR EMB or SU PRO/AIR INT as the subscriber unit only.
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Authentication
RADIUS Server

Authentication
server

@ Response ]
q

/ Authentication request

Authenticator ! with CPE credentials

SU PRO/AIR

g NI

4 ~
R, - :
CPE credentlails ! ~ I
I I
@ \ CPE credentials
\ request @
\ Accounting RADIUS

\
server

A} 2
Customer Premises / / Supplicant
Equipment (CPE)

Figure 4-13: 802.1x Authentication & Accounting Scheme

Configure this feature as follows:
1. Click the Security tab.

2. Click the 802.1x pull-down menu. The following screen will appear:
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Enable 802.1x
Re-authentication a0 % Sec

Enable 802.1x Accounting Mode

MAS Identifier Convention | Device Name | - |

Authentication RADIUS Servers
IP Address Port Status

0.0.0.0 1812 Mot tested

0.0.0.0 1812 Mot tested

ACCounting =

IP Address Port Status

1813 Mot tested

1813 Mot tested

(

Figure 4-14: 802.1x Authentication settings

3. Place a checkmark next to Enable 802.1x to enable this option. Enabling or
disabling this option is traffic-affecting.

4. Next to Re-authentication, choose how often the authentication process is done
(in seconds). The more often you choose to undertake this process, the better the
security, but requires more resources.

s 802.1x Authentication and protocol filtering cannot be configured simultaneously
=3 (see Sector Protocol Filtering on page 4-49 and see Protocol Filtering on page 4-
Note 71).

5. Place a checkmark next to Enable 802.1x Accounting Mode to enable the system
to forward to the accounting RADIUS server the identity of the supplicants who
have supplied credentials. This can be the same RADIUS server Choose the NAS
Identifier Convention: that is, upon what basis this report is made: by the Device
Name of the supplicant or the Device Location.

The NAS Identifier Convention chosen here will also change the NAS Identifier
= Convention for the RADIUS option (see RADIUS on page 4-53), even though the
mote  RADIUS server here and that used in the RADIUS option are not necessarily the
same server.
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RADIUS Servers
(relevant for both Authentication and Accounting)

The Authentication RADIUS Server is used for the authentication functions, and the
Accounting RADIUS Server is used for the accounting function. Note the following:

e You must define servers for both functions
e |f you do not define servers for both functions, the results will be unpredictable

e The servers can be the same servers

This shows a list of the available RADIUS servers, their IP addresses, their connection Ports
(this is usually 1812), their Statuses (Not Tested, Testing, or Connected), and three more

3 & =

Edit Server Parameters Clear Server Configuration Check Server Connectivity

These buttons are described below:

Edit Server Parameters ﬁ . Click this button to open the RADIUS server
parameters dialog box:

IP Addresss  [10.0.04

Port: 1512 :
Secret: ..i*" . l[ i
Accounting Port: | 1813 :

(oK ) cancel )

IP Address: Enter the IP Address of the RADIUS server here. This RADIUS server
need not be the same RADIUS server as used for authorization (see RADIUS on
page 4-53).

Port: Enter the communication port to which the HBS connects (usually 1812).

Although you can use the same IP for the different functions of the RADIUS
server, you must still use a different port for each function.

Secret: The secret of the RADIUS server.

Accounting Port: Enter the communication port to which the HBS reports on
supplicants who have supplied credentials (usually 1813). This is relevant only
if Enable 802.1x Accounting Mode is checked.
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Clear Server Configuration [i_"j . Click this button to remove the specific RADIUS

server from the list.

Check Server Connectivity n . Click this button to test the connectivity of the
specific RADIUS server. Before it is tested, its status will be Not Tested, upon
pressing, its status will change to Testing, and if the connection is successful, will
further change to Connected. If the connection is not successful, the status can be
either Timeout or Bad Secret, depending on the situation.

Note

Any time you close the Security tab, you must click the Check Server
Connectivity button again to re-establish connectivity.

Security Mode

The RADWIN 5000 offers an enhanced version of its usual secured method of working, which
offers extra protection against unauthorized access of the system.

It is performed on a unit-by-unit basis, and is independent of sector structure or hierarchyl.

Implement this mode as follows:

1. Change the SNMP management interface to SNMPv3:

Use the Management tab, Protocol pull-down menu (see page 4-23)

a.
b.
C.

d.

Choose the SNMPv3 radio button. Choose SNMPv3 only, not “V1 and V3”
Disable Telnet and the Web Interface
You can use either the MD5 or SHA1 authentication mode

Click Apply. You will be asked to log in again (Chapter 2, The RADWIN Manager Log-
on Concept). Make sure you have the proper SNMPv3 user name and password.

2. Click the Security tab

3. Click the Security Mode pull-down menu. The screen will appear as follows:

1. If configuring one unit for SNMPv3 and Enhanced Security, its counterpart must also be configured for SNMPv3,
but need not be configured with Enhanced Security.
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SNMP Communities: E
| o @)

To use this feature, enter SNMPv3 user and password

User: | |
Password: | |
Security Mode Enhanced Security® =
Link password and SNMP password recovery will not be possible,
except for 2 minutes after resef.
LWE recommend that you disable Telnet and web interfaces, )

(oK) (Lcancel ) (_Appy )

Figure 4-15: Security Mode settings

4. Enter the SNMPv3 user name and password.

5. Click OK. The screen will appear as follows:

Security Mode »

Link Password recovery and SNMP Password
recovery will not be possible.

LWE recommend that you disable Telnet and web interfaces.

Figure 4-16: Choosing the Security Mode

6. From the Security Mode pull-down menu, select the security mode. There are
three options:

Secured: RADWIN 5000 secured operation
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Immediately implement the enhanced security option.

When and if the unit is reset, there is a 2-minute grace

Enhanced Security*: eriod where the enhanced security option is temporarily
removed. After this time, the enhanced security option is
re-established automatically.

Enhanced Security: Immediately implement the enhanced security option.

7. Click OK or Apply.
Note the following when using the enhanced security mode:
e The SNMP management interface must be SNMPv3:
Use the Management tab, Protocol pull-down menu (see page 4-23)

e |If configuring an HSU for SNMPv3, its HBS must also be configured for SNMPv3.
e The Local Connection feature is disabled (as it is based on SNMPv1)

e Alternative Community/Password is disabled

e Link Password is disabled

e VLAN recovery is disabled

4.2.9 Date & Time

Setting the Date and Time

The ODU maintains a date and time. The date and time should be synchronized with any
Network Time Protocol (NTP) version 3 compatible server.

During power-up the ODU attempts to configure the initial date and time using an NTP Server.
If the server IP address is not configured or is not reachable, a default time is set.

When configuring the NTP Server IP address, you should also configure the offset from the
Universal Coordinated Time (UTC). If there is no server available, you can either set the date
and time, or you can set it to use the date and time from the managing computer. Note that
manual setting is not recommended since it will be overridden by a reset, power up, or
synchronization with an NTP Server.

The NTP uses UDP port 123. If a fire wall is configured between the ODU
% and the NTP Server this port must be opened.
Note It can take up to 8 minutes for the NTP to synchronize the ODU date and

time.

To set the date and time:
1. Determine the IP address of the NTP server to be used.
2. Test it for connectivity using the command (Windows XP and 7), for example:

w32tm /stripchart /computer:216.218.192.202
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==
—
| —r

Offset [Minutes] |0 4 00:00 [HH:mm]

Date & Time  9/1/2005 6:04:51 PM E

Date & Time

Figure 4-17: Date and Time Configuration

3. If entering an IP address for the NTP Server, click Clear, and then enter the new
address.

4. Set your site Offset value in minutes ahead or behind GMT?.

5. To manually set the date and time, click Change and edit the new values.

Date &Time  9/14/2005 23:42:48 3

|:| Use Managed Computer Time

—_ e

Figure 4-18: Change Date and Time

1. Greenwich Mean Time
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6. Click OK to return to the Configuration dialog.

4.2.10 Ethernet

= oRTIguratioc - ‘g",_
B =
- Aging Time 1300 F [seq

Port Current Mode CRC Errors
l LAN1 1000Mbps/FD | Auto Detect || oy

—

Down Link [%] Up Link [%]

—— 0 ] 100
500% / 50.0%

Ethernet Mode: V] Voice Over P

To enable QOS, this option must also be enabled for each HSU separately.
To enable VcIP, this option must also be enabled for each HSU separately,

Queue Priority Mapping
Voice over IP -
< Near Real Time -]
e Controlled Load -]
( Best Effort P ]-] J

(oK ) (Lcancet ) (_Apoy )

Figure 4-19: Setting Ethernet services
Aging Time

The HBS works in Bridge Mode. In Bridge mode, it performs both learning and aging,

forwarding only relevant packets over the sector. The aging time of the HBS is by default, 300
seconds.
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Ethernet Ports Configuration

e The ODU (or LAN1) Ethernet port mode is configurable for line speed (10/100/
1000BaseT) and duplex mode (half or full duplex).

e Line speed 1000BaseT is only available if the HBS is connected to a GbE PoE device.

e An Auto Detect feature is provided, whereby the line speed and duplex mode are
detected automatically using auto-negotiation. Use manual configuration when
attached external equipment does not support auto-negotiation. The default setting is
Auto Detect.

e Theicon next to the CRC error count may be clicked to reset the counter to zero.

Transmission Ratio

The Transmission Ratio (Tx Ratio, Asymmetric Allocation) shows the allocation of throughput
between downlink and uplink traffic at the HBS. The Transmission Ratio is not only sector-
wide: If you use Hub Site Synchronization to collocate several HBSs (to cover adjacent
sectors), they must all use the same Transmission Ratio.

Transmizsion Ratio

Down Link [3] Up Link [3&]

0 i 100

50.0% [ 50.0%

L ™ o

Figure 4-20: HBS Collocated client or independent unit

If it is an HSS master, you will see something like this:

Transmizsion Ratio
Down Link [3] Up Link [%]

0 —- 100

50.0% / 50.0%

3
3

Figure 4-21: HBS Collocated master

Moving the slider to the right yields the following:

Transmission Ratio

Down Link [38] Up Link [35]
0 : = 100
68.0% / 32.0%
Links cperating at a channel bandwidth of SMHz will
be temporarily disabled.

f
.
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The allowable range is from 50/50 % to 75/25 %. Setting values beyond this range
will cause unpredictable results.

You must ensure that the range remains within allowable values. There is no fail-
safe.

The effective available range for Asymmetric allocation is determined by channel bandwidth
as shown as well as link distance. In this context, “link” is any collocated RADWIN HBS, not
necessarily a RADWIN 5000 HBS.

QoS Configuration

To use the Ethernet QoS feature, see Chapter 10 (includes VolP configuration).

Advanced

!_i_ Broadcast flooding protection limit [3] & i-?"l,

1 ¥

I_JJ Multicast flooding protection limit [3] | & ti_"

/| DHCP Relay Agent (Option 82)

Circuit-ID source | HBS MAC Address |

Remote-ID source ELHSLI MALC Address |_"’_= -.*T_i Concatenate into Circuit-ID field

Sector Protocol Filtering: -

L DHCP Client filtering cannot be configured when Option 82 is enabled. )

Broadcast and Multicast Flooding Protection: Broadcast and Multicast Flooding
Protection provides a measure of protection by limiting multicast and/or broadcast
packets. Broadcast and Multicast Flooding Protection can be configured separately.
This feature works in the downlink direction only.

You may wish to un-check either or both of these items if your application is based
on multicast and/or broadcast packets - for example, video surveillance using
multicast downlink.

Sector Multicast MIR [Kbps]: This is the same as Multicast Flooding Protection, but
the units in this case are kilo-bits per second and not percent. This feature works in
the downlink direction only.

DHCP Relay Agent (Option 82): Allows a Dynamic Host Configuration Protocol
(DHCP) relay agent (in this case the HBS) to insert specific information to a DHCP
request it received from a client, and forward the information together with the
request to a DHCP server.

RADWIN 5000 Configuration Guide Release 4.9.75 4-47



Ethernet Managing the Sector with the RADWIN Manager

This capability allows the residential operator (which has the DHCP server) to
distinguish which DHCP IP request came from which HSU. With that information, the
residential operator can set rules regarding IP address and resource allocation. For
example, if there are too many IP requests coming from one HSU, it is possible to
limit the IP addresses allocated to that equipment.

In the framework of the RADWIN 5000, this works as follows:
- The HSU receives DHCP requests from equipment connected to it.
- The HSU forwards these requests to the HBS.

- The HBS appends the parameters that were configured (either Serial Number,

MAC address or Name of the HSU and that of the HBSl) to the message, and for-

wards the request message with the appended data to the DHCP server. This is
therefore a DHCP client request.

Q—»f

Residential
equipment

o

DHCP requests
Residential GW
(DHCP Client)
DHCP requests
forwarded to _
HBS

HBS
(DHCP relay agent)

DHCP Server / Requests forwarded to DHCP
server with appended data

Figure 4-22: DHCP Relay Agent (Option 82): Method of operation

To configure the DHCP Relay Agent feature:

e Place a checkmark next to DHCP Relay Agent (Option 82) to enable this feature.

® From the pull-down menu labeled Circuit-ID source, choose which parameter of
the HBS will be sent to the DHCP server - its MAC address, Serial Number, or Name
(see System on page 4-2 to learn how to change the name of the HBS).

1. The RADWIN JET DUO is limited to appending the MAC address only
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® From the pull-down menu labeled Remote-ID source, choose which parameter of
the HSU will be sent to the DHCP server - its MAC address, Serial Number, or Name
(see System on page 4-67 to learn how to change the name of the HSU).

To simplify the message, it is possible to add the Remote-ID source data directly
onto the end of the Circuit-ID data, that is, to concatenate it onto the Circuit-ID
field. If you wish to do this, place a checkmark in the Concatenate into Circuit-ID
field box.

e Make sure to configure your DHCP Server to accept these values of the parame-
ters.

To apply any of the changes you have made in the Ethernet tab, click Apply, then OK, or just
OK.

This is possible only using the SU PRO/AIR EMB or SU PRO/AIR INT (see Protocol
Filtering on page 4-71), and if done, the DHCP Relay Agent (Option 82) cannot be
implemented.

} It is also possible to filter all DHCP client responses from the HSU side, per HSU.

Note

possible only using the JET HBS. If done, the DHCP Relay Agent (Option 82) cannot
Note  be implemented.

=29 It is also possible to filter all DHCP Server responses throughout the sector. This is

Sector Protocol Filtering

This option (relevant for the JET HBS, SU PRO/AIR EMB, and SU PRO/AIR INT only) allows you
to prevent non-PPPoE or DHCP traffic that is being sent from customer equipment to the
HSUs from being forwarded to the HBS.

Click on the Change ... button next to Sector Protocol Filtering, then select the desired option
from the Sector Protocol Filtering pull-down menu:

There are 5 options:

No Filtering: Do not block any non-PPPoE (Point-to-Point over Ethernet) or DHCP traffic that
comes from customer equipment connected to the subscriber unit.

PPPoOE: PPPOE only - prevents non-PPPoE packets coming from customer equipment
connected to the subscriber unit from being forwarded to the HBS.
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The “No Filtering” or “PPPoE” option must be chosen if you are planning to use
the DHCP Relay Agent (Option 82) (see Advanced on page 4-47).

DHCP Server: Prevent DHCP Server responses from customer equipment from being
forwarded to the HBS. DHCP Client responses can be forwarded.

DHCP Client: Prevent DHCP Client requests from customer equipment from being forwarded
to the HBS. DHCP Server responses can be forwarded.

DHCP Client & Server:

Prevent DHCP Client and DHCP Server requests from customer equipment
from being forwarded to the HBS.

Once you have chosen your option, click OK.

= Sector Protocol Filtering and 802.1x Authentication cannot be configured
e simultaneously (see 802.1x Authentication on page 4-37).

1. If the DHCP Relay Agent (Option 82) is checked, DHCP Client and DHCP Client & Server options will not appear
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4.2.11 Nomadic

See page 3-27 for a full explanation of the Nomadic options.

gl= ] quratic AD S2CL0 xw
o= e
Add Devices
Type: |Nomadic | = |
Level Resources DL [%:] Resources UL [%] Number Add

A 1o 2110 = o o B

B- 10 =10 -y 0 =

B 1.0 2410 = o 0
m 2110 = I T

-

Remaining Resources: Downlink 99.0 [%]
Uplink 99.0 [%]

(Register )

The sector device configurations can be saved to a file,
which may be reused to configure additional sectors.

| Nomadic

ey

(o) (Leancel ) (_#epy )
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4.2.12 IGMP

The IGMP (Internet Group Management Protocol) snooping option allows conversion of
multicast IPTV traffic that arrives at the HBS to be unicast towards an HSU, according to the
IGMP request from customer premises equipment connected to the given HSU.

Telavision sets Television

1GMP
requests

i

IGMP 1
requests I‘
|
1

Sends IGMP traffic
with relevant
identifiers to

corresponding

H5Us

/. 1Gmp
.7 requests

IGMP |
requests \\

Il

HBS with IGMP
snooping enabled:

i

Detects IGMP
channel identifiers

IGMP Router

Sends multicast traffic with
IGME channel identifiers

Figure 4-23: IGMP operation with the RADWIN 5000

e Customer’s television (or setup box) sends IGMP requests.
e The HSU forwards this request in the uplink direction.

e The HBS detects (“snoops”) the IGMP tag, and sends the corresponding multicast traffic
in the downlink direction to those HSUs whose customer equipment sent an IGMP
request with the same multicast group. Messages from other multicast groups are
blocked.

Configure IGMP snooping for the sector from the IGMP tab: click IGMP Snooping Enable to
enable this option.

Set the Robustness Variable. This determines how many non-responses the HBS must
“receive” (actually “not receive”) from a CPE in response to an IGMP query before removing it
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from the IGMP multicast group. The higher this value is, the more reliable the IGMP
operation.

g e

IGMP Snooping Enable:
Robustness Variable: E

Lok ) (Lcancel ) (_aeoy )

4.2.13 RADIUS

This option enables the HBS to validate and authorize HSU service based on information in a
RADIUS server. You can also set a separate RADIUS server for accounting. You define service
categories based on parameters set in the RADWIN Manager.

Operation
This option works as follows:
» HSU definition and assignment information is saved in the authorization RADIUS
server.
» Service categories are defined using the RADWIN Manager and are stored in the HBS.

» The HBS queries the authorization RADIUS server periodically for HSU definition and
assignment information.

» The HBS then applies this information to each HSU in turn.

» The results are sent to the accounting RADIUS server.
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RADIUS Servers

Accounting

RADWIN Manager

Figure 4-24: Service Validation and Authorization via a RADIUS Server

To change HSU definitions and assignments, update the information in the authorization
RADIUS server. You do not need to access the HBS or the RADWIN Manager at all to make this
change, as the HBS automatically queries the authorization RADIUS server periodically for
status updates.

Customer Preparations

1. You must supply servers that operates the RADIUS protocol. Both authorization and
accounting RADIUS servers can be the same device.

% This RADIUS server need not be the same RADIUS server as used for
802.1x authentication (see 802.1x Authentication on page 4-37).

2. Prepare the following parameters for both RADIUS servers:

e A username and password for the HBS.
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The IP address of the RADIUS server.
The port of the RADIUS server to which the HBS must connect.
The Secret of the RADIUS server.

3. Prepare the following configuration information for each HSU in your sector. This
information will be saved in the authorization RADIUS server:

Serial number (acquired from your vendor, see Inventory on page 4-69)

Name

Location
VLAN identifier (if relevant)
Register Availability (whether or not to register this specific HSU)

Desired service category

4. Prepare the service category definitions that you will set using the RADWIN
Manager (see RADIUS on page 4-53), for use in the authorization RADIUS server.
Up to 8 categories can be defined; each category sets the following parameters:

Uplink Resources

Downlink Resources

Resource Type (CIR or Best Effort)

Maximum Information Rate (MIR) Up (sector-wide)
Maximum Information Rate (MIR) Down (sector-wide)

Protocol filtering

Select the protocol filtering desired, if any (see Protocol Filtering on page 4-71).
However, be careful to make sure there are no contradictions in the definitions of
the protocol filtering versus the definitions of DHCP 82 enablement ( see
Advanced on page 4-47). Protocol filtering cannot be implemented at all with
802.1x authentication (see 802.1x Authentication on page 4-37)

QoS Configuration queues (for uplink and again for downlink):

- Real Time (and its Strict Weight percentage, MIR and TTL (Time-to-Live)
- Near Real-Time

- Controlled Load

- Best Effort

VoIP queue, if applicable

(For more details on the QoS and VolP parameters, see Quality of Service on page 10-1)

Prepare Files for the RADIUS Servers

Prepare two files for the authorization RADIUS server: Data Dictionary supplement, and Users
definitions. The accounting RADIUS server only needs the Data Dictionary supplement.

» Data Dictionary supplement:

This is a supplement to the standard RADIUS Data Dictionary. This file defines the attri-
butes that are used by the RADIUS server as configuration parameters for the HSUs. Add
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this text to the end of the standard RADIUS Data Dictionary. An example supplement

looks as follows:

#vendor id
VENDOR

RADWIN 4458

BEG IN-VENDORRADWIN
#Service category to translate between the number and its name
ATTRIBUTE RADWIN_ServiceCategorylinteger

Managing the Sector with the RADWIN Manager

VALUE RADWIN_ServiceCategory Residentiall 1
VALUE RADWIN_ServiceCategory Residential2 2
VALUE RADWIN_ServiceCategory Residential3 3
VALUE RADWIN_ServiceCategory Residential4 4
VALUE RADWIN_ServiceCategory Businessl 5
VALUE RADWIN_ServiceCategory Business2 6
VALUE RADWIN_ServiceCategory Business3 7
VALUE RADWIN_ServiceCategory Business4 8
#for HSU"s serial number

ATTRIBUTE RADWIN_SerialNumber2string

#HSU name return from Radius server

ATTRIBUTE

RADWIN_Name3 string

#HSU location return from Radius server

ATTRIBUTE

RADWIN_Location4string

#HSU vlan id return from Radius server

ATTRIBUTE

RADWIN_VIan5 integer

#is the HSU enable or disabled , if enable register or update id necessary otherwise

deregister

if necessary

ATTRIBUTE RADWIN_RegisterAvailability6integer

VALUE RADWIN_RegisterAvailabilityDisable0
VALUE RADWIN_RegisterAvailabilityEnablel
END-VENDOR RADWIN

The above example shows that the first attribute is the Service Category. Following that
definition is a list of the Service Categories. In this case, ServiceCategory 1 is called
“Residentiall”, ServiceCategory 2 is called “Residential2”, etc. These terms must be used
precisely as shown here when you set the service categories in the RADWIN Manager.

The second attribute is the SerialNumber, the third is the Name (of the unit), then Loca-
tion, then the Vlan tag, and whether or not the HBS should register the HSU.

» Users definitions (for authorization RADIUS server only)

The Users file (users.conf) defines the list of HSUs for this sector. Each HSU serial number
is listed, and together with this serial number, the configuration information prepared in
Step 3. above. Save this file in the same location as the Data Dictionary file.

An example of a Users file appears as follows.
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- Although the Users file has the definitions of the HSUs, it does not determine
= which HSU belongs to which HBS. The HBS tried to connect with any available
Note  HSUs.

#i### SETUP 10.112.5.200 - Jigdx #iH##

radiusCleartext-Password := "radius'™, RADWIN_SerialNumber == "VERIFI2X5KLXY444"
RADWIN_ServiceCategory = 1,
RADWIN_Name = "Name4.4",
RADWIN Location = "Loc4.4",
RADWIN_Vlan = 44,
RADWIN_RegisterAvailability = 1

radiusCleartext-Password := "radius'", RADWIN_ SerialNumber == "VERIF2X5KLXY2221"
RADWIN_ServiceCategory = 2,
RADWIN_Name = "Name4.3",
RADWIN_Location = "Loc4.3",
RADWIN_Vlan = 33,
RADWIN RegisterAvailability = 1

This above example shows that the HBS called “Jigdx” has an IP address of 10.112.5.200,
and has two HSUs connected:

The first HSU has a serial number of VERIFI2X5KLXY444. This is a unique number that is
supplied by your vendor for this specific HSU (see Inventory on page 4-30). This unit has a
ServiceCategory of “1”, which translates into “Residentiall” according to the Data Diction-
ary above. Its name is “Name4.4”, and Location is “Loc4.4” and will appear as such in the
RADWIN Manager (see System on page 4-2). It has a VLAN, and is defined as 44 (see Man-
agement on page 4-11). This also instructs the HBS to register this HSU.

The second HSU has a serial number of VERIFI2X5KLXY2221, a ServiceCategory of “2”,
which translates into “Residential2”, its name is “Name4.3”, and Location is “Loc4.3”, it
has a VLAN (defined as 33). Here, too, the HBS is instructed to register this HSU.

i If you add HSUs to the sector, make sure you update the Users file on the RADIUS
= server, otherwise the HBS will not register them, and you will see an error
Note  message.
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Configuring the RADIUS Option
From the Configuration dialog box, click the RADIUS tab.

g e e

Enable Authorization Mode

— Radius Servers Configuration

User Mame |radius |

Password

= Install Confirmation Required
Enable HSU Accounting Mode

NAS Identifier Convention Device Name A

FETVETS

— IP Address Port Status
0.0.0.0 15812 Mot tested ﬂ x .

1812 Mot tested

0.0.0.0 1813 Mot tested ‘j b

l Server connectivify fest required.

Enable Authorization Mode: Enable working with a RADIUS server.

RADIUS Servers Configuration: Enter the User Name and Password that the
use to identify and verify that the HBS is allowed to work with it.

Install Confirmation Required: If this is enabled, then when the HBS tries to r

RADIUS servers

egister the HSUs

in its sector, each HSU must permit the HBS to do so. If this is not enabled, the HBS

can register the HSUs in its sector without further action.

This option is useful, if for instance a technician is installing an HSU,
quite ready to be activated.

To confirm installation from the HSU side, there are two options:

and it is not

- OPTION 1: Log on to the specific HSU. Once an attempt at registration is made,

you will see a Confirm Installation button on the HSU card:
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HSU
IP Address: 10.104.60.1 10.104.60.200
Location: Lab Local Lab Local
Subnet Mask: 255.255.0.0 255.255.0.0
RS SIERe 0 N 5
Throughput [Mbps]
Rate 13Mbps (1xQPSK 1/2) 20MHz 13Mbps (1xQPSK 1/2) 20MHz
Rx Rate [Mbps] 0 0
L Tx Rate [Mbps] 0 0 )

Click the Confirm Installation button.
OR
- OPTION 2: Right-click the HSU card, select Authorize Now.

Ny
IP: 10104601 | | Register.
Loc: LabLocal ¥y Configure..

Be ESI Recent Events...
— R @ Performance Monitoring...

A Active Alarms...
Thn =¥ Ectimate Throughput...

- Bk M} update Senvice...
up 2

Deregister...

Enable HSU Accounting Mode: If this is enabled, then each time the HBS authorizes an HSU in
its sector, it reports this fact to the accounting RADIUS server. Choose the NAS
Identifier Convention: that is, upon what basis this report is made: by the Device
Name of the HSU or the Device Location.

%

Note

The NAS Identifier Convention chosen here will also change the NAS Identifier
Convention for the 802.1x Authentication option (see 802.1x Authentication on
page 4-37), even though the RADIUS server here and that used in the 802.1x
Authentication option are not necessarily the same server.
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RADIUS Servers
(relevant for both Authorization and Accounting)

The Authorization RADIUS Server is used for the authorization functions, and the Accounting
RADIUS Server is used for the accounting function. Note the following:

e You must define servers for both functions
e |f you do not define servers for both functions, the results will be unpredictable

e The servers can be the same servers

This shows a list of the available RADIUS servers, their IP addresses, their connection Ports
(this is usually 1812), their Statuses (Not Tested, Testing, or Connected), and three
more buttons:

3 & =

Edit Server Parameters Clear Server Configuration Check Server Connectivity

These buttons are described below:

Edit Server Parameters ﬁ . Click this button to open the RADIUS server
parameters dialog box:

I IP Address: (10.104.50.111 I

Part: 1812 =
Mumber of Retries; |1 ]i|
Timeout: 5 I';I
Secret: IIT T

Cox ) (Cameer)

IP Address: Enter the IP Address of the RADIUS server here

Port: Enter the communication port to which the HBS connects (usually 1812)

Although you can use the same IP for the different functions of the RADIUS
server, you must still use a different port for each function.

Number of Retries: If the first attempt at establishing a connection with the
RADIUS server was unsuccessful, carry out this number of retries before
moving on to the next available RADIUS server.

Timeout: If there is no response from the RADIUS server after this many
seconds, disconnect. A message will appear indicating this situation.

Secret: Secret of the RADIUS server.
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Accounting Port: Enter the communication port to which the HBS reports on
HSUs which it has authorized (usually 1813). This is only relevant if Enable HSU
Accounting Mode was checked.

Clear Server Configuration Ej . Click this button to remove the specific RADIUS
server from the list.

Check Server Connectivity Q . Click this button to test the connectivity of the

specific RADIUS server. Its status will change to Testing, and if the connection is
successful, will further change to Connected.

E? Any time you close the RADIUS tab, you will need to click the Check Server

Mote Connectivity button again to re-establish connectivity.

Service Categories

Click this button to open the dialog box where you define the Service Categories.

Category Name Uplink D i Type “1) MIR Up [Mbps] MIR Down [Mbps] Filtering

|Residentiall I [ H | B | [Best Effort [~] ] o B [] [08 B [MoFitering -8
|Residential2 || [0 H | H  [Eest Effort [~ ] [0 -[| B8 B  [noFittering [~] a
|Residential3 || [0 H | H [Best Erfont [~ 1 o H rlj [B6 B  [noFittering [~] ﬁ
== = 3 | B |besiron  [-]] EO0F | [BO0E | [Nories i)
|Businessl || [0 H [ H [Best Erfort [~ 1 e H 7[| [0 B  [noFitering [~] ﬁ
|Business2 J| [0 H [ H  [BestEffort [~ [0 H 7|:| [0 B  [moFiltering [] ﬁ
|Business3 I [ H | H  [BestErfort [~ ] [0 H -[| [0 B [NoFiltering Rall =
|Businessd || [0 - ) EH  [Best Effort [~ ] [0 B 7[| = [N Fittering =] a
Radius authorization is disabled
Radius's client DHCP filtering conflict with DHCP 82 option configuration.
[ ——— N ————
_

Figure 4-25: Service Categories

Category Name: The names of the categories here must be the exact same name as those in
the Data Dictionary supplement (see Data Dictionary supplement: on page 4-
55).

Define the other parameters according to the values prepared in Step 4. on
page 4-55, and click OK.
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The QoS parameters (prepared in Step 4. on page 4-55) are accessed by clicking this button:

@ from the Service Categories dialog box. The following screen appears:

i || Vaice OverIP i

QoS Uplink Configuration
Queue Strict | Weight [%] Maximum Information Rate [Mbps] | Configurable TTL [ms]
' 300
Real Time 05 f|—————— oo [/] Uniimited 5 1 500 [] Disabled
Nesr Resl Time O [ B esf——— 1o [/]unimted s | 500 [J] Disabled
Controlled Load [] DSJ* 100 [+] Unlimi SJ' 500 [F] Disabled
Best Effort ] [® B osl————— i [/]unimtea s | 500 [F] Disabled
Qo5 Downlink Configuration
Queue Strict / Weight [%] Maximum Information Rate [Mbps] Configurable TTL [ms]
Real Time o 4 D5J7 q00 [+] Unlimi SJ' 500 Disabled
Near Real Time [] 05— 1gp [/] Uniimited 5 | 500 [J] Disabled
Controlled Load [] DSJi 100 [+7] Unlimi 5__]' 500 [ Disabled
Best Erfort (] [ B ost——— 10 [ unimitea 5 | 500 [7] Disabled
L 4

Set the various Quality of Service parameters here (including VolP, if needed), and
click OK. QoS parameters are described in Chapter 10, Quality of Service.

The HSUs receive their service characteristics in accordance with the definition of
the Service Category (here) and the Service Category to which they were assigned
based on the files in the authorization RADIUS server.

However, if you manually change any of these parameters (via Update Service or
Configure -> Ethernet from the HSU’s right-click menu), the new values you have
y set will remain, even though they do not correspond to those in any defined
Caution  Service Category.

If you change the assigned Service Category of such an HSU (using the files in the
authorization RADIUS server), then the next time the HBS receives updated
information from the authorization RADIUS server, it will change these
parameters to correspond to those of the new Service Category.

4.2.14 Operations

This section applies to both HBSs and HSUs.
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Reverting to Factory Settings

Factory Settings

Restore to Factory Default Settings will bring down the connection.
——— Site configuration dialog will be closed.

License Activation

% License Key

. — " | License File

Operations ﬁ w 'i: Apply '

Figure 4-26: Restore Factory Settings and License Activation

Clicking the Restore Defaults button opens the following self explanatory dialog:

Restore to Factory Defaults

Are you sure you want to restore Factory default Settings?
The Link may be unreachable after the process.

This process takes several seconds and followed by a device reset

|| Default IP Address {10.0.0.120).

| - G |
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License Activation

You may add additional bands or capacity using the license Activation facility. Additional
bands (if available) are obtained using the Change Band function, described below. Capacity
upgrade is described in Chapter 11.

For a single band, enter the supplied license Key and click Activate. If you have a list of them
(a text file), use the License File option.

In some instances it may involve purchasing the relevant license from RADWIN. Contact
Customer Service for details.

To obtain and install additional bands, see page 4-82.

4.3 HSU Connection Table

From the HBS button bar, click the right hand button followed by HSU Connection Table.

M

Product Mame RWSO0OHES/EE00F . 4= Change Band |
Antenna Type Dual ﬁ:ﬁ HSU Connection Table
IF Addrass 10.104.50.1 = Bridge Table

Subnet Mask 255.255.0.0 @ Service Categories

Tx Ratio [35] 600/ 50.0 E Lacate On Map

Service Type Mixed CIR/IBE C’ R

e S M) d) Deactivate

-_—— - o oas I

The following table is dlsplayed:
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Brahrn=@HMU.01.01

MName_2
Mame_3

MName_4

Haydn@HFULO1.01

Mozart@HFU.01.02

1) MNG

1) an

T PWER

£ aweny

tv_E LUER]

TOTO N4HDUpiey
ZOTOM4HEMEZOW
aNm

MY

IO IO NNHEEWYES

Figure 4-27: HSU Intercommunication - Connection Table

The green shaded squares show intercommunicating elements within the sector.

e MNG refers to management traffic which should always be open between HSUs and the
HBS.

e LAN refers to service traffic between the HBS and the HSUs.

As shown, the two HSUs may not communicate between themselves. Clicking the top white
square enables communication (via the HBS) between them.

You may disable all traffic between the HBS and the HSUs and restore it using this device.

4.4 Bridge Table

The Bridge Table provides a list of MAC addresses of the subscriber units in the sector of the
HBS. This table can be saved in an external *.csv file.

From the HBS button bar, click the right hand button followed by Bridge Table:
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CEEEE

Change Band
H5U Connection Table
Bridge Table

Service Categories

Locate On Map

COPOmE}

Reset
Ceactivate
The following table is displayed:
Y
a6
ey
=
Number HSU Name | Interface H5U Location MAC Address
1 Bach_10.104.60.1 SMG Lab 0D:15:67:558:2e:15
2 HES LAN1 SMG Lab 80:e2°ba:g314:71
s A

L A

Figure 4-28: Bridge Table

The name of the subscriber units, their locations, and MAC addresses are shown.

e Click Save to save this information in an external comma separated variable (*.csv) file

e Click Refresh to refresh the table (if subscriber units have been added or removed for
example).

4.5 Configuring an HSU from the HBS Main
Window

Right click an HSU for its context menu and click Configure to open the HSU Configuration
window.
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4.5.1 Configuration Menu Buttons

g
L

The Backup and Restore buttons provide for backup and restore of the HSU software

product IDs and revision levels of the source and target HSUs are identical.
In addition, the capacity and supported bands must be the same for the source and
restored HSUs.

} A backup (full or configuration) may be restored top another HSU provided that the

Note

The Buzzer button turns the buzzer On or Off (not relevant for the SU PRO/AIR EMB or SU
PRO/AIR INT).

e

@ of
| 3 On

i Auto

3 Advanced Auto

e The Auto position means that the Buzzer will beep as shown in Figure 4-29 during
installation or upon sync loss. The main use of the buzzer tone is for HSU antenna
alignment.

e The Advanced Auto position means that the buzzer will beep continuously at dif-
ferent rates upon sync loss, antenna mis-alignment and other events for up to two
minutes following restoration of sync.

ANTENNA ALIGNMENT BUZZER:
BESTSOFAR W N |
INCREASED W]
SAME "

DECREASED [N
NOARLINK W ]
HSS MISMATCH L]

Figure 4-29: Antenna beep sequence

The Refresh button restores the current window to its previous state abandoning any changes
you made, provided that you did not click Apply or OK.

The configuration tabs for the HSU are usually identical with those of the HBS (see
Configuring an HBS on page 4-1).

4.5.2 System

Identical with the HBS tab - see System on page 4-2
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4.5.3 Tx & Antenna

Identical with the HBS tab - see Tx & Antenna on page 4-9, except for the following:

e You can change the MIMO mode of the antenna(s) from MIMO to Diversity or Auto
Selection. For more on antennas and these modes, see the RADWIN 5000 Installation
Manual.

4.5.4 Management

Identical with the HBS tab - see Management on page 4-11, with the exception of the SU
PRO/AIR EMB and SU PRO/AIR INT, as shown below.

The SU PRO/AIR EMB and SU PRO/AIR INT will show the following:

19 LJ _I;I.l L
]
g s e

IP Version IPvd Only ||

1P Address 10.104.50.200
Subnet Mask 255.255.255.0
Default Gateway | 10.104.50.100
IPv6
1Pv6 Address 11000

Subnet prefix length

Default Gateway ~ |+10.0.00

Management

SysLog server [P Address: | 0.0.0.0 | ﬁ 3

[l sumP (eivi (13 () ViandV3

| | Telnet

Webimerace |ty |*

Figure 4-30: SU PRO/AIR EMB and SU PRO/AIR INT Configuration - HTTPS

Note the following:

e RADIUS User Authorization button is not available
e The unit can only have an IPv4 address
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e The SU PRO/AIR EMB or SU PRO/AIR INT can be configured for HTTP, HTTPS, or both. To
do this, choose the protocol you want from the Web Interface pull-down menu, then
click Apply.

When you log on to the SU PRO/AIR EMB or SU PRO/AIR INT Web Interface, use the protocol
you chose here.

4.5.5 Inventory
Identical with the HBS tab - see Inventory on page 4-30

4.5.6 Security

Identical with the HBS tab - see Security on page 4-30, except:

*  You may change the SNMP community strings only for the HSU from here.
® You cannot change the Link password from an HSU.

e 802.1x options are not configured here.

4.5.7 Date & Time

Identical with the HBS tab - see Date & Time on page 4-43.
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4.5.8 Ethernet

Ethernet configuration for an HSU follows the same general pattern as the corresponding tab
for the HBS (see Ethernet on page 4-45) but with important differences.

L ¥} uraud i .I.
-

e e S

Down Link [Mbps] 28.3 D Unlimited
05 1 100
Up Link [Mbps] 37.6 D Unlimited
05 (] 100
h ’
Protocol Filtering: | Mo Filtering |*
Mo Filtening
PPFoE N F B
ﬁ L Apply
DHCP Server - — s
DHCP Client
DHCP Client & Server

Ethernet Ports Configuration
This item is same for all HSUs and the HBS (see Ethernet Ports Configuration on page 4-46).
Maximum Information Rate

The Maximum Information Rate (MIR) was initially set during HSU Registration (see

Registering a fixed HSU for service on page 3-21). You may change it here. If you change it, the
HSU card display changes. Here is an example:
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Down Link [Mbps] 20.7 |:| Unlimited
05 ] 100
Up Link [Mbps] 10.4 |:| Unlimited
03 0 100
— J
The card changes as follows:
Bach CIR [ Bach CIR [
IP:  10.104.60.1 IP:  10.104.60.1
Loc: Laboratory Loc: Laboratory
RSS [@5m] A RSS [a5m] A
HBS H5U HBS Hs5U

- —
e "

CIR/Peak T-put [Mops]
Down IS D €7XH
Up G N 7Y
Rax [Mbps] Tx [Mbps]
1] 0

Before change

e | —_—
- ERL "
CIR/Peak T-put [Mops]

.,
O 104 (0467 T} 245

Rx [Mbps] Tx [Mbps]
Eth i} a
After change

Figure 4-31: HSU card display when changing MIR

Notice after the change, red bars appear. These show the maximum MIR you just set, for both
the Down Link and Up Link directions. The vertical red lines in the after figure indicate the

upper limit on the blue throughput bars.

Had you set the MIR to be more than the maximum (in this case 24.1 and 24.5) or
“unlimited”, the red bars and red vertical lines would not have appeared.

VLAN Configuration

For Traffic VLAN configuration, see Chapter 9.

QoS Configuration

QoS configuration is described in Chapter 10.

Protocol Filtering

This option (relevant for the SU PRO/AIR EMB and SU PRO/AIR INT only) allows you to
prevent non-PPPoE or DHCP traffic that is being sent from the customer equipment to the

HSU from being forwarded to the HBS.
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There are 5 options in the Protocol Filtering pull-down menu:

No Filtering: Do not block any non-PPPoE (Point-to-Point over Ethernet) or DHCP traffic that
comes from customer equipment connected to the subscriber unit.

PPPoOE: PPPOE only - prevents non-PPPoE packets coming from customer equipment
connected to the subscriber unit from being forwarded to the HBS.

The “No Filtering” or “PPPoE” option must be chosen if you are planning to use
the DHCP Relay Agent (Option 82) (see Advanced on page 4-47).

DHCP Server: Prevent DHCP Server responses from customer equipment from being
forwarded to the HBS. DHCP Client responses can be forwarded.

DHCP Client: Prevent DHCP Client requests from customer equipment from being forwarded
to the HBS. DHCP Server responses can be forwarded.

DHCP Client & Server:
Prevent DHCP Client and DHCP Server requests from customer equipment
from being forwarded to the HBS.

E? Protocol Filtering and 802.1x Authentication cannot be configured
simultaneously (see 802.1x Authentication on page 4-37).

Note

4.5.9 Nomadic

This is different from that of the HBS:
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Update Device Level

Type: Level  Resources DL [%]  Resources UL [%]
Fixed R S lo 0

's n 0

0

L To change type deregister H5U

ey .y 0

To change a fixed HSU to a nomadic HSU, the HSU must be deregistred (right-click on the HSU
card, and choose Deregister).

For a nomadic HSU, you may change its operating level or even revert it to a fixed HSU:
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.. If you are working in the UNI regulatory environment, there are more options
g which must be configured directly from the HSU (see Working in the UNI
Note  environment and with 3.xGHz on page 6-6).

4.5.10 Operations

Identical with the HBS tab - see Operations on page 4-62.
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This is only relevant for the SU PRO/AIR EMB or SU PRO/AIR INT.

g s el

Access Point Mode On -
SSID R-P150001000X00657
Status Off

MAC Address
00:00:00:00:00:00

RSSI [dBm]

0 [dBm]

00:00:00:00:00:00

0 [dBm]

00:00:00:00:00:00

0 [dBm]

00:00:00:00:00:00

0 [dBm]

00:00:00:00:00:00

0 [dBm]

e

Radio Configuration
Channel
Tx Power
MNetwork Configuration
Security Wpa2
Password

Confirm Passward

IP Address

192.168.

Please turn off the WiFi access point before exiting the Manager

e )

I

L,

Access Point Mode: Enable or disable the WiFi for the device.

The SSID status, and On status of the WiFi unit is displayed.

Connected Clients: This area shows up to 5 clients that are connected to this unit, including

their MAC addresses and signal strength (RSSI).

Note

=2 The SSID of the WiFi is R- [serial number of unit]

You can set the following WiFi parameters:

e WiFi channel

e WiFi Tx power
e  WiFi password
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e  WiFi IP address (partial)

4.6 Replacing an HSU

A defective HSU may be replaced by another HSU belonging to the sector provided that the
replacement is not registered. Here is a typical scenario:

—

Haydn@HF... i Brahms@H...

IP:  10.104.50.1 IP: 10.104.50.2 IP: 10.104.50.3

Loc: HFU.01.04 Loc: HFU.041.02 Loc: HNU.D1.04
HBS RSS pam HSU HBS RSS pam HSU HBS RSS pam HSU
‘L_‘?‘B 5 ) ‘-" R y'

Figure 4-32: Unit 10.104.50.1 down; unit 10.104.50.3 available, not registered

Since the replacement procedure is a rather delicate process, we will step through it with a
detailed example.

> To replace a defective HSU:

1. Right click the defective unit for its context menu:

Register...

Configure...

Recent Events...
Performance Menitoring...
Active Alarms...

Estimate Throughput...
Update Service..

o | P F

Suspend..
Authorize Now...
Replace...

Locate On Map...
Reset...

Deregister...

MO WP ¢ [ ra

2. Click Replace. You are offered a list of HSUs available as replacements. In our
example there is one: 10.104.50.3
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H3U Replacement - Haydn@HFU.01.01

Chose device to replace with.
Device Name IP Address Ferial Number
Brahms@HMNU.01.01 10.104.50.3 PIN5S0I500A00003

3. Select the required unit by clicking on it.

H35U Replacement - Haydn@HFU.01.01

Chose device to replace with.

Device Name IP Address Serial Number

4. Click OK. You are asked to confirm before proceeding:

H3U Replacement - Haydn@HFU.01.01

@ Do you want to unregister source H5U and perform registration on chosen one.

iy (Avwiey

5. Click OK again. You receive further confirmation:

HSU Replacement - Haydn@HFU.01.01 @

Device was replaced successfuly.

et
__  EE—
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Here is the final outcome:

O O .
Mozartg@HF ... ik Haydm@HF... ik
IP:  10.104.50.2 IP:  10.104.50.3
Loc: HFUW.01.02 Loc: HFLLO1.01
HBS RSS @sm HSU HBS RSS pam HSU
L-;5 e J ;'-;5 P— y

Notice that 10.104.50.3 has replaced 10.104.50.1, inheriting most of its settings.

Note

The IP address of the replacement unit is not changed. To ensure that all
10.104.50.1 traffic actually gets to the new unit (in our example), you
should also change its IP address to that of the original unit, 10.104.50.1.

4.7 Updating HSU Services

Choosing Update Services from an HSU context menu or clicking im from the HSU button
bar opens the Registration window. You may use this to switch the HSU between Spatial
Multiplexing, Diversity and Auto mode. You may also change the HSU resource type (CIR vs.

BE).

4.8 Suspending an HSU

You may break the link (cause a sync loss) to an un-registered HSU for a fixed amount of time.

Note

E? If RADIUS is enabled, make sure you set the RegisterAvailability

parameter to 0 in the Users file on the RADIUS server.

Here is the scenario:
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IP: 10.104.50.1
L

Ty
ey
a

Register... =
Configure...
Recent Events...

Parfarmmance b anitorian |
Fermormance Mionmorng.

Active Alarms...

le o

Update Senace

Suspend...
Replace..

Locate On Map...

Reset..,

19O pa

Deregister

HSU 10.104.50.1 is not registered.

> To suspend an un-registered HSU:

1. Click Suspend in its context menu. You are requested to enter a suspend duration.

Link Suspend - Haydn@HFU.01.01

Link Suspend operation will break the link between
the HBS and an unregistered HSU for a configured
period of time.

Link suspend time (sec) |10

2. Choose a suspend time and click OK. During the suspend duration, the HSU will be
deleted from the HBS Main Window HSU panel. The HSU returns to the main
display with resumption of sync.

4.9 Changing the Sector Band

Changing the Band in use is always carried out at the sector level (not per installed ODU). To
change the Sector Band you must be logged on to the HBS as Installer. Click the right hand

button, a on the Base Station button bar and choose Change Band.
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HBS: PMLab

SEEEEE
Product Name RWSO0O/HES/SBOOF... 4= Change Band |
Antenna Type Dual m HSU Connection Table
P Addrass 10.104.50.1 & Bridge Table
Subnet Mask 455.255.0.0 @ Service Categories
T Ratio [%] GOV 50.0 E Lacate On Map
Senvice Type Mixed CIR/BE O Roact
g il O Deactivate |
Tx Rate 0 [Mbps] |

> To change the Sector Band:

1. Click Change Band. A list of available Bands is displayed. The specific list depends on
your regulatory environment.

Select a band from the list below

Band Description

Figure 4-33: Change or Add Bands

2. Select the required Band and click OK.

3. Click the right button (@ ). The following window opens:
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Operating Channel [GHz] | Other

Channel Bandwidth [MHz] |20

Automatic Channel Selection

~

5730 [v]5.735 5.740 5.745 5750 =
5.755 5760 [/ 5.765 5.770 5.775
5780 || 5.785 5.790 5.795 5.800
5.805 5810 [/]5.815 5.820 5.825
5.830 []5.835 5.840 5.845 5.850
/| 5855 (/| 5860 [v]5865 /] 5870 V] 5875 7]

iy

4. Here you may chose the working channel bandwidth and channel selection as in the
activation process. Click OK to accept your choice. You are returned to the display in
Figure 4-33.

5. Click OK again. The following cautionary message is displayed:

Change Band

Changing the band will affect both the HBES and all the connected H5Us
Band will be changed and the devices will be reset.

Mote: You should ensure that the attached antenma supports the required band.

Mote:

The reguired configuration may operate in different bands or regulations.

In some countries, these frequency bands may not be authorized or not available,
Please make sure a license is not required or you hold an appropriate license,

s ) (e )

6. Click Yes to continue. After a short delay, you are offered a final confirmation:
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Change Band 2

./'-_"\_
@ Change band finished successfully

7. Click OK. A sector re-sync follows.

Having set the channel bandwidth and operating channels earlier, there is no need
for deactivation and reactivation.

You may also add new Bands by clicking the Add Bands button. There are several provisos to
this:

e Additional Bands must be available for your hardware
e Such additional Bands must be available within the framework of your local regulations
> To obtain and install additional bands:

1. Make a list of ODU serial numbers for all HBSs and all HSUs to receive additional
bands. The list should be a simple text file, one serial number per line. (The serial
numbers are located on the stickers on the ODUs.)

2. AsInstaller, open the window of Figure 4-33 above, and click Add Bands. An
instruction panel similar to the following is displayed:
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Senalzs Numbers

PETS40EQ00ACOO0D
PINSEQIS00AD0005
PINSEQIS00A00004
PINSE0I500A00003

(Copy to Clipboard)

To Add Bands

The serial numkbers of your devices are shown in the Serals section.

Te add further bands:

L Press the Copy button.

2 Click the URL link button to navigate to the License Key Site.
3. Paste (Control-V) the serial numbers in the indicated field.
4, Fill out the reguired details.

License Key site URL: http:/fwww.radwin.com/updates/lk-radwin.htm

Figure 4-34: Add Bands Instructions Panel

The serial numbers displayed relate to the ODUs in the sector. Click Copy to Clip-
board.

3. This step applies only if you have additional un-installed units:

Before proceeding to step 2 in Figure 4-34, open your own list in a plain text editor. If
the displayed serial numbers are in the list, select your list and copy it all to the clip-
board. Otherwise append the clipboard contents to your list. Select the whole list
and save it to the clipboard.

4. Now carry out steps 2 to 4 in Figure 4-34. Step 2 will take you to a Web page, which
contains a form similar to this:
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This generator can be used for expanding the available bands of an QDU to additional bands supported by the QDU
hardware. Different products have different expansion bands available, please consult the Release Notes document or
our Professional Services for more information. Note: The regulatory rulings of certain regions prohibit adding certain
bands. Where this is applicable, the License Generator will prevent adding these prohibited bands.

Fill out the form below to generate your License Key. After submitting the form you will receive an email with the new License Key.
License Key generation is per serial number, you may enfter several serial numbers. Required fields are marked with *. The
Reference field is for your own records. The License Key is supported from releases 2.4.50 and 1.9.12

To use it you should login as Installer.

FPersonal details

End-User Full Mame:* Company™
Address:® Phone:*

End-User Email Address:™ Confirm Email:®
Reference: Enter Code (91593)*
Link details

Required Band:” 2.3 GHz Universa v Serial Numbers:*
Installation Coumtry:* Pleaze Select... v

5. Fill out the requested details. Remember to terminate the dialog by clicking the Get
Key button.

6. The results of your request will be displayed with further instructions.
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Mo. Serial Status

1 PETS40E000AD0000 Serial Faund
2 PIN5801500A00005 Serial Found
3 PIN5801500A00004 Serial Found
4 PIN5801500A00003 Serial Found

You will receive an automated email during the next few minutes. Ifit does not arrive, please check that it was not caught by your
junkispam filter.

A few minutes later, you should receive an email, containing in its body, a list of
license keys.

supported or Serial not found. Supported bands typically reflect your
local regulations. Check missing serial numbers with RADWIN Customer
Service.

} You may see error messages in the Status Column such as Band not

7. Copy and Paste the license keys into a plain text file and save it to a safe known
place.

8. Open the Configure | Operations tab (Figure 4-26). Check the License File button
and navigate to the file you saved in the last step.

9. Click Activate. The next time you enter the Change Bands tab, the new bands will
be available.

4.10 Configuring AES 256 Encryption Support

AES 256 support is per HSU but enabled from a passive antenna HBS.

E? The JET HBS and the SU PRO/AIR EMB or SU PRO/AIR INT subscriber units do not

oo support AES 256.

To enable AES 256 Encryption support for a sector:

1. Ensure that the HBS is hardware ready for AES 256: From the HBS Configuration
button, open the Inventory page and check that the hardware version is 9 or higher.
Open a text file and copy/paste the serial number of the HBS to it.
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2. Determine which HSUs require AES 256 support. From the Inventory page for each
HSU, check that the hardware version is 9 or higher. Copy/paste the serial number
of the HSU to the text list, one serial number per line. Alternatively, use the capture
button in list mode at the HBS to copy paste a list of HSUs.

= L

CEEECEEERCEEE

Copy To Clipboard

Index Name IP Address State Location R5S HSU [dBm] Tput HBS-
1 Haydn@HFU.01..01 | 10.104.50.1 0 Active - Registered | HFU.01..01 |-68 -9 5.8
2 Handel@HFU.01.04 | 10.104.50.4 ) Active - Registered | HFU.01.04 |-65 67 7 I
l i Ackue . PBegiztere HEL . - .
Dy

Active - Registered | HFU.01.03 | -68 -68 54

4 Brahms@HFU.01.03 | 10.104.50.3

3. Save the text file and send it to your equipment supplier with your license purchase
order.

4. You will receive by return email a text attachment showing serial number and
license key. Save the file to a known safe location.

5. At the HBS, open the Configuration | Operations tab (Figure 4-26). Check the
License Activation page, then the License File button and navigate to the file you
saved in the last step.

6. Click Activate. Yo can confirm activation by opening the Security tab. The AES 265
check box is available (Figure 4-8). Check it to commence AES 256 Encryption.

You can confirm AES 256 support per ODU by looking at the Encryption icon at the bottom
right hand corner of the main window as shown in the following tables:

Table 4-2: AES Indicators for an HBS

AES Level
Supported

128 ﬁ En::ﬁetic:-n AES 128 I
256 o Encryption AES 128 8 256 |

Table 4-3: AES Indicators for an HSU

HBS Encryption Icon

AES Level
Supported

128 N/A ﬁ Encryption AES 128 |
No ﬁ Encryption AES 128 |
Yes v Encryption AES 256 |

Licensed for AES 256 HSU Encryption Icon

256
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In addition, the Security tab on any HSU Configuration widow (from the HBS or direct logon)
will indicate when appropriate, that AES 256 is enabled:

i ATgurataon anaelimnryu. 01 .04 .2_

e o o e

SNMP Communities/Passwords: E

Encryption AES 256

% AES 256 support for licensed HSUs is immediate and global - either all
licensed HSUs are AES 256 enabled or none.

4.11 Configuration with Telnet

A Telnet terminal can be used to configure and monitor the RADWIN 5000.

E? Telnet cannot be used for SU PRO/AIR EMB, SU PRO/AIR INT, or RADWIN JET DUO

e radios.

To start a Telnet session on the ODU, use telnet <ODU_IP>.

For example:

telnet 10.104.50.200
You will be asked for a user name and password.
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The Telnet log on user name is the password that you used to enter the RADWIN Manager
(for example, the default: admin). The Telnet password is the corresponding Community
string (default: netman).

-

g Telnet 1010450200

login: admin
Pazssword:
Hello admin. welcome to ODU Management CLIt

admin@16.1684.58.280-> _

L]
| |
| |
||
| |
| |
| |
L]

e m—

Figure 4-35: Telnet session: Logging on

A Read-Only Community string allows you to use display commands only whereas a Read-
Write Community string allows you to use display commands and execute set commands.

Supported Telnet commands are shown in Table 4-4 to Table 4-6.

Table 4-4: Telnet - Display Commands

Command Explanation

display inventory Displays ODU product name, Name, Location, hardware
and software revisions, uptime, MAC address.

display management Displays IP, subnet, Gateway, Traps table
display link Displays all static details about the HSU
display ethernet Displays Port table (State, Status and action)
display ethernet_errors Displays Cable statistics

display ntp Displays Time, Server and Offset

display PM <interface:AIR,LAN1> | shows the performance monitor tables for each interface
<interval:current,day,month> . . N
according to user defined monitoring intervals

display bands Displays available bands
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Table 4-5: Telnet - Set Immediate Commands

Command

Explanation

set ip <ipaddr> <subnetMask>
<gateway>

Set the ODU IP address, subnet mask and gateway. The
user must reset the ODU after the command completion

set trap <index:1-10> <ipaddr>
<port:0-65535>

Set a specific trap from the traps table (e.g. set trap 3
192.168..101 162)

set readpw <oldpasswd> <passwd>

Set the read access password (Read Community)

set writepw <oldpasswd> <passwd>

Set the read-write access password (Read-Write
Community)

set trappw <oldpasswd> <passwd>

Set the trap Community string

set tpc<power:Value between
minimal Tx power, and maximal Tx
power>

Set the ODU Tx Power. If a wrong value is entered, both
min and max values shall be displayed in the error reply

set name <new name>

Set the name of the link

set location <new location>

Set the name of the location

set contact <new contact>

Set the name of the site manager

set ethernet <port:LAN1>
<mode:AUTO, 10H, 10F,100H,100F,DISA
BLE>

Set the mode and speed of the Ethernet port

reboot Resets the ODU. The user is warned that the command
will reset the ODU. A new Telnet session to the ODU may
be opened after the reset is complete.

help Displays the available commands

set buzzer

<mode :0=0FF,1=AUTO, 2=0ON>

HSU only: Set the buzzer mode

Table 4-6: Telnet - Set Commands requiring Reset

Command

Explanation

set secld <SectorlID>

Set new sector ID - Reset required.
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Chapter 6: Direct HSU
Configuration with the
RADWIN Manager

6.1 Scope of this Chapter

This chapter describes how to configure an HSU unit.

6.2 Overview

e Direct management of an HSU may be carried out by a LAN connection to a managing
computer (on-site) or over-the-air (from the HBS site).

e When using the RADWIN Manager, there are several differences for a directly managed
HSU compared to the method of Chapter 4, Managing the Sector with the RADWIN
Manager depending on whether the HSU is registered to a HBS, unregistered or not a
member of any sector.

Log on to the HSU either directly or over-the-air as shown in Chapter 2, RADWIN Manager
Overview. For a registered HSU, you will see a display like this:

RADWIN 5000 Configuration Guide Release 4.9.75 6-1



Overview Direct HSU Configuration with the RADWIN Manager

rmd e el e el

B 1224 sbarstory

5.750 [GHz]

5.730-5.845 GHz FCO/IC
HsU
10.104.60.1 10.104.60.200

Lab Local
255255.00

ey i
L i

T —

B5Mbps (2x64-QAM 5/6) 10MHz B5Mbps (2x64-QAM 5/6) 10MHz

1] (1]
0 (1]

| Message | Trap Source  IPv4 | Al
| | |

0DDDo1 1 5/1/2016 2:40:42 PM | Connected to Bach. | Internal Internal
| | 1 |

Connection State: Available | Connection Mode: Qver the air | IP Address: 10.104.60.1 | FEDWIP=E00 b Encryption AES 128
Figure 6-1: Direct or over the air connection to a registered HSU

If you enabled RSS Extended View (see Enable RSS Extended View), the center part of the
display looks like this:

o
Haydn@HFU.01.01
HSU HBS
IP Address: 10.104.30.1 10.104.50.200
Location: HFU.01.01 HBES.01
Subnet Mask: 255.255.0.0 235.255.0.0
B 1
ANT1 O < G
RS [dBm] ANT2 - K
Throughput oz EF S EE N L R
Rx Rate [Mbps] i} 0.1
| TxRste Mbps] 0 )

Figure 6-2: Registered HSU - extended view

For an unregistered HSU, the throughput (T-put) fields and the Sector ID field will be empty.
If the HBS is deactivated, or the HSU is stand-alone you will see a display like this:
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5.720 [GHz]
5.725.5.850 GHz FCOIC
20 [MHz]

Mot Synchronized
10.0.0.120
Location
255.0.0.0

Events Log

Number Date & Time  Message Trap Source | IP

ooooo1 | 3/28/2013 3:15:05 PM | Connected to Name. | Intemnal Intemnal

Connection State: Available | Connection Mode: Local | IP Address: 255.255.255.255

Figure 6-3: Direct connection to a stand-alone HSU out of the box

In what follows, we configure a registered HSU unless specifically specified otherwise.

6.2.1 Configuration Menu Buttons

L

The Backup and Restore buttons do the same as they do for the HBS. They provide for backup
and restore of the HSU software.

. A backup (full or configuration) may be restored to another HSU provided
that the product IDs, revision levels and capacity of the source and target
Note HSUs are identical. They are shown in the HSU Inventory window.

The Buzzer button may set or mute the buzzer?.

1. There is no buzzer on the SU PRO/AIR EMB or SU PRO/AIR INT
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@) Buzzer Off ~

@) o
[ ) On

i Auto

Wi Advanced Auto

Recall that the buzzer tone is primarily used for HSU antenna alignment.

The Refresh button restores the current window to its previous state abandoning any changes
you made, provided that you did not click Apply or OK.

The configuration tabs here are the same as those of the HSU configuration tabs when
accessed from the HBS, but with only the differences mentioned below.

6.2.2 Air Interface

You can see here that the Channel Bandwidth shows Auto(20/40). That indicates that
Dynamic Bandwidth selection is activated.

For a registered HSU this window is for information only.

L il Ry i

g

| Sector ID |EBGX20560334

Air Interface Channel Bandwidth [MHz] | Auto(20/40) |~]

Figure 6-4: HSU Config. - Air Interface for Registered fixed HSU
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For an unregistered or unsynchronized fixed HSU, the Sector ID field will be blank or the last
Sector ID used and editable and the Channel Bandwidth field will be set to default and active:

i onnmguraton Ay adnia J.01.0 -2_

g b s

Sector ID: [
Channel Bandwidth [MHz] | 0

Air Interface

Figure 6-5: HSU Config. - Air Interface for stand-alone fixed HSU

Configure here the Network ID for HSUs in a sector with Secured Network ID (see page 4-8)

For a nomadic HSU the Air Interface display shows only the Network ID:

Mol O AUrantc == NS ML) LU

i 63

= e
e O e

Network ID

i A Bterface Channel Bandwidth [MHz] |20 [+]

Figure 6-6: HSU Config. - Air Interface, registered nomadic HSU

For an unregistered or unsynchronized nomadic HSU, you may edit both of these fields:

Network ID

" ATparEe Channel Bandwidth [MHz] [ 20 |~]

Figure 6-7: HSU Config. - Air Interface, stand-alone nomadic HSU or HMU

Use this feature to switch a nomadic HSU to a different network.
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Where has my HSU gone?

Suppose that you installed two collocated HBSs with contiguous sectors. It is possible that an
HSU located close to the common sector boundary may “discover” the wrong HBS. To remedy
this, and force the HSU to register with the correct HBS, do the following:

1. Make sure the HSU is unregistered.

2. Login directly to the HSU, and navigate to its Air Interface window:

$3

Sector ID: |

. Channel Bandwidth [MHz] |20 -
Air Interface | [~]

Tx & Antenna
Figure 6-8: HSU Config. - Air Interface Unregistered HSU

3. Enter the Sector ID of the required HBS and click OK. The HSU should then
“discover” the required HBS.

An additional way to prevent HSUs from discovering the wrong HBS is to configure the HBS
using the Secured Sync Type option (See page 4-8 for instructions on how to do this).

This option requires all HSUs in the sector to have the same Network ID as the HBS. The
Network ID is the first 4 digits of the Sector ID (see page 6-4).

If the Secured Sync Type is Secured Network ID, and the wrong Network ID was
entered in the HSU, the unit will be locked out of the sector for 10 minutes.
Correct the Network ID, and at the end of this 10 minute period, the HSU will
synchronize with the HBS.

Working in the UNI environment and with 3.xGHz
If you are working in the UNI regulatory environment, you have a few more options:

For 5.x GHz and 3.x GHz units: When a nomadic unit is searching for a base station, you can
select a threshold for scanning. Every 1MHz is checked. This threshold value is
used as a jumping off point for a nomadic unit to scan for a base station. When
the HSU detects a base station with a higher RSS value than the threshold, it
locks on to it. Base stations with values lower than this are placed in a list, and
the best one is chosen. Select this from Air Interface.
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g-'

&/

T

==

For 3.x GHz units only: Since every 250kHz is checked, the scan for the best unit can take
quite some time. To reduce this time, you can choose a channel from which to
start the scan. Select the channel from Air Interface. This is called “3.x High
Resolution”.

S 3310 ' '|E
W= B —
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6.2.3 Security

01.0 €9

SHMMP Communities: E

Link Password:

You may only change the SNMP community strings over a direct or over-the-air connection.
You can change the Link Password for an un-synchronized HSU. Otherwise the functionality is
the same as in page 4-69.
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Chapter 7: Monitoring and
Diagnostics

7.1 Scope of This Chapter

This chapter describes how to work with the various monitoring and diagnostics tools
available in the RADWIN Manager, including events, performance monitoring, traps and
alarms.

7.2 Retrieving Link Information (Get
Diagnostics)

The Get Diagnostics feature collects and writes link and Manager information from selected
sites into a text file. The file information can be used for diagnostics and should be sent to
RADWIN Customer Service to expedite assistance.

% A supplementary diagnostics retrieval feature is available for the SU PRO/
AIR EMB and SU PRO/AIR INT. See Diagnostics on page 13-24.

The following table lists link and system information that can be monitored.

Table 7-1: Get Diagnostics Data and Description

Data Description

System Data General information about the system

e List of system events including those from other sites if this site is
Events Log defined as the trap destination
e last 256 events from all sites

Sector Information Information about the HBS and HSU settings
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Table 7-1: Get Diagnostics Data and Description (Continued)

Data Description
Site Configuration Data about the site parameters
Monitor Detailed event data record

HSU Connection

This is the Connection Table from Figure 4-27
Table

Active Alarms Active Alarms are raised for any event affecting availability or quality of

service
Performance Network performance data over defined time periods - - every 15 minutes
Monitor for 30 days
Spectrum Analysis For HBS, selected HSUs and general interference statistics for the sector

Service Categories A list of service categories configured in the sector (available for HBS only).

> To get diagnostics:
1. Click Get Diagnostics from the RADWIN Manager main window:

rmd Ee ey e SN

One of the two following dialog boxes will appear, depending if you are accessing an
HBS or HSU:

e

Diagnostic tems Hu  (CSheskAn) (ncheckAi)

System Data D Bach
Events Log

Sector Information
Site Configuration
Monitor

HSU Connection Table
Active Alarms
Performance Monitor

Spectrum Analysis

SR R B BB N B B

Service Categories

Output path: |C:\Users‘xshmuel_g‘\Dwnloads\Diagnostjcs Information.bxt | —

Figure 7-1: Get Diagnostics Dialog Box - HBS
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e e

, System Data
Events Log
Link Informaticn
Site Configuration
Monitor
Active Alarms
Performance Monitor
| Spectrurn Analysis
Cutput path: |D:"-.dowr1lcuad"-.Diag nostics Information. bt | w

Figure 7-2: Get Diagnostics Dialog Box - HSU

2. Select or deselect the data options. If the file is to be sent to RADWIN Customer
Service leave all options checked.

3. HBS only: Choose HSUs to be included.

4. Click the file browser button next to the Output Path field to specify the file name
and folder in which you want to save the file and then click Run to save the
information.

E? If you chose an HBS, you will get diagnostics for the whole sector. If you chose an

e 15U, you will only get diagnostics for that HSU.

On completion, the status of the checked items is confirmed:
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;
i

:
:

System Data

Events Log

Sector Information
Site Configuration
Monitor

HSU Connection Table
Active Alarms
Performance Monitor

Spectrumn Analysis

A s sl

Service Categories

oK Bach

0K
0K
QK
0K
0K
0K
QK
0K

0K

Qutput path: |C:‘-.Users\shmuel_g\Dmunloads\Diag nostics Information.td

&=

The content of the Diagnostics report is an aggregate of all the more specific reports
discussed below. It is primarily intended for use by RADWIN Customer Service.

Note

The Spectrum Analysis output is available directly from the Spectrum
View utility as a CSV file (see Chapter 12). The format in the Diagnostics
report is intended for use by RADWIN Customer Service.

The Spectrum Analysis section of the Diagnostics report is based on the
last available spectrum analysis (if any). If you are submitting a support
request involving interference issues, or if you are specifically asked by
Customer Service to submit a Diagnostics report containing a recent
spectrum analysis, you should carry out the analysis in accordance with
the instructions in Chapter 12 prior to using the Get Diagnostics facility.

7.3 Link Compatibility

Compatibility between the HBS and an HSU is primarily determined by the software level of
each element. Advisory messages are typically displayed as follows:
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912005 3:10:12 AM

Software versions mismatch - full link funclionality for HSU Mame "1.12"

Figure 7-3: Typical incompatibly messages for HSUs on HBS display

— INELL
— NP I
Sl AT TR = LT AN DR C AL
MName 1P Address State Location RS55 HBS [dBm] R55 HSU [dBm] Tput HBS [Mbp!
1.4 10.50.1.14 ) Active - Registered (HSU SW Upgrade available) | Location -36 =57 129
)
112 10.50.1.12 ) Active - Registered (HEU SW Upgrade available) | Location -55 -57 B.5
Device Date & Time Description Interface
l 9M1/2005 2:33:21 AM Software versions migmatch - restricted link functionality for HSU Serial VERIFSKLABJ16012 | Radio Interface
Radio Interface

On the HBS window, these messages can only be seen in HSU list mode, and in the HBS Active

Alarms log.
Secorid  Encamserza SWU required
Frequency 5.280 [GHz] 0
Band 5.205-5.245 GHz FCGIC .
H55-4.4 "r:}i
Channel BW 20 [MHz)
Status Active SW Upgrade Reguired Y gEsS
L ¥ | Ip Address 10.108.4.4 10.108.4.2
Location Location HSE-Jig
Subnet Mask 256.2656.0.0 205.255.0.0
RSS 53 52 |
— —
T-put |
T — e —
Fx Rate 0 [Mbps] 0 [Mbps]
Tx Rate 0 [Mbps] 0 [Mbps]
l Status HSU SW Upgrade required Momal J

Figure 7-4: This HSU requires a software upgrade

On the HSU window, these messages appear as shown in Figure 7-4.

The messages are as follows:

7.3.1 Software Upgrade available

This is an advisory message. If the upgrade is not carried out, then corrections in the upgrade
will not be available. This message may appear for an active HBS or any HSU in the sector,

registered or not.

RADWIN 5000 Configuration Guide

Release 4.9.75

7-5



Software Upgrade recommended Monitoring and Diagnostics

7.3.2 Software Upgrade recommended

This is also an advisory message. It typically occurs with a new HBS or new HSUs added to a
sector.

If the upgrade is not carried out, then the HBS or HSU (s) will ope rate with limited or
degraded functionality. This message may appear for an active HBS or any HSU in the sector,
registered or not.

7.3.3 Software Upgrade required

This message will be displayed if a product band ID mismatch is detected.

Thus for a HBS, it cannot occur unless one or more HSUs are registered. Affected HSUs will
always show it as depicted above in Figure 7-4 above.

For such HSUs, traffic is disabled and the only services available are Change Band and
Software Upgrade.

7.4 Throughput Checking

In this mode, RADWIN 5000 estimates Ethernet throughput per link.

> Touse Throughput Checking:

1. Right-click on the HSU for which you want to check throughput and choose Esti-
mate Throughput:

T

g Rt iralatinile

IP: 10.104.60.1 st
Loc: LabLocal ¥y Configure..
Eﬂl Recent Events..
@ Performance Monitor
..Il Active Alarms...
Thr X  Ectimate Throughput.

i -“'i Update Service...
Up .

HES
63

RxMby [~} Authorize Now..
1]

@ Locate On Map...

(:, Reset...

E Deregister...

2. The throughput dial window appears. When you are ready to commence the
throughput check, click Start.
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Downlink Tput Uplink Tput

| .
The throughput dials show the changing throughput. The throughput is continually
tested so long as the throughput dial window is kept open:

Downlink Tput Uplink Tput

24.9 [Mbps]

A ' 4
In addition, the Ethernet Services area of HSU card changes appearance and the esti-
mated throughput is displayed:

- X
Bach CIR [
IP:  10.104.50.1
Loc: Laboratory
RSS [u5m] A
HBS HSU

AN g < ot
ANTZ i T2 0

) —
Rx [Mbps] Tx [Mbps]
[u] o]

To stop the throughput test, click Cancel in the throughput dial window. The display
returns to normal.
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7.5 Recent Events

The Recent Events log records system failures, loss of synchronization, loss of signal,
compatibility problems and other fault conditions and events.

The foregoing event types include events from all links for which this
=3 managing computer has been defined as the traps address. Only events
Note from RADWIN equipment will be shown.

Alarms (traps) are displayed in the Events Log in the lower panel of the main window. The
Events Log may be saved as a text file.

The Events Log includes the following fields:

» Sequential number (ID)
» Date and time stamp

» Message

» Trap source
» |P address of the ODU that initiated alarm.

Events Log
Number Date & Time Message Trap Source 1P| &) -
ooooo1 1/8:2013 1:09:29 PM | Connected to Bach@HES.01. | Internal Internal

You may filter the events shown by choosing All or Internal.

r
S

IP

Trap Source

Internal Inte

eset. | Internal Inte

A full report may be seem by clicking Recent Events:
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Register...
ﬂg. Configure...
ESI Recent Events...
@ Performance Meonitoring...
- I
.@. Active Alarms... o fig
= . - AonRgure -
%= Estimate Throughput... ]
Update Service... &
Ht 5% Recent Events
SUSPENG.. | [ performance Monitor
1= - : Replace.. ! ﬁ_, Active Alarms
E Locate On Map... | il Spectrum View
i
VEUOBEG | o . D sofare Ut
Deregister... | Reset
Recent Events EI g 0
Figure 7-5: Recent Events: Left to right: HBS, HSU from HBS, HSU direct
In each case the report has the same format:
(]
=)
Number Device Date & Time Description Interface
1 01/09/2005 00:00:00 port sta hanged to di Management Port on Odu
2 01/08/2005 00:00:00 | The time was set to' THU SEP 01 00:00:00 2005
& 01/09/2005 00:00:00 HBS ready
4 01/08/2005 00:00:00 HBS Name inactive Radio Interface
5 01/39/2005 D0:00:00 HSS opersting state was changed to: Independent Unit
[} 01/08/2005 00:00:00 HSS multiple sync pulse sources were detected
T 01/09/2005 D0-00:00 HSS additional sync pulse was detected
Here is a more readable enlargement of the table area:
Number Device Date & Time Deszcription Interface
1 D1/08/2005 00-:00:00 Management port =tatus changed to disconnected Management Port on Odu
2 01/0%/2005 00:00:00 The time was set to: THU SEP 01 00:00:00 2005
3 01/08/2005 00:00:00 HBS ready
4 01/0%/2005 00:00:00 HBS Mame inactive Radio Interface
5 D1/08/2005 00-:00:00 HS5 operating state was changed to: Independent Unit
] 01/0%/2005 00:00:00 HSS multiple sync pulse sources were detected
7 D1/08/2005 00:00:00 HS55 additional sync pulze was detected
8 01/0%/2005 00:00:00 HSS client status - Mot Synchronized. The reason is: Pulse not detected

The left button may be used to save the report to a file.

7.6 Performance Monitoring

RADWIN 5000 Performance Monitoring constantly monitors traffic over the radio link and
collects statistics data for the air interface and Ethernet ports. It does so continuously, even
when the RADWIN Manager is not connected.
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Register...

*ﬁ- Configure...
ES)' Recent Events...
]
a

Performance Menitoring...

Active Alarms...
=T Estimate Throughput...
l I' Update Service...

. onﬁgure 1

L 5% Recent Events
A  Suspend. (28] Pperformance Monitor
HE HE " ++ Replace.. g Active Alarms
ﬁ @ ﬁ ﬁ ‘ E Locate Cn Map... Lol Spactrum View
- — (:l Reset.., @ Software Upgrade
(F‘erformanr:f I‘-.-1c:|r1itor] E Deregister... O Reset

Figure 7-6: Performance Monitoring: L. to R. - HBS, HSU from HBS, HSU

The on-screen and generated reports have the same general formats, but there are
differences in what is reported.

7.6.1 HBS

The HBS Performance Monitoring window offers the following button menu:

(») GetData [ (© 15 Minutes » W' Thresholds w

Integrity Date & Time UAS ES SES BBE Rx MBytes Tx MBytes Above Traffic T

Choose the data period required with the 15 Minutes button.

(») GetData @ () 15Minutes ~

@ Current

(&) 15 Minutes
() Daily (24 hours)

e Current gives you the latest entry.
e 15 Minutes provides data in a scroll down list in 15 minute intervals
e Daily (24 hours) shows results for the last 30 days at midnight.

The Threshold button enables you to set the upper traffic threshold for reporting. Traffic
conditions above the threshold indicate congestion and probably lost frames.
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[_I]

Thresholds Configuration

Traffic

(100.0 =

e S N
- |

[Mbps]

| o) G G

Figure 7-7: Setting the upper traffic threshold

Monitoring and Diagnostics

To get data for display, click Get Data. The process may take a few seconds.

Here is an extract Performance Monitoring report based on 15 minutes recording:

integrity | Date & Time UAS ES | SES BBE  RxMBytes  TxMBytes  Above Traffic Thresh (100.0 Mbps) | Active Seconds

< 5/15/2012 10:30:00 AM | D 0 0 0 0 1 0 900
o 5/15/2012 10:15:00 AM | 0 0 0 0 0 1 o 900
< 5/15(2012 10:00:00 AM | 0 0 0 0 0 1 o 900
¥ 5/15/2012 9:45:00 AM | D 0 0 0 0 1 o 900
o 5/15/2012 9:30:00 AM | 0 0 0 0 0 1 o 900
< 5/15(2012 9:15:00 AM | 0 0 0 0 0 0 0 900
< 5/15/2012 9:00:00 AM | © 0 0 0 0 0 o 900
< 5/15/2012 8:45:00 AM | 0 0 0 0 0 0 o 900

Fa CHACN4T 030NN ALY n n n n n n . n ann

Figure 7-8: HBS - Performance Monitoring report - Valid data

The meaning of the column headings is shown in the following table:

Table 7-2: HBS Performance Monitoring Fields

Column Heading Abbreylatlon Description
Meaning
Green tick for current and valid; Red cross for invalidated
data (See example below). Note that the Performance
Integrity Valid data flag Monitoring data is not valid if not all the values were stored
(e.g., due to clock changes within the interval or power up
reset)
Date & Time Time stamp Data a.re recorded'eve.ry 15 minutes; 'the Ias_t 39 days of
recordings are maintained. Roll-over is at midnight.
Unavailable . . . .
UAS Seconds in which the interface was out of service.
Seconds
The number of seconds in which there was at least one
ES Errored seconds
error block.
SES Severe Errored The number of seconds in which the service quality was
Seconds low as determined by the BBER threshold.

RADWIN 5000 Configuration Guide
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Table 7-2: HBS Performance Monitoring Fields (Continued)

Column Heading Abbre.\natlon Description
Meaning
BBE Erarcokrground Block The number of errored blocks in an interval.
Rx MBytes Received Mbytes The pumbey of Megabytes received at the specified port
within the interval
Tx MBvtes Transmitted The number of Megabytes transmitted at the specified port
y Mbytes within the interval.
Above Traffic Threshold setin Seconds count when actual traffic exceeded the threshold
Thresh Figure 7-7
. The number of seconds that the configured Ethernet
Active Seconds - .
service is active

Data becomes invalidated following a reset. In the example below, the HBS was reset shortly
after 11:00. All data prior to that time becomes invalidated. The only valid item is the first
recording after re-sync.

‘Integrity  Date & Time UAS ES SES BBE RxMBytes TxMBytes Above Traffic Thresh (100.0 Mbps)  Active Seconds

v 511412012 6:00:00 PM | 0 o |0 0 2 3 0 300

v 51412012 54500 PM 0 o |0 0 1 3 0 300

¥ 51142012 53000 PM 0 o o 0 0 2 0 500

& 511412012 51500 PM | 0 o |o 0 1 1 0 300

v 511412012 50000 PM 6 0o |0 0 0 2 0 894

x S/14/2012 44500 PM 0 o o 0 0 0 0 0

x 51142012 43000 PM 0 o |o 0 0 0 0 0

5 |

5M14/2012 4:15:00 PM | D 0 0 0 0 1] 1] 0

¥
3

Figure 7-9: HBS - Performance Monitoring report - Showing invalid data

Use the Save button to store the current data to file and the Clear button to delete currently
stored performance data.

7.6.2 HSU

The Performance Monitoring window for the HSU is slightly different depending on whether
you access it from the HBS or directly:

From the HBS
& Up Link
i\r Down Link
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You may chose between an uplink or downlink report. The remaining buttons have the same
functionality as they do for the HBS. (There is no significance in monitoring period button
label, Daily. The options are as for the HBS.)

Direct or Over the Air

e R

as they do for the HBS.

Here, only a downlink report is available. Otherwise the buttons have the same functionality

Here is an extract from a 15 minute report. We have broken it into three pieces so that it is

legible:
Date & Time UAS ES SES  BBE  MinRSL(dBm)  Max RSL(dBm)  RSLThresh1({-88dBm) RSLTh
20006/2011 13:15:00 | O 0 0 0 55 57 0 D
20/06/2011 13-00:00 | O i D 0 55 58 0 D
20/06/2011 12:45:00 O i 0 D 55 58 0 i
20/06/2011 12:30:00 | O i} D 0 58 58 0 D
20/06/2011 12:15:00 | O 0 D 0 55 58 0 D
20/06/2011 12:00:00 | O 0 D 0 58 58 0 D
20/06/2011 11:45:00 | O 0 0 0 58 58 0 0
20/06/2011 11:30:00 | 0 0 i 0 58 58 o i
20/06/2011 11:15:00 | 6 i o 0 58 -54 1 1
20006/2011 11:00:00 | O 0 D 0 i i 0 D
20/06/2011 10:45:00 O i 0 i i 0 D
Figure 7-10: HSU - Performance Monitoring - Valid and invalid data (1 of 3)
| RSLThresh 2 (-85dBm)  Min TSL (dBm)  Max TSL (dBm)  TSL Thresh (25 dBm)  BBER Thre
D 3 5 0 D
D 3 5 0 D
D 5 5 0 D
D 5 5 0 D
i 5 5 0 i)
i) 5 5 0 i)
D 3 3 0 D
i) 3 3 0 D
D 3 5 0 D

Figure 7-11: HSU - Performance Monitoring - Valid and invalid data (2 of 3)
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(25 dBm)
0

0

i

BBER Thresh (1.0 %)

RxMBytes  Tx MBytes
0 0

0 0

0 0

Below Capacity Thresh (0.0 Mbps)

Above Traffic Thresh {100.0 Mbps)
0

0

0

Figure 7-12: HSU - Performance Monitoring - Valid and invalid data (3 of 3)

The HSU report contains many more fields than the HBS. Here is their meaning::

Table 7-3: HSU Performance Monitoring Fields

Column Heading

Abbreviation
Meaning

Description

Green tick for current and valid; Red cross for invalidated
data (See example below). Note that the Performance

Integrity Valid data flag Monitoring data is not valid if not all the values were stored
(e.g., due to clock changes within the interval or power up
reset)

Date & Time Time stamp Data an:e recorded'eve‘ry 15 minutes; 'the Ias't 39 days of
recordings are maintained. Roll-over is at midnight

Unavailable . . . .
UAS Seconds in which the interface was out of service
Seconds
The number of seconds in which there was at least one

ES Errored seconds
error block.

SES Severe Errored The number of seconds in which the service quality was low

Seconds as determined by the BBER threshold
BBE Background The number of errored blocks in an interval
Block Error

Min RSL (dBm)

The minimum of the receive signal level (measured in dBm)

Max RSL (dBm)

The maximum of the receive signal level (measured in dBm)

RSL Thresh 1 (-
88dBm)

The number of seconds in which the Receive Signal Level
(RSL) was below the specified threshold.

RSL Thresh 2 (-
88dBm)

The number of seconds in which the RSL was below the
specified threshold.

Min TSL (dBm)

The minimum of the transmit signal level (measured in
dBm)

RADWIN 5000 Configuration Guide
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Table 7-3: HSU Performance Monitoring Fields (Continued)

Column Heading

Abbreviation

Description

Meaning
Max TSL (dBm) The maximum of the transmit signal level (measured in
dBm)
TSL Thresh (25 The number of seconds in which the Transmit Signal Level
dBm) (TSL) was above the specified threshold
BBER Thresh The number of seconds in which the Background Block
(1.0%) Error Ratio (BBER) exceeded the specified threshold
Received The number of Megabytes received at the specified port
Rx MBytes Mbytes within the interval
Tx MBvtes Transmitted The number of Megabytes transmitted at the specified port
y Mbytes within the interval.
Below Capacity (0.0 Mbps) Seconds count when throughput fell below the threshold

Thresh

set in Figure 7-7

Above Traffic
Thresh

Threshold set in
Figure 7-7

Seconds count when actual traffic exceeded the threshold

As for the HBS, use the Save button to store the current data to file and the Clear button to
delete currently stored performance data.

7.6.3 More on the Thresholds

RSL Thresholds

Two RSL Thresholds can be defined. They are used as an indicator of problems in the radio
channel. You can check the RSS from the Link Budget Calculator results during installation.
Values of -5dB and -8dB from the current RSS are typical.

TSL Threshold

A counter is maintained, of the number of second intervals during which Tx power exceeds

this threshold.
BBER Threshold

The Background Block Error Ratio is measured as a percentage. The threshold can be set from

0.1% up to 50%.

An 8% threshold is recommended. If there are no problems during the interval, then for that
threshold, the recommended BBER value should be 0. Since the system provides a lossless

Ethernet service, there is throughput degradation in case of interference. The degradation is
proportional to the BBER.

Ethernet Thresholds - Capacity

This is used as a basis for checking adherence to a Service Level Agreement. It is the number
of seconds count that the link capacity falls bellow the threshold.
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The number of seconds count that received traffic exceeded this threshold. It can be used to

measure traffic peaks.

/7.7 RADWIN Manager Traps

The RADWIN Manager application issues traps to indicate various events, displayed in the

Events Log.

Table 7-4: RADWIN Manager Trap Messages

Trap Message Severity Remarks
Cannot bind to trap service port. Port RADWIN Manager will not catch any
162 already in use by ProcessName (pid: | Warning traps from the ODU, some other
Processld) application has grabbed this port.
Device unreachable! Error Check connectivity to ODU
Connected to <site_name> Information
<site_name> Site will be reset. Information
Restore Factory Default Settings in .
. . Information
process on Site <site_name>
Factory Settings: The process was not . Factory setting failed due to connectivity
. L Warning
finished due to connection issues. problem to ODU
- Factory setting failed due to connectivit
Reset: The process was not finished due . 4 8 . y
N Warning problem to target - ODU will not be
to connection issues.
reset
Cannot Write to Monitor file. There is Warnin Free some space on disk on the
not enough space on the disk. g managing computer and retry
Windows Error: <error_ID>. Cannot . Operating System error on the managing
. . LT Warning
Write to Monitor file. computer
Identical IP addresses at
<local_site_name> and Warning Set up a different IP to each site
<remote_site_name>
The Product is not identified at the . RADWIN Manager is incompatible with
. . Warning .
<local_site_name> site. the ODU software version
The Product is not identified at the .
. . Warning
<remote_site_name> site.
The Product is not identified at both .
. Warning
sites.
Product Not Identified! Warning
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Table 7-4: RADWIN Manager Trap Messages (Continued)

Trap Message Severity Remarks

ODU release is newer than RADWIN
Manager release.

Wizards are not available. RADWIN
Warning Manager will be used just for
monitoring. Upgrade the RADWIN
Manager. (You will get this message as a

pop up)

The Manager identified a newer ODU
release at the <remote_site_name> site.

The Manager identified a newer ODU

. . Warnin
release at the <local_site_name> site. &

ODU release is newer than RADWIN
Manager release.
Newer Version identified at the Wizards are not available. RADWIN

. . Warnin

<local_site_name> site. & Manager will be used just for
monitoring. Upgrade the RADWIN
Manager.

Newer Version identified at the .

. . Warning
<remote_site_name> site.
Newer Version Identified! Warning

7.8 Active Alarms

Active Alarms are raised for any event affecting availability or quality of service.

The Active Alarms button, ﬁ is available for the HBS and the HSUs.Here is an example:

Device Date & Time Description Interface
9/1/2005 12:00:00 AM Management port status changed fo disconnected Management Port on Odu

Here is the table part in more detail:

Device Date & Time De=scription Interface
9172005 12:00:00 AM Management port status changed to disconnected Management Port on Odu

Current Active Alarms may be saved to a file. The list displayed will not be updated unless you
click Refresh.
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7.8.1 Customer Service

Customer support for this product can be obtained from the local VAR, Integrator or
distributor from whom it was purchased.
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Chapter 8: Backup, Restore,
and Upgrade

8.1 Scope of This Chapter

This chapter shows you how to back up and restore the software as well as the sector
configuration as defined in the HBS in addition to upgrading the software.

The default file transfer protocol for backups, restore and upgrades is FTP.
However, if your system has extensive FTP firewalls or FTP blocks, and you are
working with SU PRO/AIR EMB and/or SU PRO/AIR INT with an HBS JET unit, you
can use HTTP to transfer the files needed. See see File Transferring on page 2-35
for more details.
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8.2 System Backup

1. In the RADWIN Manager, from the HBS, open the Configuration window, then click the
Backup button:

2. A Windows dialog will open prompting you to save the backup file. Save the
backup file in a convenient location.

e This backup file has a name constructed from the IP address of the HBS and the
present date.

e The file includes all system and software information, and is used to carry out both
a Configuration Restore, and a Full Restore.

8.3 Bulk Software Backup

You can back up the sector software (only) using the HBS main button menu.

The Bulk Backup tab opens the following window of the Software Upgrade Utility:
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Backup Folder: [RRUUTRE T s
SNMPVersion @ - @
|| Indirect Backup

Site name IP address Current release

Bach@HES.0.0.1 10.104.50.200 | 3.4.85_b3503_dJan 12 2014 |

Handel@HFU.01.04 10.104.50.4 3.4.85 03503 Jan 12 2014 |

Mozari@HFU.01.02 10.104.50.2 3.4.85_b3503_Jan 12 2014

| Haydn@HFU.01..01 10.104.50.1 3485 b3503_Jan 12 2014 |

Brahms@HFU 01,03 10.104.50.3 | 3.4.85_b3503_Jan 122014 |

Figure 8-1: Bulk Backup setup window

The method of selection, addition or removal of items follows the same pattern as in SWU
selection, Figure 8-2.

Indirect Backup - enables you to backup subscriber units without having to define their IP
addresses (available for the JET base station and SU PRO/AIR EMB and SU PRO/AIR INT
subscriber units only).

Save configuration produces a text file in the format for upgrading an installed sector, as in
the example on page 8-8.

8.4 Configuration Restore

A configuration restore includes only certain configuration parameters (as shown in Step 6.
below). It does not restore the system software.

e HBS: A configuration restore can be carried out on either the same HBS unit, or a differ-
ent HBS unit, even if the hardware version is different.

e HSU: A configuration restore can be carried out on either the same HSU unit, or a differ-
ent HSU unit, but the hardware version must be the same.

e HBS and HSU: If you change one unit for a different unit whose part number and hard-
ware version are the same, you can only do a Full Restore on the unit; you cannot do a
Configuration Restore only.

3. Make sure the HBS/HSU is deactivated before starting a Configuration Restore.
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4. Open the RADWIN Manager, and from the HBS/HSU, open the Configuration
window, then click the Restore button:

=2 Do NOT activate the unit at this point.
Note

5. From the two options that appear, click Configuration Restore:

HBS Configuration 10

[#@ Restore ~

Configuration Restare
Full Restore

6. Choose the file you saved in Step 1. of System Backup, and click Open. A warning
message might appear stating that the current configuration settings may be lost.
If this is acceptable, click Yes.

Categories restored are as follows:

System Configuration (see 4.2.2 System)

Trap Destination (see 4.2.6 Management) (for SNMPv1 only)

Protocol (see 4.2.6 Management)
Date & Time (see 4.2.9 Date & Time)
QoS Configuration (see 4.2.10 Ethernet)
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e HSU Connection Table (see 4.3 HSU Connection Table)
e HSU Registration (restores the list of HSUs, and registers them)
e Service Categories (see 4.2.13 RADIUS)

E? Categories not listed (such as VLAN definition, Hub Site Synchronization, Antenna

e configuration, etc.) must be re-configured manually.

7. Once the system configuration has been restored, a message will appear informing

you that the restoration was completed successfully, and that you must reset the
site.

8. Restore other configuration items that require manual restoration. .

If you mistakenly activated the HBS/HSU at Step 3, de-activate it by choosing
i Configuration -> Operations -> Restore Defaults, and continue with the rest of
the steps.

Note

Do not de-activate it by using the Deactivate option.

8.5 Full Restore

A Full Restore includes all configuration parameters (as shown in Step 6. above), in addition to
system software.

A Full Restore can be carried out on either the same HBS/HSU unit from which a backup was
carried out, or on a different HBS/HSU unit. If doing a Full Restore on a different HBS unit, the
hardware version must be the same as that of the backup HBS unit (to see the hardware
version, choose Configuration -> Inventory. For more details, see Inventory on page 4-30).

1. Make sure the HBS/HSU is deactivated before starting a Configuration Restore.
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2. Open the RADWIN Manager, and from the HBS/HSU, open the Configuration
window, then click the Restore button:

=2 Do NOT activate the unit at this point.
Note

3. From the two options that appear, click Full Restore:

HBS Configuration 10

[#@ Restore ~

Configuration Restare
Full Restore

[ TP

4. Choose the file you saved in Step 1. of System Backup, and click Open. A warning
screen will appear indicating for which version the system will perform the
restore. Click Yes to continue. The system will carry out a Full Restore.

In addition to the system software, a Full Restore includes all items listed in the Configura-
tion Restore (as shown in Step 6. of Configuration Restore, above), but like Configuration
Restore, does not include items not listed there.

5. Restore other configuration items that require manual restoration.
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To Upgrade from a non-JET based HBS to a JET based HBS Backup, Restore, and Upgrade

8.6 To Upgrade from a non-JET based HBS to a
JET based HBS

1. Carry out a System Backup as explained above (see System Backup on page 8-2)
2. Switch the hardware from the non-JET based HBS to a JET based HBS.
3. Install the relevant software on the JET based HBS.

4. Carry out a Configuration Restore on the JET based HBS as explained above (see
Configuration Restore on page 8-3).

8.7 Upgrading an Installed Sector

> To upgrade software for a link:

1. Inthe RADWIN Manager, click the Software Upgrade button. The Software Upgrade
Utility opens:

software upgrade properties

c= g (LT

Available release 4.9.75_b0030_Jul 23 2019

Description Release 4.9.75

D Backup device software |C:\Users\shmuel_g\Documents | -
| Delayed upgrade | [=]

D Indirect Software Upgrade
Do not reset devices after upgrade is completed \.i,)

SNMP Version ( JAuto (e)Vi ( JVv3

— —
r— Recovery X Xo )
Site name IP address Current release Pmyrea Status Details

uLc_2 10.104.50.200 4.975_b0030_Jul 23 2019

Figure 8-2: Software Upgrade Utility - Main window

The default sites shown in the Software Upgrade list panel belong to the currently
installed sector. The list may be empty if you are running the RADWIN Manager

“offline”.

2. To back up your existing system, check Backup device software check-box. Then

click the E button for a standard file dialog. The default location is the My
Documents directory on the managing computer or the last backup directory you

used.
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The backup here is the same as that on page 4-1, and serves the same
purpose. It provides a fallback if the upgrade proves problematic. Further
information about the backup utility is provided on page 8-2.

3. In addition to the previous step, you may opt to perform a delayed upgrade. Check
the Delayed Upgrade box, and enter the date and time for the delayed upgrade. A
Calendar dialog box opens:

. 2 —

Sun Mon Tue Wed Thu Fri Sat | 12.00 AM 100 AM  2:00 AM  3:00 AM
g 400 AM  S00AM 500 AM  7:00 AM
10

800 AM  900AM  10:00 AM 11:00 AM

11 12 13 14 15 16
|17 18 19 20 21 23 o3 | 1200PM LOOPM  200PM 300 PM
13| 21 5 400PM  S00PM  600PM  7:00 PM
14 S00PM  S00PM  10:00 PM  11:00 PM
Close

4. Indirect Software Upgrade - allows you to upgrade the subscriber units without
having to define their IP addresses. Note that this does not work if the sector uses
IPv6, or you have chosen to use HTTP as the file transfer protocol (available for the
JET base station and SU PRO/AIR EMB or SU PRO/AIR INT subscriber units only.

5. Choose the SNMP version of the units: V1, V3 or Auto.
6. The Software upgrade list title bar has three buttons on the right hand side.

S

Figure 8-3: Add / Remove site buttons

The left button opens up a Windows file dialog to locate a list of locations to update.
The list has the following format:

<IP address>,<Read-Only community>,<Read-Write community>
For example:

10.104.50.200,netman

10.104.50.4,netman

10.104.50.2,netman

10.104.50.1,netman

10.104.50.3,netman

The list should include HBSs and HSUs able to accept the same upgrade. This is
unlikely to be a problem unless you are using equipment prior to the 3.3.00 release
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of RADWIN 5000. Non-upgradable items will result in an error message. Contact Cus-
tomer Service about upgrading them.

The center button allows you to add a single site:

_

| IP Address

Read-Write Cormnmunity
Uszer Name:

Password:

Figure 8-4: Adding a single site for upgrade

Enter the IP address of the site, the Read-Write Community (Default: netman), user-
name, password, and then click OK. The site will appear in the Software Upgrade list
box.

Items from the list can be cleared by selecting them and then using the right button.
The right button in Figure 8-4, may be used to remove one or more selected sites.

7. Having created an update list, click Upgrade Package to chose the relevant files. The
default files are located in the SWU subdirectory in the RADWIN Manager
installation area. You may see one or more of the following SWU files:

Table 8-1: SWU Files by product

Product File name
RADWIN 5000 SWU_5k.swu
RADWIN GSU SWU_gs.swu

SU PRO/AIR EMB SWUL_5k.swul

SU PRO/AIR INT SWUL_5k.swul

For RADWIN 5000, choose SWU_5k.swu, but this will not include the SU PRO/AIR
EMB or SU PRO/AIR INT radios. To upgrade the SU PRO/AIR EMB or SU PRO/AIR INT
radio, choose SWU_5k.swul

8. Do not reset .... this option instructs the RADWIN Manager to not reset the units
after the upgrade is done. Note that even if you select this option, if you are
upgrading the SU PRO/AIR EMB or SU PRO/AIR INT or a JET, the unit will be reset in
any case.

9. Recovery: If a unit has failed an upgrade, you can attempt an upgrade to a new
software version, but with the factory default settings (except IP address). To
upgrade in this manner, click the Recovery button ([ recovery 1)and follow the
instructions on screen. After recovery, you might lose the connection to the unit.
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10. Click Start Upgrade to commence the process. For an immediate upgrade you will
be able to observe the upgrade progress from the green progress bars:

Available release 4.9.75_b0030_lul 23 2019
Description Release 49.75

D Backup device soff |C:\Users\shmuel_g\Documents

l:‘ Delayed upgrade |
Indirect Software Upgrade
L P9

Do not reset devices after upgrade is completed 1)

SNMP Version { JAuto (e)¥1 (V3

Software upgrade Recovery i ., -

IP address Current release Status Details
10.104.60.200 4935 b0DDY Feb 62018 | Backup.. Backing up scftware

10.104.60.1 4.9.35_b00D9_Feb 62018 Finished

Figure 8-5: Software upgrade in progress - Note the stop button

Software upgrade

HFU.O1.04 10.104.50.1 3.4.50 b3459 Mar 3 2013 Reset done
HNU.01.01 10.104.50.3 3.4.50_b3439 Mar 3 2013 . ——— .Rerset done
HFU.01.02 - 10.104.50.2 . 3.4.50_b3459_Mar 3 2013 Reset done

Figure 8-6: Software upgrade completed successfully

11. Use the title bar exit button to dismiss the Software upgrade window..

If any sites fail to update, a warning notice will be displayed.

If one or more sites of a sector update fails, you should correct the
problem and update the failed sites as soon as possible. If you do not,
following the next reset of the updated sites, you could experience a link
software mismatch which may affect service.
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Chapter 9: VLAN Functionality

9.1 Scope of this Chapter

This chapter describes how the components of a RADWIN 5000 sector deal with tagging and
untagging VLANs.

9.2 VLAN Tagging - Overview

9.2.1 VLAN Terminology

Both the technical literature and the RADWIN Manager use the terms VLAN ID and VID
interchangeably to denote a VLAN identification number.

9.2.2 VLAN Background Information on the Web

The standards defining VLAN Tagging are IEEE_802.1Q and extensions.
For general background about VLAN see http://en.wikipedia.org/wiki/Virtual LAN.

Background information about Double Tagging also known as QinQ may be found here:
http://en.wikipedia.org/wiki/802.1QinQ.

9.3 Requirements

It is assumed that you are familiar with VLAN usage and terminology.

9.4 VLAN Tagging

VLAN tagging enables multiple bridged networks to transparently share the same physical
network link without leakage of information between networks:

RADWIN 5000 Configuration Guide Release 4.9.75 9-1


http://en.wikipedia.org/wiki/Virtual_LAN
http://en.wikipedia.org/wiki/802.1QinQ

QinQ (Double Tagging) for Service Providers VLAN Functionality

LAM A Traffic is tagged | 4
with VLAN 1D ‘& 1 J LAN A
= []magged Trafiic
f/ J"' L

- —
-~ HSU
-
o
=~
" - LAM B Traffic is lagged
Service A with VLAN ID B’ \
provider _ e |
Nerwork Bl - .I - LAN B
- L
- “\ Untagged Traffic <
e
HES \ HSU
™,
.
T, Iy
LAM C Traffic is tagged
with VLAM ID 'C - LANC
4 Untagged Traffic
HsLU

Figure 9-1: VLAN scenarios handled by RADWIN 5000 HBS

IEEE 802.1Q is used as the encapsulation protocol to implement this mechanism over
Ethernet networks.

9.4.1 QinQ (Double Tagging) for Service Providers

QinQ is useful for Service Providers, allowing them to use VLANs internally in their “transport
network” while mixing Ethernet traffic from clients that are already VLAN-tagged.
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Figure 9-2: Separating client data streams using double tagging

The outer tag (representing the Provider VLAN) comes first, followed by the inner tag. In QinQ
the EtherType = 0x9100. VLAN tags may be stacked three or more deep.

When using this type of “Provider Tagging” you should keep the following in mind:

e Under Provider Tagging, the system double-tags egress frames towards the Provider’s
network. The system adds a tag with a VLAN ID and EtherType = 0x9100 to all frames, as
configured by the service provider (Provider VLAN ID).

e The system always adds to each frame, tags with VLAN ID and EtherType = 0x9100.
Therefore,

e For aframe without a tag — the system will add a tag with VLAN ID and EtherType =
0x9100 so the frame will have one tag

e For a frame with a VLAN tag — the system will add a tag with VLAN ID and
EtherType = 0x9100 so the frame will be double-tagged

For a frame with a VLAN tag and a provider tag — the system will add a tag with VLAN ID and
EtherType = 0x9100 so the frame will be triple-tagged and so on.

At the egress side, the HSU removes the QinQ tag with EtherType = 0x9100 no matter what
the value of its VLAN ID.

9.4.2 VLAN Untagging

VLAN Untagging means the removal of a VLAN or a Provider tag.

9.4.3 Port Functionality

In a RADWIN 5000 sector, all VLAN activity is configured and supported from the HSUs.
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To this end, VLAN functionality is supported at the MNG port of the HSU.

The HSU MING port can be configured to handle Ethernet frames at the ingress direction
(where frames enter the HSU) and at the egress direction (where frames exit the HSU).
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Ingress Direction

Table 9-1: Port settings - Ingress direction

Transparent | The port ‘does nothing’ with regard to VLANSs - inbound frames are left untouched.
Frames entering the HSU port without VLAN or QinQ tagging are tagged with VLAN
ID and Priority?, which are preconfigured by the user. Frames which are already
tagged at ingress are not modified and pass through.
Tag Tagged Traffic User LAN
et Traffic
£ o ——— - User LAN
. ks 2
HsU

Provider tag

Frames entering the HSU port are tagged with provider’s VLAN ID and Priority which
are preconfigured by the user. Frame.s which are already tagged with Provider
tagging at the ingress are not modified and passed through

Traffic with Provider's

VLAN I3 Traffic without
—_——— Provider's VLAN (D
L - User LAN
S
HsU

a. Priority Code Point (PCP) which refers to the IEEE 802.1p priority. It indicates the frame priority level
from 0 (lowest) to 7 (highest), which can be used to prioritize different classes of traffic (voice, video,

data, etc).

Egress Direction

Table 9-2: Port settings - Egress direction

Transparent

The port ‘does nothing’ with regard to VLANs - outbound frames are left untouched.
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Table 9-2: Port settings - Egress direction (Continued)

Port configured to untag user VLAD tags for all frames.
Un-lagged traffic
Tapged Traffic | towards the user 3
U I {multiple WLANS) o Matwark
ntag a o : —»  Uuse jd)
1
I ~4
.
HSU
Allew up o 4
Tagged Traffic differant WLAM 105 '
imultipls VLANE) . 1o pass through ]
Filter b ’ — U5er‘|_:1i)
| 1
s -
-
HSU

9.5 VLAN Configuration Using the RADWIN
Manager

If you are not a VLAN expert, please be aware that incorrect VLAN
configuration may cause havoc on your network. The facilities described
below are offered as a service to enable you to get best value from your
RADWIN 5000 links and are provided “as is”. Under no circumstances does
RADWIN accept responsibility for network system or financial damages
arising from incorrect use of these VLAN facilities.

9.5.1 Management Traffic and Ethernet Service Separation
You can define a VLAN ID for management traffic separation. You should configure the system
to prevent conflicts as detailed below.

When configured for the default operational mode, a “Provider port” will handle ingress
traffic as follows:

e  Filters frames that are not tagged with the Provider VLAN ID

e Removes the Provider double tag

Therefore, if a port is configured for management traffic separation by VLAN and as ‘Provider
port’, then the received management frames must be double tagged as follows:

e The outer tag has to be the Provider’s tag (so the frame is not filtered)

e The internal tag has to be management VLAN ID

To avoid mix-ups, best practice is to:
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e Separate the management and data ports
e Define only a data port with Provider function

9.5.2 Managing the HBS over the Air from an HSU

If traffic VLAN tagging is in force for the HSU ingress direction and management VLAN is in use
at the HBS, then the VLAN ID at the HSU ingress direction must be the same as the VLAN ID
for management at the HBS.

9.5.3 Configuration of VLAN Tagging for Ethernet Service

VLAN configuration is carried out per HSU. It is up to you to ensure consistency between the
HSUs.

HSU VLAN tagging can only be configured from one of the HSU views from the HBS. You can
not log on to an HSU directly and do it from the HSU main window. The reason is that the HBS
maintains the HSU tagging information in its internal per HSU configuration record.

> To set up an HSU for VLAN tagging:

1. Right click an HSU on the HBS window, and then click Configure | Ethernet | VLAN
Configuration. The VLAN Configuration window is displayed:
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L #) U and ViDLl o HL'ru.ul.y

D T o G

L

VLAN Configuration - Mozrart@HFU.01.02

Inventc
% Disabled

VLAN 1[:- VLAN Pnunty
" Provider

Seacurit TPID: limited
[ Tag

(2

100
Date &

- ( ok ) ( cancel )  imited |
; 10 |

e

ey @iy

In Disabled mode, Ethernet frames pass transparently over the radio links.

2. For Provider tagging, click the Provider Radio button:

VLAN Configuration - Mozrart@HFU.01.02

VLAN Mode Provider parameters
" Disabled

WLAN ID: VLAN Priority: [0 |
-

* Provider

B TRID: 9100

' S ; 9100 y
8100
8828 | (Quoka) (Cancely)

In Provider mode, Ethernet frames are tagged with the provider’s VLAN ID before
they enter into the provider’s network/backbone.
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3. Enter a Provider VLAN ID and Priority. The VLAN ID must be in the range 2 to 4094.

The VLAN Priority must be in the range 0 to 7. You may also change the TPID from
the default as shown.

% This facility is provided to enable connection through legacy switches
Mote requiring it. Otherwise, there is no need to change the TPID.

4. Click OK to accept.
5. For user VLAN tagging, click the Tag Radio button:

VLAN Mode Provider parameters
" Disabled

o viani:| | vianprorits [ |
e i wo: [ [~

Tag parameters

Ingress Mode Egress Mode

|Tran5parent | = | |Trar‘|5par&nt | - |

VLAN ID- [_—_| Allowed VLAN IDs:

VAN Priority: | | | I | || |

& F

- Gy

In Tag mode Ethernet frames are tagged or untagged to distinguish between differ-
ent networks.

6. For completely transparent passage of tagged frames, there is nothing further to
do. The following table shows the possible settings for each combination of Ingress
and Egress modes:
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7. Click OK.

Table 9-3: Further VLAN Configuration options and results by Tag mode

VLAN Functionality

(0-7)

transparently

Egress
Ingress
Transparent Untag All Untag Filtered Filter
Allow VLAN IDs:
Frames are Allow up to 4 VIDs to
not modified | All frames with be passed through. | Allow up to 4 VIDs
Transparent and are VLAN tag are Untag VLAN IDs: to be passed
forwarded untagged Untag the VLAN through.
transparently tag of the selected
VLAN IDs.
Tag: Frames are
not modified | All frames with Allow up to 4 VIDs Allow up to 4 VIDs
Enter a VID (1-
4094) and Priority and are VLAN tag are to be passed to be passed
forwarded untagged through through
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Chapter 10: Quality of Service

10.1 Scope of This Chapter

This chapter describes how to configure QoS parameters for a RADWIN 5000 sector.

10.2 Prerequisites

To use the facility you must be familiar with the use of VLAN (802.1p) or Diffserv.

10.3 QoS - Overview

QoS is a technique for prioritization of network traffic packets during congestion.

RADWIN 5000 sectors support two classification criteria, VLAN based or Diffserv based. You
may choose which of them to use.

Table 10-1: Default priorities and allocation by VLAN ID and Diffserv

Priority
Quality queue

Diffserv VLAN

Real time 48-63 6-7
Nealt rea!I time (responsive 39-47 4-5
applications)

Controlled load 16-31 2-3
Best effort 0-15 0-1

Based upon the classification criterion chosen, received packets will be mapped into one of
four quality groups: Real time, Near real time, Controlled load and Best effort. You may
partition the total link capacity across the four Quality queues. The default weights as
percentages are shown in Table 10-1.
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You can also define part of the link capacity as carrying Voice-over-IP traffic. This is similar to

defining part of it as Real time, and is explained in Enabling a Voice-over-IP (VolP) Queue on
page 10-5.

10.4 Setting up QoS

QoS for RADWIN 5000 is set up in two phases:

e Map the priority levels to the queues for the sector (Real Time or VolP, Near Real Time,
Controlled Load, and Best Effort).

e For each HSU, set the queue weights and queue Maximum Information Rate (MIR).

After you have finished setting up QoS for the sector, if you add an HSU to the sector, you
must repeat the QoS configuration steps for them to take effect on the new HSU.

10.4.1 Mapping QoS Priority Levels to Queues (from the
HBS)

1. From the HBS manager, choose Configuration -> Ethernet tab, then click QoS
Configuration. QoS is disabled by default.

2. Choose either the VLAN (802.1p) and or Diffserv method (see 10.5 for VolP).

Mode: | Disabled | - | [ ] voice OverIP EEMM'E&@
Disabled
VLAN
q Diffsery IPwd, IPvE Priority Mapping

[ Real Time -
|:| Mear Real Time D = |:|

[] Controlled Load -
[ Best Effort [ A

\ J

3. For the method you selected, type the Priority Mapping for each queue. This
determines the mapping (or translation) of the priority mapping of the traffic to
what is used by the RADWIN 5000. Default settings for Diffserv and VLAN are as
shown in the next two figures:
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QoS Configuration

|

Mode: |DiffServ IPvd, IPv6 | ¥ | [ Voice OverIP

To enable QOS, this option must also be enabled for each H5U separately.

Queue Priority Mapping
Real Time [48]-[63"
Mear Real Time g
Controlled Load
Best Effort

o Fd
1
[un L B
Ln fuir =~

Go5 Conhguration

Mode: | VLAN (v [ Ivoiceoverp  (EnableforallHSus)

Queue Priority Mapping
Real Time [ |- ]
Near Real Time [ 1-5]
Controlled Load 2 ]-B]

Best Effort EI'
! J

4. If you un-check a queue, this queue will be ignored for the sector. It will not
prevent the HSU from configuring traffic labeled with this priority level as “live”; it
will merely ignore its priority level, as if the traffic was not assigned with any
priority level whatsoever. Note that you cannot un-check the Best Effort queue.

10.4.2 Setting up an HSU for QoS

1. Right click an HSU in the HBS manager HSU window (HSU must be registered), and
choose Configure.

2. Open the Ethernet tab and click QoS Configuration. The following window is
displayed:
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Mode: | Enabled ||

[ | Woice Over 1P

[ o oo

Queue Strict / Weight [%] Maximum Information Rate [Mbps] Configurable TTL [ms]
S O [ B esfb—— m Unlimited  § |—————— so0 Disabled
I 0 @ B ossl— m uniimited  5_|———— 500 Disabled
e e Loswt O 05 f———— m Unlimited  § _|————— so0 Disabled
sesiman 0 [0 B osfb— m uniimited 5 |——— 500 Disabled

[ =

3. Ensure that the Mode field is Enabled. If you already configured the HBS (sector) for
Diffserv or VLAN, then it will be enabled by default (see 10.5 for VolP).

4. If you had disabled a queue in Step 4 above, a green checkmark will not be shown
next to its name, and you will not be able to configure that queue.

5. Set the Weight percentage for each queue. This determines what percentage of the
throughput will be dedicated for the indicated queue.

If you exceed 100% total weight, you will receive an error message.

Mede: | Enabled |~ |

|| Vaice Over IP

[ o [ o

Queue Strict / Weight [%:] Maximum Information Rate [Mbps] Configurable TTL [ms]
Real Time O [ B n.sJ— 100 [+/] Unlimited 5_|— 500 [J] Disabled
NearReaiTme | ] [ & 05— 100 [] Unimied 5 |———————— 500 ] Dissbied

eedicd [ 05 f————— 4pp [/] Uniimited 5 |—————— 500 [F] Disabled
Best Effort O [ F 0.5_17 qo0 [/ Uniimited 5_]— so0 [J] Disabled

Total queue weights can't exceed 100.

OK

(Leancel )

&l

You must correct this before leaving the window other than by cancellation.

If you are under-booked, for example by setting a queue to zero, the unused weight
will be distributed to the remaining queues. The effect of doing this will only become

apparent under congestion. In particular, a queue set to zero weight will become
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nearly blocked under congestion with packets passing through on a best effort basis.

6. Strict: If you place a checkmark next to Strict, all traffic of the specific queue will be
passed through. The Weight percentage will become disabled. Placing a checkmark
here can only be done in order: First Real Time, then finally Best Effort. That is, you
cannot place a checkmark in Near Real Time without one in Real Time as well.

7. Maximum Information Rate: Although the Weight percentage affects how much
relative traffic will be allowed through, you can set here the absolute maximum to
allow through. Place a checkmark to make this valued unlimited.

8. Configurable TTL (time to leave): A packet not transmitted within the TTL period in
a congested link is dropped.

9. When you complete your entries, click Downlink to configure the downlink stream.

10. When you complete the Downlink entries, click OK to save them and continue.

10.5 Enabling a Voice-over-IP (VolP) Queue

Note the following:

®  You can enable a VoIP queue from either the HBS or the HSUZ. If enabled from the HSU,
it is done for that HSU only, and its HBS. If done from the HBS, it can be done sector-
wide.

e The VolIP feature as implemented here assumes that your end-user has a gateway or
other network device that defines the traffic to be VolP with the correct QoS defined
(VLAN or DiffServ, in accordance with your configuration done here). The definition
must be done at both ends of the data stream.

e Enabling a VolP queue may decrease the sector’s peak throughput in some scenarios.
Therefore, make sure that you absolutely need to enable a VoIP queue before doing so.

e After you have finished setting up VolP for the sector, if you add an HSU to the sector,
you must repeat the VolP configuration steps for them to take effect on the new HSU.

1. Not available for the SU PRO/AIR EMB, SU PRO/AIR INT, or small form-factor HBS units.
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10.5.1 Enabling VoIP from an HBS

1. From the HBS manager, choose Configuration -> Ethernet tab, then click QoS
Configuration.

QoS Configuration

Mode: [ I voice OverIp  (EnableforallHSUs)

Queue Priority Mapping
Real Time 6 1-[F ]
Near Real Time [ -]
Controlled Load -]

Best Effort EI'
\ )

2. Click Voice Over IP. The Real Time queue will change to Voice over IP and its
checkbox will be come grayed. This means that VolP traffic is treated in a similar
fashion to Real Time traffic. VolP works whether you are using VLAN or DiffServ.

Go5 Conmfiguration

Mode: (vian  |v| [/]VoiceOver?  ((EnabledonalitiSus)

Queue Priority Mapping
Voice over IP -
Near Real Time B
Controlled Load -]

Best Effort EI-
\ J

3. You can apply VolP to all of the HSUs in the sector by clicking on Enable for all
HSUs. You will be asked to confirm your choice.

e |f you do not choose this, you must go to each HSU for which you want to enable a
VolIP queue, and enable it there.

4. Click Apply, or OK.

s Make sure the “Mode” selected is the proper one, is consistent through you
=3 configuration, and that your end-user has equipment that also defines its VolP
Note  traffic with the Mode you defined here.
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10.5.2 Enabling VoIP from an HSU

You can enable (or disable) VolP per each HSU.

1. Right click an HSU in the HBS manager HSU window (HSU must be registered), and
choose Configure.

2. Open the Ethernet tab and click QoS Configuration. The following window is
displayed:

Made: | Enabled ﬂ I:' Voice Ower IP

[ o oo

Queue Strict / Weight [%:] Maximum Information Rate [Mbps] Configurable TTL [ms]
S O [ B ssfb—— m Unlimited  5_|——— 500 Disabled
r TR T . 05— m Unlimited 5§ _|——— 500 Disabled
Contralled Losd O BB ssfb— m Unlimited  5_|——— 500 Disabled
Thate 0O [ B eosf—— Unlimited 5 |———— 500 Disablad
( ok ) ( cancel
[ > |

5. Click Voice Over IP (un-click it if you want to disable VolP for this unit). The Real
Time queue will change to Voice over IP and its checkbox will be come grayed. This
means that VolP traffic is treated in a similar fashion to Real Time traffic. VolP
works whether you are using VLAN or DiffServ, but you must be consistent with
this QoS mode throughout the data stream.

Mode: |Enabled | v | [/] Voice OverIp

[ o oo

Queue Strict f Weight [35] Maximum Information Rate [Mbps] Configurable TTL [ms]
Vioice over IP N — D.S_’— 100 Unlimited 5_1— 500 Disabled
M ] 05 f——— 1w Unlimited 5 |——————— 500 Disabled
oo Load O =B osl—— w Unlimited 5 |————— 500 Disabled
o Tt O [ B os|—— Unlimited 5 |—————— 500 Disabled
( ok { cancel )
| N > |

6. Click OK. VolIP will become enabled for both the Uplink and Downlink directions.

RADWIN 5000 Configuration Guide Release 4.9.75 10-7



Chapter 11: License-
Dependent Upgrades

11.1 Scope of This Chapter

This chapter shows how to acquire and use a license to apply license-dependent upgrades on
the HSU or HBS.

11.2 Overview

»

»

Certain features may be upgradable, with the proper license. See your RADWIN repre-
sentative for an updated list.

To apply an upgrade, you use a license key that is unique for the feature and the spe-
cific item of equipment.

11.3 Receiving a License key

Receive a license key as follows:

1.

3.

Catalogue number: Contact your RADWIN representative, and get a catalogue num-
ber of the upgrade you want. Purchase as many of these upgrades as you deem nec-
essary.

PAKs: You will receive a list of Product Activation Keys (PAK) for each upgrade
instance. A PAK number can be used on any compatible RADWIN product; they are
not specific to any one given item of equipment.

Activate PAKs: Associate each PAK to a specific item of equipment: Access the
License Key Application website: http://tools.radwin.com/updates/licensekey/Ik-
radwin.htm, and follow the instructions there to activate each PAK for the specific
item of equipment you need to upgrade.

Get License Keys: The License Key Application will then give you a list of license
keys. These numbers are unique for the specific upgrade and specific item of
equipment. We recommend saving this list as a text file in a convenient location.
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Applying a License Key License-Dependent Upgrades

11.4 Applying a License Key

11.4.1 Individual HSU Upgrade

This can be done by direct connection to an HSU or via the HBS.

1. Using the license key you received for each HSU in turn, open the Configuration |
Operations window.

2. Copy/paste the license key to the License Key field. The Activate button will become
enabled.

3. Click Activate.

&+ License Key

" License File

r

Operations | Activate )
E % r

4. You will receive a confirmatory message if the activation succeeded or an error message if
not.

11.4.2 Bulk (Sector) HSU Upgrade

e |f you are upgrading all HSUs in a sector, use the text file you saved when you received
your license keys.

1. Open the Configuration | Operations window for the HBS itself (rather than each HSU
separately).

2. Use the License File option to navigate to your text file. The Activate button will become
enabled.

3. Click Activate.

4. You will receive a confirmatory message if the activation succeeded or an error message if
not.

11.5 Completing the Upgrade

To make the upgrade effective, each upgraded HSU must be reset.
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Persistency of the Upgrade License-Dependent Upgrades

11.6 Persistency of the Upgrade

The upgrade is persistent across an HSU reset. If however, you restore an upgraded HSU to
factory defaults, you will need to apply the upgrade to it again.
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Chapter 12: Spectrum View

12.1 Scope of This Chapter

This chapter shows how to use the Spectrum View utility. This utility is part of the RADWIN
Manager application.

12.2 What is Spectrum View

The RADWIN Manager Spectrum View utility is an RF survey tool designed to support the
sector installation prior to full sector service activation. The tool is primarily a professional
tool for the technician.

The tool provides comprehensive and clear spectral measurement information enabling
easier, faster and better quality installations.

You can view real-time spectrum information, save the spectral information and view
retrieved spectral information from historic spectrum scans.

Separate information is generated for the HBS and HSUs - all by selection. A general sector
level Highest Interference view is also provided.

RADWIN'’s spectrum measurement and estimation algorithms are designed to show accurate
information accommodating variations in frequency, temperature and interference power
and at the same time overcoming anomalies that tend to occur in high interference
environments.

Results are intended for use by RADWIN Customer Service to assist with diagnosing
interference related problems.

We assume the reader knows about RF Spectrum Analysis so detailed theoretical
explanations are not needed.

12.3 Two Ways to Run Spectrum View

From the HBS: Spectrum View may be run from the HBS in which case you have a choice of
analyzing all sites in the sector in one run, or making a selection.
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Where is the Spectrum View Data stored Spectrum View

From an HSU: Spectrum View may also be run on a managing computer directly connected to
an HSU (although not from an SU PRO/AIR EMB or SU PRO/AIR INT). In such a case the results
will be quite different if the HSU is part of a sector (registered or not) or if it is completely
stand-alone.

12.4 Where is the Spectrum View Data stored

Spectrum View data is always stored in the ODU originating the analysis. The HBS maintains

the last Spectrum View analysis data for all members of the sector. If you run Spectrum View
from a directly connected HSU, it stores its own data, which may be quite different from the

analysis obtained for the same HSU from the HBS.

12.5 Spectrum View Main Window: HBS

In this section we review the main window management controls.

Click the Spectrum View button ﬁ The Spectrum View main window opens in full screen
mode:

(=13]

HES

1P Address

1 Entire Smctor 1 Speeific W31

schagiens

Sl flmber PETS4DIDNA00000

Spectnum Condiguration 1. sl ] el G e 7 H =
Range M Toran s
Toesaliech

1010450200

HsU

1P Addeess

e Lt

Serial humber; FINSSI00A00004

10304531

1P deddeeis:

Serisl humber;. ANSAOIS00200008

10104502

1P Adderis

R b 8 L L
Serisl Number: PINSSIES00R00003

10104503

b

Use the top left panel to set the Spectrum View configuration parameters and choose an
analysis type - Entire Sector or Specific HSU.
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Spectrum View Main Window: HBS Spectrum View

Spectrum Configuration
Range [MHzl: 5739 | 5845
Timeout sec
(% Entire Sector " Specific HSU

The settings are “sticky” for the HBS and will be reused. The analysis range is limited from
4900 to 6050 MHz with a maximum difference of 500MHz. Erroneous entries will be shown

Ra MHz]:
with a red border like this: nge (M) Cl

The timeout is the maximum analysis time per site. Use the bottom button bar to start an
analysis, to stop a running analysis or run a Highest Interference profile for the sector:

W ( Highest Interference

If you choose to run the analysis for specific HSUs, The left hand HSU panel will change:

HSU

Name: Haydn@HFU.01.01

Serial Number: PIN3801500A00004
IP Address: 10.104.50.1

Name: Mozrart@HFU.04.02 m

Serial Number: PINS80IS00A00005
IP Address: 10.104.50.2

Name: Brahms@HNU.01.01

Serial Number: PIN5801500A00003
IP Address: 10.104.50.3

Check the required HSUs and then Start.

Since a large sector will clutter up the right hand display area, you may selectively Show,
minimize or remove a sector member. Another way of freeing up more space for analysis
displays is to hide the left hand panel using the circled arrow:
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Spectrum View Main Window: HBS Spectrum View

ﬁﬁdmﬂi Configuration
Range [Mkz]: |s5720 | [s845 ]
Timeout feck

= Entire Sector " Specific HSU

| oues

:  Haydn@HFU.01.01

Name: Mozrark@HFU.01.02

Name: Brahms@HNU.01.01

w ) B e ——

If for example you click Show on the HBS, the following view will open in the right panel:

Bach@HBS.01

Antenna A Antenna B

Eower (dBm)
a

Frequency (MHz) Frequency (MHz)

Figure 12-1: Spectrum View data panel for the HBS, ready for data

The standard X button closes the window completely (but does not loose data). The - button
collapses the view to look like this:

= —— " )

The two side arrows (circled) are used to reorder a stack of such view on the display area:
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Spectrum View Display Function Buttons Spectrum View

Brahms@HNU.01.01 - 10.104.50.3

Mozrart@HFU.01.02 - 10.104.50.2

Haydn@HFU.01.01 - 10.104.50.1

Bach@HBS.01

The remaining controls on the Spectrum View main window relate to Spectrum View data
manipulation. We will cover them in the next section using a live analysis.

12.6 Spectrum View Display Function Buttons

Spectrum View data manipulation functions are provide on the top button bar:

(5] (s (@] () (@) (8] (-7 |

M
i
ﬁk

Table 12-1: Spectrum View Analysis Display Buttons functionality

Button Purpose

Show/Hide Antenna A

Show/Hide Antenna B

Show/Hide average

Show/Hide current channel
(HSUs only)

M
%‘-" Show/Hide maximum

Not in use

Show/Hide point values
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Running Spectrum View from the HBS Spectrum View

Table 12-1: Spectrum View Analysis Display Buttons functionality (Continued)

Button Purpose

H Save the analysis to a CSV file

Clear all sector member analyses
aﬂ from the display (They can be

shown again)

Each button function applies to all of the sector members at once.
Note

12.7 Running Spectrum View from the HBS

Choose Entire sector and click Start. You are offered the following cautionary message:

Spectrum View

This eperation will cause the whole sector to stop service for up to 120 sec or until Stop button pressed.
Are you sure you want to start Spectrum Analysis?

Lyes ) (LMo )

If it is acceptable to drop the service click Yes. The processing may appear to have stopped -
but it is not complete until all of the Show buttons for selected HSUs are enabled.

Here is the result for the HBS:

(=[x

Antenna A Antenna B
1/17/2013 11:55:14 AM 1/17/2013 11:55:14 AM

Power (dBm})
3

Fower (dBm)

2l e i bd hd i hd b bl hd b s ab b dbdbdidbidl Ik . 8
100 - | . = o G i | .
—— i T— T
l Frequency (MHz) Frequency (MHz) J

The keys to the color coding is permanently displayed at the bottom of the main window:

@ Scanned @ Selected/ACS () Mot Scanned () Current Channel () Average () Max @ Available (Radars Free) @ Radars Detected @ HES signal

Figure 12-2: Spectrum View Analysis color codes
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Running Spectrum View from a HSU Spectrum View

The green band reflects the current HBS operating frequency. Notice also the small fly-over
diskette icon (circled) to the upper left of either graph. Clicking it opens a Windows File-Save
dialog allowing you to save the graph to disk as a jpg file.

Here is the analysis for one of the HSUs. It is a bit different:

Haydn®HFU.01.01 - 10.104.50.1 E

Antenna A Antenna B
17/01/2013 11:55:13 AM 17/01/2013 11:55:13 AM

-a0

50—

e

70 -

Power (dBm)

Power (dBm)

-80 -

R R R E £ Q2 2 8 & B B R R QL J Z B B @ omo@bomom» od o©
mmmmmmmmmmmmmmmmmmmmmmmmmm

Frequency (MHz)

Frequency (MHz)

The light green rectangle in the background of both antenna displays reflects actual channel
(20 MHz wide here) being used by the HSU. The title bar also contains the HSUs IP address.

There is a further display of interest: Highest Interference for all HSUs in the sector:

Highest Interference downlink ﬁ
Antenna A Antenna B
17/01/2013 2:14:55 PM 17/01/2013 2:14:55 PM

-40 - -40
-50 - -50 - -
-60 60 — -

é 70 é 70

- I}

2z

i E

-80 - 80 -

adadafad b i T e

Frequency (MHz) Frequency (MHz)

See Figure 12-2 for the color coding.

12.8 Running Spectrum View from a HSU

There is no difference in principle between running a Spectrum View analysis for a HSU and
running it for a HBS. There is a major difference between running Spectrum View on an active

HSU (registered or not) or in total isolation from the sector. Here is what happens in total
isolation:
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Running Spectrum View from a HSU

Mozart@HFU.01.02

Spectrum View

Antenna A
5/14/2012 4:41:09 PM

Power (dBm)
]
I

Power (dBm)

-50 -

-80 -

-100

Antenna B
5/14/2012 4:41:09 PM
A ] "F

monoLmoLowonoMoSOILoUoUDUoND
[ ] = LWhkMREDODOOD D NN M S S5
P Po P P P P P P P P P P P P P 00 00 00 00 00 00 00 CD OO OO0 0D
(T T o T T T IO T O O T T T o I T T e T o O T B T B T I T B T B T BT I T B T I T

Freguency (MHz)

Figure 12-3: HSU spectrum analysis in complete isolation from the sector

Now we return the HSU to the sector:

Mozart@HFU.01.02
Antenna A
5/14/2012 4:44:53 PM
-40 - - -
-50 -
-E0 -
g
S _m__
;
-80 -
SO
-100 - | .
4 |1 |n
S G N e R N N R N e N gL ! e R e o |
HEESYESE 8RR NEORNE0CNRENEREER
P P B B B B B BB P P P PP 00 GO CO GO CD GO G0 6D G0 G0 €0
L e e e e e e e e e e e e e R R e P N e )
Frequency {MHz)

Power (dBm)

-100 -

Antenna B
5/14/2012 4:44:53 PM
.

4 |u| NG
monohonononowonononoRonanD
MM = UMD OOOMOoOOD =N NMM S N0
Po P P P P P P P P P P B B B B 00 00 00 00 00 €D 00 €0 00 D 0
LT I T T I T T T T T B T T T O T T T o O I T O T I T I T I T R T I T B T I e )

Frequency (MHz)

Figure 12-4: HSU spectrum analysis within the sector

The hump in Figure 12-4 reflects the duty cycle signal from the HBS centered on the current

channel (circled).
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Zooming in and out Spectrum View

12.9 Zooming in and out

You may zoom in on a range of interest and enlarge it. Use the mouse to swipe the range from
left to right or reverse and then click.The swiped range is zoomed in. You may repeat this
several times. The zoom applies to all charts for all element in the analysis. An indicator is
provided at the top right of each chart:

.
EECTERS  —

_5':' -

_EU =i

_?U —.

Power (dBm)

-80 -

5795+

Zoom Out returns you to the previous zoom state; Show all reverts you to the original display.
In a zoomed state, a horizontal scroll bar enables you to view other areas of the displayed
frequency range.

3773
5780
5785
5790
5795

Freguency (MHz)
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Chapter 13: Web Interface for
SU PRO/AIR units

13.1 Scope of this Chapter

This chapter describes how to configure SU PRO/AIR units via its web interface. Although
many features are available via its web interface, for configuration capability, use the
RADWIN Manager.

13.2 Login

Access the web interface by connecting to the unit, either directly via RJ45 cable, or via the
internet. We recommend using a PC or laptop. Do not use a smartphone. Enter the unit’s IP
address in a web browser (default value: 10.0.0.120). A welcome message will appear.

Login

User Name

Password

Enter the user name and password, then click Login
User name: admin
Password: netwireless

The main window will appear.
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Web Ul Overview Web Interface for SU PRO/AIR units

1l

ULC 2

Acthee SW Upgracie Requined / freq band mismatch RSO0 P $600F SATTSUEME W
ST

1010430200 Sectos 10 Bard
Location: PM_Laty 1235Laboemcey 5.720-5,880 tats 141

2075 BOONT_jun 13 2019

10T

722 1x64-QAM S 20
P et 1
Ethernet v
LA s
LANZ

1810450 125525500

w0

Figure 13-1: SU PRO/AIR Main/Overview Window

13.3 Web Ul Overview

The Web Ul shows the SU PRO/AIR unit and its base station to which it belongs.

uLC 2 @ -

Acthve W Upgrace Roquined / Freq band mismateh SO AR /SN S TS I
U095
1010450300 actor 10 [ harsned 18
1235Laboeatony 5.720-5.860 G 20w
S

su HB!
— —

1
23 -13

722 164 QAM S 30

Ethernet wy

LAN1

LANZ
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History Web Interface for SU PRO/AIR units

Click on the section of the Web Ul of which you want more information:

@ History @ Main icons
@ Radio List @

13.3.1 History

Here you can see the history of events.

Info Panel

Click on the Current tab to limit the list to recent events (from the last several hours), or on
the History tab to see a comprehensive list of events.

e To minimize the History list, click on the minimize symbol:

Current  History

20/06/2019 18:12:50

Incompatible HBS Reason: product type
incompatibility between HBS and H5U.

IP Address 10.104.50.200

20/06/2019 18:12:50

Software versions mismatch - Software
upgrade required

IP Address 10.104.50.200

e To restore the History list, click on the minimize symbol again:

ULC

Active SW

IP: 10.104.50.200
Location: PM_Lab

13.3.2 Main icons

Along the top edge of the Web Ul, there are icons that allow you to carry out certain tasks for
the radio units.

The applicable icons become enabled when you select the radio unit relevant for the task.
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Main icons

b

Configure

Spectrum Maintenance Diagnostics

Web Interface for SU PRO/AIR units

B o &

Operations

Set various parameters for the selected unit, including, but not
limited to:
e |P address,
b Configure e frequency and bandwidth,
Configure ..
e transmission powetr,
e passwords,
e NTP settings, and more
The Spectrum view utility provides spectral measurements, and is
.||||.| Spectrum be useful in assisting with diagnosing interference related problems
Spectrum prior to full sector activation. It is operated per carrier.
, Back up, upgrade or restore the software in the selected unit or
Maintenance .
units.
Maintenance
Shows radio signal strength (refer to this when carrying out
, , antenna alignment), allows a ping and trace, a speed test, creates
Diagnostics . . .
o diagnostics files, operates an ethernet loopback on an iPerf3
Diagnastics server, and sniffing of TCP/IP packets.
, Resets, restores to factory default configuration, allows license-
Operations . .
RN dependent upgrades, and can activate the unit.
Operations
User Profile . . .
@ f Click this icon to log out of the unit.
Icon
Admin
Configure | .\,

These are the configuration categories:

System Air Interface Tx & Antenna
Management Inventory Security
Nomadic Date & Time Ethernet
WiFi
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Main icons Web Interface for SU PRO/AIR units

System
General

These items are convenience fields: Description, Object ID, Name, Contact, Location, and
Last Power Up. Name and Location are typically entered during registration. If you make any
changes, click Save to have them take effect.

System

General
— Description

Wireless Link
Coordinates

Object 1D
1.3.6.14.1.4458.20.5.1.1.

Name.

DUO_PM

ontact
Person

Location

PM_Lab

Last Power Up
12/11/2018, 14:21:05

Coordinates

The coordinates (latitude and longitude) use either decimal degrees or degrees, minutes, and
seconds. If you make any changes, click Save to have them take effect.

System

General i‘: Decimal Degrees Latitude (-89 to +89)
- 0.00000
Coordinates. () Degrees Minutes Seconds Decimal Degrees

Longitude (-180 to +180) o
0.00000 @ Degraes Minutes Seconds

Latitude - Degroes | Minutes | Seconds

Longltuds - Degrees / Minutis | Secandh

s | (D

Air Interface

You can change the Sector ID, channel bandwidth and frequency band. The Sector ID is
important as it *must* be the same as that of the base station.
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Main icons Web Interface for SU PRO/AIR units

Sector D
Air Interface 1235 Laboratory

Radio Channel Bandwidth

Auto (20/40/80) v MHz
Change Band

Radio
Sector ID: Set the Sector ID here. This must be the same as the HBS to which the HSU
is to connect.
Channel Bandwidth: Shows the channel bandwidth.
Air Interface ;_?-‘30-5...845 GHszéO'IC -
Radio
Change Band
Change Band

You can change the frequency band here. Only frequency bands allowed by your reg-
ulatory environment will appear.

If you make any changes, click Save to have them take effect.
Tx & Antenna

Changes made here may affect link quality, and in the case of antenna type, cause a re-sync.
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Main icons Web Interface for SU PRO/AIR units

Antenna Connection Type:
Tx & Antenna

(@) External () Integrated

Antenna Type
Dual ~

Max EIRP
43 dBm

If you make any changes, click Save to have them take effect.
Management

This category enables you to change the IP address, subnet mask and default gateway of the
selected device, configure the management VLAN, set trap destinations, change the
management protocol and its authentication mode, set the IP address of a Syslog server, and
add or remove user definitions.

Network

You may configure a link for IPv4, IPv6, or both. Using both IP versions is useful in conjunction
with applications that do not fully support IPv6.

1. Choose what type of IP address to enter (IPv4, IPv6, or both)

1Pv4
Management

IP Address
Network 10.104.60.230

Subnet Mask
255.255.255.0

Default Gateway

10.104.60.201

| Cancel | “

Here, we choose both, and enter the IPv6 addresses:

RADWIN 5000 Configuration Guide Release 4.9.75 13-7



Main icons Web Interface for SU PRO/AIR units

IPvd 1P Version
IPv4 + IPv6

IPvG

IPv4 + IPv6 1Pv4 IPv6

IP Address IP Address

10.104.60230 205:104:60230
IP Address
10.104.60.230

Subnet Mask Subnet Prefix Length
255.255.255.0 64

Default Gateway Default Gateway
10.104.60.201 205:104:60:201

‘ Cancel ‘ “

2. Enter the appropriate IP address or addresses, including the Subnet Mask and
Default Gateway (for IPv4), and/or the Subnet Prefix Length and Default Gateway
(for IPv6).

3. Click Save.

4. If you changed any values, you will see a message warning you that a device reset
will be done. To confirm, click OK.

VLAN
Configure the management VLAN here.

The management VLAN enables separation of user traffic from management traffic whenever
such separation is required. It is recommended that each member of a sector be configured
with different VLAN IDs for management traffic. (This reduces your chances of accidentally
locking yourself out of the sector.)

VLAN IDs are used by RADWIN products in three separate contexts:
Management VLAN, Traffic VLAN and Ethernet Ring. It is recommended
that you use different VLAN IDs for each context.
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Main icons Web Interface for SU PRO/AIR units

Management

Cancel “

> To enable VLAN for management:
1. Check ON in the VLAN window.
2. Enter a VLAN ID. Its value should be between 2 and 4094.

After entering the VLAN ID, only packets with the specified VLAN ID are processed
for management purposes. This includes all the protocols supported by the radio
(ICMP, SNMP, Telnet and NTP). Using VLAN for management traffic affects all types of
management connections (local, network and over the air).

3. Enter a Priority number between 0 and 7.

The VLAN priority is used for the traffic sent from the radio to the managing com-
puter.

4. Change the VLAN ID and Priority of the managing computer NIC to be the same as
those of steps 2 and 3 respectively.

5. Click Save.

> Lostor forgotten VLAN ID or IP Address

If the VLAN ID or IP address of the unit is forgotten, you can carry out the steps
shown below to restore the values.

e Set the NIC of the managing computer to a static IP address, using an appropriate
Subnet value. Record this subnet value (for eg. 192.168.3.100)

e Open a command line interface, and type
ARP -s xxX.yyy.zzz.www 00-15-67-8D-5F-FF
Where XXX.yYY.2zz.WWW is an |IP address appropriate for the NIC’s subnet value.
00-15-67-8D-5F-FF is a unique RADWIN MAC address, and must be entered as-is.

Note that as soon as you enter this command, you have 3 minutes to change whatever needs
to be changed on the unit, so do the next few steps quickly:

e Enter the command:

ping XXX.Yyy.ZzZ.www
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Main icons Web Interface for SU PRO/AIR units

You will see several timeout messages. Wait until you see about 3 or 4 of them.

e Enter the command:

ARP -d XXX.Yyyy.zzz.www
e Open a web browser, and enter xxx.yyy.zzz.www

You will see the welcome message of the unit
e Enter the user name and password, click Login.

e From the main window, follow instructions as shown in this document to either
change the IP address, or record the IP address. Do the same with the VLAN ID, if
relevant.

Note that during this 3 minute window, there is no VLAN.
Trap Destinations

All traps are saved at each location you define.

Security Model
SNMP v1

Management SNMP v1

Trap Destination

‘ Add new ‘ Cancel

> Tosetanew trap destination:
1. Click Add new

2. Inthe window that appears, enter the Trap Destination IP Address, Port, and
Security Model (SNMP v1 or v3). If choosing SNMP v3, enter the User Name and
Password. The IP address can be the same as the managing computer. The events
log will be stored at the address(es) chosen.
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Main icons Web Interface for SU PRO/AIR units

New Trap Destination

1P Address

1236

ecurity Mok
SNMPv1 ~

e |

3. Once you are finished, click Save to have your changes take effect.

> To change (edit or delete) a trap destination:

1. To delete a trap destination, click the trash icon () on the same line as the IP
address.

2. To edit a destination, click the configuration icon (5@3:3) on the same line as the IP
address.

3. Inthe window that appears, change the parameters you wish to change (Trap
Destination IP Address, Port, and/or Security Model). If choosing SNMP v3, enter
the User Name and Password. The IP address can be the same as the managing
computer. The events log will be stored at the address(es) chosen.

4. Once you are finished, click Save to have your changes take effect.
Protocols

You can set the management protocol as well as the authentication mode.

Management ] Telnet

Web Interface Http
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SNMP
SNMP support is permanently enabled. You may choose between SNMPv1, SNMPv3 or both.

You can leave the default authentication mode for SNMPv3 as MD5 (message digest
algorithm), or change it to SHA1 (secure hash algorithm).

If you change these values here, you will be required to use them when you log in to the unit
via the RADWIN Manager.

Web Interface
e The unit can be configured for HTTP, HTTPS, or both. To do this, place a checkmark in
the box next to the protocol you want from the Web Interface line.

e The next time you log on to the unit’s Web Interface, use the protocol you chose here.
e Anadmin user must be logged in with HTTPS to make changes in users.

e |fyou have selected HTTPS and log in with HTTP, then the unit will automatically use the
secured model (HTTPS).

e |f you choose Enabled under Strict HTTPS, then the next time you log in, you must do it
via https://IP Address .

Once you are finished, click Save to have any changes take effect.
Syslog Server

This field shows the IP address of a Syslog server to which the specific radio unit sends Syslog
messages. This is configured per individual unit.

IP Address

10.0.0.120

Management

Syslog Server

e Enter the IP Address of the Syslog server, and click Save. It could be the IP address of the
managing computer. The Syslog events will be stored at the address chosen.

Users

Here an admin user can define users, and assign to them a pre-defined category. The admin
user must be logged in using HTTPS. Once you define a user, that person can use the name
and password to log in.
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User Name Profile Last Access time
cbserver observer 0
admin admin Q

Management

installer installer a

operator operator

Possible user profiles are as follows:

User Profile Function Default Password
Observer Monitoring netobserver
Operator Installation, configuration netpublic
Installer Operator plus set-band netinstaller
. Installer plus define users .
Admin (in other words, Everything) netwireless
To add or edit a user, you must be logged in via secure HTTP.
Do this by making sure that HTTPS is selected (from a selected unit, click the
Configure icon, then from Management -> Protocol, select the HTTPS box.
Then log in using the same IP address as before, but add https:// before its
address.
New user:

Click Add new, and the New User window will open.
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User name *

Profile
Operator

Change Password

New Password

Confirm Password

‘ Cancel ‘

1. Enter a convenient name for the new user

2. Choose the profile for this user. The profile determines what the user can and
cannot do.

3. Set the password for this user, and confirm it.
4. Click Save to have your changes take effect.
5. You will see the new user in the Users list.

Edit user:

Click the configuration icon (53);'3 ), and the Edit User window will open.

Edit User

Line_Technician

Profile
Operator v

Change Password
New Password

‘ Caricet | “

Change the name, if needed

Change the profile, if needed. This determines what the user can and cannot do.

w N

Set the password for this user, and confirm it. This must be done no matter what
action you take here.

4. Click Save to have your changes take effect.
5. You will see the edited user in the Users list.
Remove user:

You cannot remove the pre-defined users

1. Click on the trash icon (@ ) to remove the user.
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2. The user will be removed from the Users list.
Inventory

This shows the identification information for the selected unit: Product version, hardware
version and software version, MAC address, serial number, aggregate capacity, the present
temperature inside the unit, and the unit’s power consumption.

Note you cannot see the IP address here. Go to Configure -> Management -> Network to see
the IP address of the selected unit.

Product

HW Version

UNDEFINED

SW Version
4.9.34_b0030_Dec 17 2018

MAC Address
00:15:67:00:00:40
Inventory Serial Number
UNDEFINED0O00000
General
Aggregate Capacity

260 Mbps

Temperature

48°C

Power Consumption
17182 mw

Security
The Security dialog enables you to change the SNMP Community strings.

You can also create an encrypted SNMP Community string value file, set and change the
Security Mode, and the present User Password.

Current Read-Write Community Forgot Community?

] Read-Write Community

Read-Only Communit
Security o 4 4

SNMP
Communinties

[ Trap Community SNMPv1 only

[] Show Characters

Cancel
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SNMP Communities

Each radio unit communicates with the managing computer using the SNMPv1 or SNMPv3
protocol. The SNMPv1 protocol defines three types of communities:

e Read-Only for retrieving information from the radio unit
e Read-Write to configure and control the radio unit

e Trap used by the radio unit to issue traps

The read-write Community strings and read-only Community strings have a minimum of five
alphanumeric characters. Changing the trap Community is optional.

Editing SNMPv1 Community Strings
When editing these strings, both read-write and read-only communities must be defined.
To change a Community string:

1. Type the current read-write Community in the Current Read-Write Community
field (default is netman).

2. Click the check box next to the community whose string you wish to change.

3. Type the new Community string and re-type to confirm. A community string must
contain at least five and no more than 32 characters excluding SPACE, TAB, and any
of “>#@ | *?;."

4. Click Save to have your changes take effect.
Security Mode

This is an enhanced version of the usual secured method of working, which offers extra
protection against unauthorized access of the system.

It is performed on a unit-by-unit basis, and is independent of sector structure or hierarchyl.
Implement this mode as follows:
1. Change the SNMP management interface to SNMPv3:
Select Configuration -> Management -> Protocol (see Protocols on page 13-11)
a. Choose the SNMPv3 radio button. Choose SNMPv3 only, not “V1 and V3”
b. You can use either the MD5 or SHA1 authentication mode

c. Click Save. You will be asked to log in again. Make sure you have the proper SNMPv3
user name and password.

2. Select Configuration -> Security -> Security Mode

1. If configuring one unit for SNMPv3 and Enhanced Security, its counterpart must also be configured for SNMPv3,
but need not be configured with Enhanced Security.
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Security

Security Mode

| Cancel |

3. Enter the SNMPv3 user name and password, and click Authentication.
4. Click Save.

User Password

> To change the user password of the present user:

1. Select Security -> User Password. The User Password dialog box opens.

Current User Password

Security
New User Password

Confirm User Password

User Password

‘ Cancel

Enter the current password.
Enter the new password.
Confirm the new password.

Click Save.

vk W
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Nomadic

Each nomadic HSU is allocated to one of four HBS levels labelled A, B, C and D. Some
operating parameters for each level (such as VLAN, MIR, QoS, resources, fixed rate, Spatial
Multiplexing/Diversity antenna mode) can be different for each level allowing for broad
prioritization of service between different types of nomadic units. This requires that each
nomadic HSU be assigned a level to join a sector.

A nomadic HSU may only send and receive service traffic while stationary. A nomadic HSU
detects that it is time to seek another HBS upon sync loss. Upon entering and stopping in a
new sector, it may take several seconds to establish sync with the sector HBS.

Changing any of VLAN, MIR, QoS, fixed rate, Spatial Multiplexing/Diversity antenna mode for
one configured HSU at a given level, changes all other HSUs at that level. If you add a new
HSU to a sector (by direct connection) at a given level, at sync time, it will acquire the existing
parameters for that level.

1. To configure a nomadic HSU, first configure it as described in the other sections here, then
do the following from the Configure -> Nomadic tab:

Select the Nomadic radio button
From the Device Level pull-down menu, select the level of the unit (A,B,C,or D)

Click Save.

vk~ W N

A message will appear warning you that if the selected type is not defined in the
base station, the HSU will not be able to synchronize.

Once you are ready, click OK. The process will take several seconds, after which the HSU
will be reset.

Notes for units working in he UNI or ETS! (ie, non-FCC) regulatory environment:

For 5.x GHz and 3.x GHz units: You can select a threshold for scanning. Every 1IMHz is
checked. This threshold value is used as a jumping off point for a nomadic unit
to scan for a base station. Any base station that has an RSS value higher is
immediately locked on to. Base stations with values lower than this are placed
in a list, and the best one is chosen.

For 3.x GHz units only: Since every 250kHz is checked, the scan for the best unit can take
guite some time. To reduce this time, you can choose a channel from which to
start the scan.

Date & Time

Here you can set the date and time of the selected unit, whether manually, based on local
time or on an NTP Server.

The radio unit maintains a date and time. The date and time should be synchronized with any
Network Time Protocol (NTP) version 3 compatible server.

During power-up the radio attempts to configure the initial date and time using an NTP
Server. If the server IP address is not configured or is not reachable, a default time is set.

When configuring the NTP Server IP address, you should also configure the offset from the
Universal Coordinated Time (UTC). If there is no server available, you can either set the date

RADWIN 5000 Configuration Guide Release 4.9.75 13-18



Main icons Web Interface for SU PRO/AIR units

and time, or you can set it to use the date and time from the managing computer. Note that
manual setting is not recommended since it will be overridden by a reset, power up, or
synchronization with an NTP Server.

and the NTP Server this port must be opened.
It can take up to 8 minutes for the NTP to synchronize the radio date and
time.

} The NTP uses UDP port 123. If a fire wall is configured between the radio

Note

> To set the date and time:
1. Determine the IP address of the NTP server to be used.

2. Test it for connectivity using the command (Windows XP and 7), for example:
w32tm /stripchart /computer:216.218.192.202

NTP Server
NTP Server Sffset
0.0.0.0 0

Date & Time

) 01:58 FM Use Computer Time

Date & Time

‘ Cancel | “

3. If entering an IP address for the NTP Server, enter the new address.

4. Set your site Offset value in minutes ahead or behind GMT™

5. To manually set the date and time, click the calendar icon and choose the new date,
then click the spinner next to Time to choose the time.

6. To set the time based on the time of the managing computer, click Use Computer
Time.

7. Click Save to have your changes take effect.
Ethernet
In this category, you can configure the input ports on the unit.

LAN Ports
e The input port (called here “LAN1") is configurable for line speed (10/100/1000BaseT)
and duplex mode (half or full duplex).

1. Greenwich Mean Time
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e An Auto Detect feature is provided, whereby the line speed and duplex mode are
detected automatically using auto-negotiation. Use manual configuration when
attached external equipment does not support auto-negotiation. The default setting is
Auto Detect.

e CRC Errors shows how many Cyclic Redundancy Check errors occurred since the last
rest.

LAN1

Current Mode CRCErrors  Main Data Path

1Gbps/Full Duplex Auto (100 Mbps) il 0 Q
undefined
10Mbps/Half Duplex
10Mbps/Full Duplex
100Mbps/Half Duplex
100Mbps/Full Duplex
Auto Detect
Auto (100 Mbps)

Ethernet
SFP
Tx Ratio

Current CRC Errors Main Data Path
LAN Ports

Not Connected
QoS Configuration

Cancel

SSID Status

Access Point Mode Password Security
Auto v

IP Address Channel TX Power

Connected Clients

MAC Address RSSI[dBm]

#
1
2
3
4
5

The SSID status, Security method, and On status of the WiFi unit are displayed.

Access Point Mode: Turn On or Off the WiFi for the device. Auto allows the system to
determine if WiFi needs to be used.

You can set the following WiFi parameters:

e  WiFi password
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e WiFi IP address
e WiFi channel
e  WiFi Tx power

Connected Clients: This area shows up to 5 clients that are connected to this unit, including
their MAC addresses and signal strength (RSSI).

:2 The SSID of the WiFi is R- [serial number of unit]
Note

Click Save to have your changes take effect.

spectrum | I

Spectrum

The Spectrum View utility is an RF survey tool that provides spectral measurement
information, power vs. frequency. You can view real-time spectrum information, save results,
and view historic spectrum scans. The data is stored in the radio unit itself.

The results of the Spectrum View utility are intended for use by RADWIN Customer Service to
assist with diagnosing interference related problems.

We assume the reader knows about RF Spectrum Analysis so detailed theoretical
explanations are not needed.

6. Click on the Spectrum View icon il The Spectrum View window will appear.

Spectrum

Spectrum e | | i 0 s - n Dewnload report X

o 51 Name206- 10.0.0.200
g NTH005, D035

E
Fraquency Mz

A blank Spectrum View result display will appear, where all the bars are grey.

The name of the unit appears, together with its IP address, date and time.
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7. To start a scan first choose its Timeout sec time (top of window), which is the
maximum analysis time per scan.

8. Select the frequency range (Range MHz, top of window). You can only select
allowed frequencies.

9. Once you are ready, click Start to start the scan and see the results on screen. You
will be warned that this is traffic-affecting. If this is acceptable, then click Yes.

Spectrum i | = | it S i o n Do T X

Name200 - 10.0.0.200
09/01/2005 , 00:35

LLLLELETTIrn

—
q:
; p—
e
—
'_il

Frequency MHz

o OO

e Green bars relate to those frequencies you chose when you activated the HBS.
Dark green is Antenna A, and light green is Antenna B.

¢ [f there are frequencies that you did not choose when you activated the HBS, their
bars appear blue.

e The frequencies the unit is working at has text that appear blue.
e Green lines show the maximum power found for the indicated frequency range.
e Dotted lines show the average power found for the indicated frequency range.

e |f a Radar was detected, its indicated by the brown icon, if not, that is indicated by
the gray icon.

The key on the bottom of the window reviews these indications ( == )

10.1f you want to save the report, click Download Report, and select a location where
to save the report file.

Maintenance

Maintenance

This allows you to upgrade, backup or restore the target software.
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Choose the action you want from the pull-down menu.

1. Click Choose Upgrade File, and locate the SWUL_5k.swul file.
2. The name, size and status of the file will be shown.

3. Once you are sure that this is the correct file to use, select it, and click
Open. The file will be uploaded to the unit, and validated. A
description of the file will be displayed.

4. Once you are sure that this is the correct file, click Install. The upgrade
procedure will commence, and when completed, an indication will be
shown.

Backup

We recommend carrying out a backup before carrying out a software upgrade.

1. Click Download

2. The system will commence the backup procedure. Once it is finished,
the name of the file and the date the backup was done will be shown
in this window. Click Done.

3. The backup file will be located in the downloads location of the
managing computer, with the extension *.backupl

4. You can retrieve this backup file by clicking on Restore and browsing to
the file location.

Restore

If you wish to restore a previous configuration of the unit that you had already

backed up, use this option.
1. Click Choose Restore File, and locate the desired *.backupl file
2. The name, size and status of the file will be shown

3. Once you are sure that this is the correct file to use, select it, and click
Open. A description of the file will be displayed.

4. Once you are sure that this is the correct file, click Upload. The restore
procedure will commence, and when completed, an indication will be
shown.

5. Upon completion of the restore procedure, the unit will reset and then
will operate according to the restored version.
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Diagnostics | Yo

Diagnostics

This category provides various tools: Radio Signal Strength display, a ping and trace capability,

diagnostic files (to be used by RADWIN professional services), ethernet loop back, and radio
unit sniffing.

Click this icon to open the Diagnostics window.
RSS Monitor
e This shows the Radio Signal Strength of the selected item in real time.

®  You can set the re-fresh rate at 10 secs or 60 secs, or you can freeze the display at any
point in time.

e The display shows both the present RSS and the best RSS achieved to the present point
in time.

e C(Click Reset Best RSS to reset the best RSS counter, click ReSynch to re-synchronize the
radio unit.

e Use this display when carrying out antenna alignment.

Diagnostics

RSS Monitor
Link ID Frequency Band Status HBSIP HES Name HBS Location
1238Labora = 5.800 ciz | 5.720- GHz Active 10.103.60.2 Hub_Site_1 = PM_Lab

Ping tory 5.855 GHz Registered o1

Trace

10 secs 60 secs  Freeze Reset Best RSS m
Diagnostics File
Ethernet Loop Back

Sniffing

Time [sec]

Current Modulation
EBS sU
173.3Mbps (2x256-QAM 3/4) 20MHz 173.3Mbps (2x256-QAM 3/4) 20MHz

Ping

This is a standard ping function, that also allows you to set the number of packets
and the packet size sent in the ping action.

1. Enter the target IP address in the Target IP window.

2. Enter the number of packets to be sent in the ping action in the
Packets window, and the packet size to be sent in the Packet Size
window.
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3. When you are ready, click PING. The button will display Processing. Do
not interrupt the process.

4. After a few moments, or longer, depending on the size of the values
you entered above, the ping results will be shown.

The ping action is a one-time action, and does not repeat indefinitely.

Trace
This is a trace route tool.
1. Enter the IP address of the target to which you want to carry out the trace.

2. When you are ready, click Trace. The button will display Processing. Do
not interrupt the process.

3. The results will be shown on-screen.

Diagnostics File

This creates a diagnostic file, to be used by RADWIN professional services and support
personnel to expedite assistance.

1. Select the items for which you want information. If an item is not selected, the diagnostic
file will not contain information for that item. If not items are selected, the Diagnostics
icon will become disabled.

2. Click Generate Diagnostics File. The diagnostics process will begin, and a button
will appear with the option to stop the diagnostics action.

e After a few seconds or minutes, a JSON file will be created, stored in the default
downloads section of the managing computer.
e The format of this file name is: diagnostics-DATE TIME.json .

3. Send this file to RADWIN professional services.

Ethernet Loop Back
e The Ethernet loopback command runs an iPerf3 server on the selected radio device.
Ethernet loopback supports both TCP and UDP traffic (port 5001)
e This radio device must be connected to the managing computer directly or via the net-
work - it cannot be run over the air on a remote radio.

1. Run aniPerf3 client on your managing computer.

2. Once this is ready, click Start. The loopback will commence and will continue to
operate until you stop it by clicking Stop.

3. While the loopback is operating, you can use your iPerf3 application on your
managing computer to check performance.

Sniffing
e The Sniffing command captures and downloads TCP/IP packets on the line between the
managing computer and the selected radio device.

e This radio device must be connected to the managing computer directly or via the net-
work - it cannot be run over the air on a remote radio.
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®  You can select sniffing using full mode, or capture only the headers.

e Click Start to start the sniffing process. It will continue until you click Stop, or until the
file reaches it maximum size (5MB).

e The process can be run in the background.
e Once you stop the process, click Download to download the *.pcap file.

e This *.pcap file is downloaded to the default download section of the managing com-
puter. You can use an application such as WinShark to read this file.

Operations | &

Operations

This icon allows you to perform a reset, restore the factory default settings, or to perform a
license-dependent upgrade on the selected device.

Reset

When you choose Reset, you are asked to confirm. Reset is traffic-affecting. If you are sure,
click Reset.

Reset device

Are you sure you want to reset the selected
device?

Factory Default

When you choose Factory Default, you are asked to confirm. Since Factory Default involves a
reset, it is traffic-affecting. You have an option to restore the default IP address (10.0.0.120),
by clicking the box next to Default IP address. If you do not click this box, the device will retain
its previous IP address. Once you are sure, click Restore Defaults, otherwise, click Cancel.

Factory Default

Restore to Factory Default Settings will bring down the connection
The Link may be uneachable after the process.

This process takes several seconds and followed by a device reset.

[ Default IP Address (10.0.0.120)

e

Licenses

To carry out a license-dependent upgrade, you must first acquire a license key. Do this as
follows:

1. Catalogue number: Contact your RADWIN representative, and get a catalogue num-
ber of the upgrade you want. Purchase as many of these upgrades as you deem nec-
essary.
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2. PAKs: You will receive a list of Product Activation Keys (PAK) for each upgrade
instance. A PAK number can be used on any compatible RADWIN product; they are
not specific to any one given item of equipment.

3. Activate PAKs: Associate each PAK to a specific item of equipment: Access the
License Key Application website: http://tools.radwin.com/updates/licensekey/lk-
radwin.htm, and follow the instructions there to activate each PAK for the specific
item of equipment you need to upgrade.

4. Get License Keys: The License Key Application will then give you a list of license
keys. These numbers are unique for the specific upgrade and specific item of
equipment. We recommend saving this list as a text file in a convenient location.

5. Select the device for which you want to apply a license-dependent upgrade.

6. Choose Operations -> License. The License Activation window will open.

Licence Activation

7. Enter the license code in the field, or click License file, then Choose file to where
you have saved the license file.

8. Once you are ready, click Activate.

9. The unit will be reset, after which it will be upgraded using the new license.

User Profile Icon @

Admin

Admin, Observer, Operator, Installer

The name of the user profile will appear on the icon. Click this icon to log out of the HBS.

13.3.3 Radio List

The mid section of the user interface shows the status of the connected unit, together with
its base station.

The information for the subscriber unit will be displayed along the top edge of the window.

e |P address
e |ocation
e SectorID
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Info Panel

Frequency Band
Channel BW

Frequency of operation

RSS for each stream (RSS1 and RSS2), on both the HBS side and the HSU side

Throughput for the uplink and downlink
Tx/Rx ratio

Web Interface for SU PRO/AIR units

You can use this display of the RSS in real time as an aid during antenna alignment.

Note

13.3.4 Info Panel

The right pane of the user interface functions as an information panel, giving a brief overview
of the sector, showing the following:

HSU (above)

Product name

Software version of target (SW Version)
Hardware version (HW Version)

Serial Number

MAC Address

The unit’s latitude and longitude

The unit’s up time since last reset

HBS (below)

To minimize the info panel, click on the minimize symbol:

Product name
Location
IP address and mask

Downlink ration and Uplink ratio

RADWIN 5000 Configuration Guide
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HEBS - Sector

Product Name
RSO0/ MBS/ SPGS/FIFS FOCLET
BUOVINT - RW-5PG5-0635

WA

GPS Data
Sy St
notsynchronized

Web Interface for SU PRO/AIR units

e To restore the info panel, click on the minimize symbol again:

Q @

Search Alerts Log Out
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Chapter 14: Managing a
RADWIN JET DUO Sector

14.1 Scope of this Document

This document deals with managing the sector when working with a RADWIN JET DUO base
station which has Release 4.9.34 and above. It covers DUO HBS configuration and HSU
Configuration from the DUO HBS.

e The RADWIN JET DUO has two carrier frequencies in one unit: 5.x GHz, and 3.x GHz.
Although they operate independently (they can be activated and de-activated indepen-
dently, for example), since they are from the same unit, the sector name for both are
the same, and if the HBS is reset, the action affects both carriers.

e In contrast to previous products, the RADWIN JET DUO is managed completely via its
Web Interface, which is based in the unit itself. Configuration changes are also saved in
the unit itself, and not in the accessing computer.

When working with a DUO base station (Release 4.9.34 and above), use
its web interface only. It is not possible to use the RADWIN Manager.

However, when working with a LFF, SFF, JET base station, or DUO base
station (Release 4.9.31 and below), or upgrading the DUO base station
from 4.9.31 to 4.9.34, use the RADWIN Manager as the management
application.

14.2 Login

Access the web interface by connecting to the unit, either directly via RJ45 cable, or via the
internet. We recommend using a PC or laptop. Do not use a smartphone. Enter the unit’s IP
address in a web browser (default value: 10.0.0.120). A welcome message will appear.
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Login

User Name

Password

Enter the user name and password, then click Login
User name: admin
Password: netwireless

The main window will appear.

Fllters * HES - Sector

+ Carrier Product Name
AWS000/HES/5200/F 58/FCUEXT - IW-

= Link Status $I00-0250

Sy Statur
Hat Synchranized

Up Time
OThD2m29s

Figure 14-1: RADWIN JET DUO Main/Overview Window

For an explanation of the Web User Interface, see Web Ul Overview

For instructions on first-time use of a DUO base station, see First-Time Use

14.3 Web Ul Overview

The Web Ul shows the DUO base station and any subscriber units it has detected.
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You can see both carrier sectors at the same time, with all subscriber units.

You can filter what you see, and display the subscriber units in various manners.

Click on the section of the Web Ul of which you want more information:

@ Filters @ Main icons
@ HBS List @ HSU List
@ Sector Display views @ Right Pane

14.3.1 Filters

Here you can use certain criteria to filter what is displayed:

e Carrier: Select Carrier 1 or Carrier 2 to show only devices using the selected carrier.
To show all devices using all carriers, select the Carrier title.

e Link Status: Select the status of the HSUs you want displayed. Possible HSU statuses are:

Icon HSU status Description
@ Active Registered Registered, in sync
@ Active Unregistered Unregistered
@ Not Synchronized Registered, no sync
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Icon HSU status Description
@ Active Violated Belongs to another sector
@ Active SW Upgrade Required / Freq band Software Upgrade
mismatch required
@ Active Authentication Error Authentication error

To show all devices using all statuses, select the Link Status title.

e Registration Status: Select Registered or Unregistered to show only devices in the indi-
cated state.
To show all devices whether registered or not, select the Registration Status title.

e Service Type: Select Best Effort or CIR to show only devices with the indicated service
type.
To show all devices no matter what the service type, select the Service Type title.

e To minimize the Filters list, click on the minimize symbol:

Filters

— Carrier
Carrier 1
Carrier 2

Link Status

Registration Status

Registered
Unregistered
Service Type
Best Effort

CIR

e To restore the Filters list, click on the minimize symbol again:

Sector
1238Laboratory

AWjilable HSUs +

RTA-(HSU)_2

HSU 3.x
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14.3.2 Main icons

Along the top edge of the Web Ul, there are icons that allow you to carry out certain tasks for

the radio units.

Managing a RADWIN JET DUO Sector

The applicable icons become enabled when you select the radio unit relevant for the task. For
example, if you select an un-registered HSU, the Register icon will become enabled, but the
Deregister icon will not.

b

Configure

Events

A

Performance Spectrum Register ~ Deregister Maintenance Operations Diagnostics

i Q& G

Set various parameters for the selected unit, including, but not
limited to:
e |P address,

e frequency and bandwidth,

Deregister

b Configure e transmission power,
Configure
e passwords,
e NTP settings,
e VLAN
e Qo0S, and more
Shows system failures, loss of synchronization, loss of signal,
Events compatibility problems and other fault conditions and events for
the selected unit or units. You can also search and filter the events
Events by severity, source, and time.
The Performance Monitoring feature constantly monitors traffic
AN Performance | and collects statistics data, whether or not the Web Ul is open. Use
Performance this to see performance monitoring for the selected unit or units.
The Spectrum view utility provides spectral measurements, and is
.||||.| Spectrum be useful in assisting with diagnosing interference related problems
Spectrum prior to full sector activation. It is operated per carrier.
{I Register Registers an HSU
Register
{] Deregister De-registers an HSU
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. Back up, upgrade or restore the software in the selected unit or
Maintenance .
units.
Maintenance
Operations Resets, restores to factory default configuration, and allows
RN P license-dependent upgrades on the selected unit or units.
Operations
, , Creates diagnostics files, for use by RADWIN professional services
Diagnostics . .
LJO and support personnel to expedite assistance.
Diagnostics
r Profil . .
@ User Profile Click this icon to log out of the HBS.
Icon
Admin

Configure |

Configure

These are the configuration categories:

System Service (HSU only) Tx & Antenna

Air Interface (HBS only) Management Hub Site Sync (HBS only)
Inventory Security Date & Time

Ethernet (HBS only) General (HBS only) WiFi (HSU only)

Most are relevant for both HBSes and HSUs, but some are applicable for only one of them,
and are indicated. If a category is not relevant for the unit you have selected, it will not
appear in the GUI.

In addition, some specific items are different between HBSes and HSUs, and these are
indicated in the descriptions as well.

System
General

These items are convenience fields: Description, Object ID, Name, Contact, Location, and
Last Power Up. Name and Location are typically entered during HBS activation. If you make
any changes, click Save to have them take effect.
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System

General
— Description

Wireless Link
Coordinates

ObjectID
1.3.6.14.1.4458.20.5.1.1.

Name.

DUO_PM

Contact
Person

Location

PM_Lab

Last Power Up
12/11/2018, 14:21:05

Coordinates

These can be changed for an HSU only, and can be changed only if the device does not have a
GPS.

The coordinates (latitude and longitude) use either decimal degrees or degrees, minutes, and
seconds. If you make any changes, click Save to have them take effect.

System

General (@) Decimal Degrees Latitude (-89 to +89)
- 0.00000
Coordinates. () Degrees Minutes Seconds Decimal Degrees

Longitude (-180 to +180) o
0.00000 @ Degraes Minutes Seconds

Latitude - Degroes | Mirub

Longltuds - Degrees / Minutis | Secandh

s | (D

Tx & Antenna

For an HBS, you can make changes for each carrier independently of each other. Changes
made here may affect link quality and in the case of antenna type, cause a re-sync for the
selected carrier.

Changing the antenna type for an HSU will cause a re-sync to that site only.

If you make any changes, click Save to have them take effect.
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HBS:
.
Carrier 1 Carrier 2
Tx & Antenna
Antenna Connection Type:
O &
Antenna Type Beamwidth (0to 360)  Azimuth (0 to 359)
90 - o]
Tx Power {Per radio) Tx Power (System) Required Tx Power (Per radic}
18dBm 21dBm 25 dBm
Max EIRP EIRP
43 dBm 36 dBm
Cancel

HSU:

Antenna Connection Type:
Tx & Antenna f %
(@) External () Integrated

Antenna Type
Dual ~

T Power {Per radio) Tx Power (Systern) Required Tx Power (Per radic}

18dBm 21 dBm 24 + dBm

Max EIRP
43 dBm

Air Interface (HBS only)

Parameters here can be set for each carrier independently of each other.

If you change a band in one carrier, both carriers will be reset.

Radio

Ill

Sector ID: Set the Sector ID here. The value will “percolate” to all registered HSUs. It
will of course, be “picked up” by newly installed and registered HSUs. The same Sec-
tor ID is used for both carriers.
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Operating Channel: You can change the operating channel (only to those channels
for which there is hardware support) if Automatic Channel Selection is not enabled.
For the new channel to take effect you much deactivate, then reactivate the HBS.

Channel Bandwidth: You can choose the channel bandwidth even if Automatic
Channel Selection is enabled. The changes will be sector-wide, and affect which RSS
Threshold power levels are available.

Automatic Channel Selection: Allows you to choose the channel automatically. We
recommend you do this only at configuration time.

Carrier 1 Carrier 2

Air interface
Sector ID
Radio 1238 Laboratory

ATPC Channel Bandwidth Operating Channel

CIR/BE Resource 20~ 5.805

Advanced .
Automatic Channel Selection |

Change band
5.740 5.745 5.750 5755

5.760 5.765 5.770 5775
5.780 5.785 5.790 5795
5.800 5.805 5.810 5815
5.820 5.825 5.830 5835

Cancel

ATPC

Automatic HSU Transmit Power Control enables the HBS to optimize the transmit power of all
HSUs in the sector for the selected carrier. This is done by configuring the desired RSS (radio
signal strength) threshold level. The HBS then tunes the transmission power of the HSUs to
give this RSS value.

e Mode: Select Disabled, Static, or Dynamic from the pull-down menu.
- Disabled: Disables the ATPC option
- Static: Instructs the HBS to find an optimal transmit RSS value for the HSUs. The

HBS then locks on to this power value and does not change it until this configu-
ration option is changed.

- Dynamic: Instructs the HBS to find an optimal transmit RSS value for the HSUs.
The HBS will change this power value from time to time when needed.

e RSS Threshold: The desired RSS level which the HBS refers to in order to tune the trans-
mission power of the HSUs. The best power level depends on the radio plan, but is also
influenced by your choice of Channel Bandwidth.
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Carrier 1 Carrier 2

Air interface

Mode Rss threshold

Radio Static = -

ATPC
CIR/BE Resource
Advanced

Change band

Caneel | “

CIR/BE Resource

If the sector you are working with has a combination of CIR and Best Effort HSUs, this option
allows you to set what percentage of the sector resources are allocated to CIR units and what
percentage are allocated to BE units.

Click the Use recommended settings radio button to set the CIR/Best Effort to 80%-20%.

Carrier 1 Carrier 2

. Use recommended settings

Air interface — B o
() Customize CIR/BE resource allocation

Radio

CIR
ATPC 20%
CIR/BE Resource =
Best effort only
Advanced

Change band

| cance! | “

If you wish to customize the settings, do the following:

e If you have only BE units, check the Best Effort only box. This is like setting CIR/Best
Effort Ratio to 0.0%/100.0%. If you have at least one CIR unit, this box is disabled.
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Carrier 1 Carrier 2

() Use recommended settings

Air interface . .
(@) Customize CIR/BE resource allocation

Radio

CIR BE
0% 100%
50 100 0 50

ATPC

CIR/BE Resource
] Best effort only
Advanced

Change band

‘ Cancel ‘ “

e |f you have only CIR units, move the slider to the far right, and get 100% for CIR. This is
the most efficient use of resources for a sector with only CIR units.

You can set this before any fixed HSUs are registered, and if you choose 100% of one kind or
another, you will be limited when registering the HSUs to that resource type.

When you register a specific HSU, you choose what percentage of the specific resource type
(CIR or BE) to allocate to this HSU (see Register Subscriber Units on page 14-69).

Carrier 1 Carrier 2
| Use recommended settings
Air interface - B R

O] Customize CIR/BE resource allocation

Radio
CIR BE
ATPC
90% 10%
— —

CIR/BE Resource 30 Loy 0 -

[] Besteffort only
Advanced

Change band

‘ Cancel | “

Click Save to have your changes take effect.
Advanced

This option allows you to configure the Throughput Mode: This determines how the Adaptive
Modulation mechanism works.

e Maximum Throughput (default) should be chosen if throughput is more important than
higher delay
(If configuring a sector for FCC UCBP, see Appendix B, Operating Under the FCC Unre-
stricted Contention Based Protocol for further instructions).
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e Optimized Latency minimizes delay at the expense of lower throughput.

Carrier 1 Carrier 2

Air interface
Throughput Mode

Radio Optimized Latency «

ATPC
CIR/BE Resource
Advanced

Change band

| Canct ‘ “

Click Save to have your changes take effect.

Change band

Changing the band in use is always carried out at the sector level, each carrier by itself.
1. Make sure you are logged in to the DUO as Installer.

2. From the Select a band from the list pull-down menu, select the new band. The
specific list depends on your regulatory environment.

3. Choose the working channel bandwidth and operating channel.

4. Click Save. A message will appear cautioning you that all the devices will be reset.
Note that this applies to both carriers even if you are only changing the band for
one of the carriers.

When changing a frequency band for one carrier, both carriers will be reset.

5. Click Yes to continue.

6. Click OK. A sector re-sync follows.
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Carrier 1 Carrier 2

Air interface
Selecta band from the list

Radio 5.730-5.845 GHz FCC/IC

ATPC Channel Bandwidth Operating Channel

20w 5.780 =
CIR/BE Resource

Advanced Automatic Channel Selection  Select

Change band 5.745 5750

BEAAAE
BEEA A

‘ Add bands ‘ | Cancel |

You may also add new Bands by clicking the Add Bands button. There are several provisos to
this:

e Additional Bands must be available for your hardware
e Such additional Bands must be available within the framework of your local regulations
> To obtain and install additional bands:

1. Make a list of ODU serial numbers for all HBSs and all HSUs to receive additional
bands. The list should be a simple text file, one serial number per line. (The serial
numbers are located on the stickers on the ODUs.)

2. Click Add Bands. An instruction panel is displayed

Adding Bands

The Serial numbers od your devices are shown in the Serials section.
To Add further bands:

1.Press the Copy button

2.Click the URL link button to navigate to the License Key Site.
3 .Paste (Control V) the serial numbers in te indicated field.

4 Fill out the required details.

License Key site URL:

The serial numbers displayed relate to the radios in the sector. Click Copy to copy the
numbers to the clipboard.

3. This step applies only if you have additional un-installed units:

Before proceeding to Step 2 in the instruction panel, make your own list of serial
numbers of units you have in a plain text editor. If the serial numbers are in the list,
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Managing a RADWIN JET DUO Sector

select your list and copy it all to the clipboard. Otherwise append the clipboard con-
tents to your list. Select the whole list and save it to the clipboard.

4. Now carry out steps 2 to 4 in the instruction panel. Step 2 will take you to a Web

page.

This generator can be used for expanding the available bands of an ODU to additional bands supported by the QDU
hardware. Different products have different expansion bands available, please consult the Release Notes document or
our Professional Services for more information. Note: The regulatory rulings of certain regions prohibit adding certain
bands. Where this is applicable, the License Generator will prevent adding these prohibited bands.

Fill out the form below to generate your License Key. After submitting the form you will receive an email with the new License Key.
License Key generation is per serial number, you may enfer several serial numbers. Required fields are marked with *. The
Reference field is for your own records The License Key is supported from releases 2.4.50 and 1.9.12

To use it you should login as Installer.
Personal details

End-User Full Name:*
Address:*

End-User Email Address:*
Reference:

Link details

Required Band.” 2.3 GHz Universa

Installation Country:* Plasse Salect..

Company:*
Phone:*

Confirm Email:*
Enter Code (9183)*

Serial Numbers:*

5. Fill out the requested details in the Web page. Click Get Key to terminate the dialog

box.

6. The results of your request will be displayed with further instructions.

Mo. Serial

1 PETE40E000400000
2 PIN5801500A00005
3 PIN5E0I500A00004
4 PINE201500A00003

Status

Serial Found
Serial Found
Serial Found
Setial Found

You will receive an automated email during the next few minutes. If it does not arrive, please check that it was not caught by your

junk/spam filter.
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A few minutes later, you should receive an email, containing in its body, a list of
license keys.

supported or Serial not found. Supported bands typically reflect your
local regulations. Check missing serial numbers with RADWIN Customer
Service.

} You may see error messages in the Status Column such as Band not

7. Copy and Paste the license keys into a plain text file and save it to a safe known
place.

8. Open the Operations -> Licenses window (see Licenses on page 14-54). Check the
License File button and navigate to the file you saved in the last step.

9. Click Activate. The next time you enter the Change Bands tab, the new bands will
be available.

Management

This category enables you to change the IP address, subnet, mask and gateway of the selected
device, configure the management VLAN, set trap destinations, change the management
protocol and its authentication mode, and add or remove user definitions.

Network

You may configure a link for IPv4, IPv6, or both. Using both IP versions is useful in conjunction
with applications that do not fully support IPv6.

1. Choose what type of IP address to enter (IPv4, IPv6, or both)

1P Version
IPvad «

IPv4
Management

IP Address

Network 10.104.60.230

Subnet Mask
255.255.255.0

Default Gateway
10.104.60.201

| Cancel | “

Here, we choose both, and enter the IPv6 addresses:
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1Pv4 P Version
IPv4 + IPv6 +

IPvG

IPv4 + IPv6 1Pv4 IPv6

IP Address IP Address

10.104.60230 205:104:60230
IP Address
10.104.60.230

Subnet Mask Subnet Prefix Length
255.255.255.0 64

Default Gateway Default Gateway
10.104.60.201 205:104:60:201

‘ Cancel ‘ “

2. Enter the appropriate IP address or addresses, including the Subnet Mask and
Default Gateway (for IPv4), and/or the Subnet Prefix Length and Default Gateway
(for IPv6).

3. Click Save.

4. If you changed any values, you will see a message warning you that a device reset
will be done. To confirm, click OK.

VIAN

Configure the management VLAN here. To configure a VLAN for traffic, see VLAN on page 14-
38.

The management VLAN enables separation of user traffic from management traffic whenever
such separation is required. It is recommended that each member of a sector be configured
with different VLAN IDs for management traffic. (This reduces your chances of accidentally
locking yourself out of the sector.)

VLAN IDs are used by RADWIN products in three separate contexts:
Management VLAN, Traffic VLAN and Ethernet Ring. It is recommended
that you use different VLAN IDs for each context.
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Management

Cancel “

> To enable VLAN for management:
1. Check ON in the VLAN window.
2. Enter a VLAN ID. Its value should be between 2 and 4094.

After entering the VLAN ID, only packets with the specified VLAN ID are processed
for management purposes by the HBS/HSU. This includes all the protocols supported
by the radio (ICMP, SNMP, Telnet and NTP). Using VLAN for management traffic
affects all types of management connections (local, network and over the air).

3. Enter a Priority number between 0 and 7.

The VLAN priority is used for the traffic sent from the radio to the managing com-
puter.

4. Change the VLAN ID and Priority of the managing computer NIC to be the same as
those of steps 2 and 3 respectively.

5. Click Save.

> Lostor forgotten VLAN ID or IP Address

If the VLAN ID or IP address of the DUO unit is forgotten, you can carry out the steps
shown below to restore the values.

e Set the NIC of the managing computer to a static IP address, using an appropriate
Subnet value. Record this subnet value (for eg. 192.168.3.100)

e Open a command line interface, and type
ARP -s xxX.yyy.zzz.www 00-15-67-8D-5F-FF
Where XXX.yYY.2zz.WWW is an |IP address appropriate for the NIC’s subnet value.
00-15-67-8D-5F-FF is a unique RADWIN MAC address, and must be entered as-is.

Note that as soon as you enter this command, you have 3 minutes to change whatever needs
to be changed on the unit, so do the next few steps quickly:

e Enter the command:

ping XXX.Yyy.ZzZ.www
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You will see several timeout messages. Wait until you see about 3 or 4 of them.

e Enter the command:

ARP -d XXX.Yyyy.zzz.www
e Open a web browser, and enter xxx.yyy.zzz.www

You will see the welcome message of the RADWIN JET DUO
e Enter the user name and password, click Login.

e From the main window, follow instructions as shown in this document to either
change the IP address, or record the IP address. Do the same with the VLAN ID, if
relevant.

Note that during this 3 minute window, there is no VLAN.
Trap Destinations

All traps are saved at each location you define.

Security Model
SNMP v1

Management SNMP v1

Trap Destination

‘ Add new ‘ Cancel

> Tosetanew trap destination:
1. Click Add new

2. Inthe window that appears, enter the Trap Destination IP Address, Port, and
Security Model (SNMP v1 or v3). If choosing SNMP v3, enter the User Name and
Password. The IP address can be the same as the managing computer. The events
log will be stored at the address(es) chosen.
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New Trap Destination

1P Address

1236

ecurity Mok
SNMPv1 ~

e |

3. Once you are finished, click Save to have your changes take effect.

> To change (edit or delete) a trap destination:

1. To delete a trap destination, click the trash icon () on the same line as the IP
address.

2. To edit a destination, click the configuration icon (5@3:3) on the same line as the IP
address.

3. Inthe window that appears, change the parameters you wish to change (Trap
Destination IP Address, Port, and/or Security Model). If choosing SNMP v3, enter
the User Name and Password. The IP address can be the same as the managing
computer. The events log will be stored at the address(es) chosen.

4. Once you are finished, click Save to have your changes take effect.
Protocols

You can set the management protocol as well as the authentication mode.

Management ] Telnet

Web Interface Http
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SNMP
SNMP support is permanently enabled. You may choose between SNMPv1, SNMPv3 or both.

You can leave the default authentication mode for SNMPv3 as MD5 (message digest
algorithm), or change it to SHA1 (secure hash algorithm).

Telnet
Telnet can be enabled only for units that have this feature (LFF, SFF, and JET).

For a sector managed as part of a network, direct access to a HBS/HSU using Telnet is
considered to be a security breach. Telnet access may be enabled or disabled by clicking the
Protocol tab and enabling/disabling Telnet access using the Telnet check-box.

Web Interface

Only relevant for the RADWIN JET DUO, SU PRO/AIR EMB or SU PRO/AIR INT.

e The unit can be configured for HTTP, HTTPS, or both. To do this, place a checkmark in
the box next to the protocol you want from the Web Interface line.
e The next time you log on to the unit’s Web Interface, use the protocol you chose here.

e Anadmin user must be logged in with HTTPS to make changes in users.
Once you are finished, click Save to have any changes take effect.
Users

Here an admin user can define users, and assign to them a pre-defined category. The admin
user must be logged in using HTTPS. Once you define a user, that person can use the name
and password to log in.

Profile Last Access time

observer observer Q

Management admin admin Q

installer installer ]

operator operator 0

Add new Cancel

Possible user profiles are as follows:

User Profile Function Default Password
Observer Monitoring netobserver
Operator Installation, configuration netpublic
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User Profile Function Default Password
Installer Operator plus set-band netinstaller
. Installer plus define users .
Admin (in other words, Everything) netwireless
To add or edit a user, you must be logged in via secure HTTP.
Do this by making sure that HTTPS is selected (from a selected HBS, click the
Configure icon, then from Management -> Protocols, select the HTTPS box.
Then log in using the same IP address as before, but add https:// before its
address.
New user:

Click Add new, and the New User window will open.

User name *

Profile
Operator «

Change Password

New Password

Confirm Password

1. Enter a convenient name for the new user

2. Choose the profile for this user. The profile determines what the user can and
cannot do.

3. Set the password for this user, and confirm it.
4. Click Save to have your changes take effect.
5. You will see the new user in the Users list.

Edit user:

Click the configuration icon (@ ), and the Edit User window will open.
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Edit User
Line_Technician
Profile
Operator +
Change Password
New Passward
onfirm Password

. Change the name, if needed
. Change the profile, if needed. This determines what the user can and cannot do.

. Set the password for this user, and confirm it. This must be done no matter what
action you take here.

4. Click Save to have your changes take effect.
5. You will see the edited user in the Users list.
Remove user:

You cannot remove the pre-defined users

1. Click on the trash icon (@ ) to remove the user.

2. The user will be removed from the Users list.
Hub Site Sync (HBS only)

If there are co-located radio units with your HBS, they can interfere with each other. The Hub
Site Synchronization (HSS) feature was created to prevent this.

To enable Hub Site Synchronization, click On.

See the Hub Site Synchronization Application Note for more details.
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Operation

Independent Unit

Synchronization

Mot Applicable

Hub Site Sync Operational State Protoce
Hub Sync Client - Continue Tx ~ Ethernet +

Transmission Phase
(@) Normal

() Shifted

Cancal | “

Inventory

This shows the identification information for the selected unit: Product version, hardware
version and software version, MAC address, serial number, aggregate capacity, the present
temperature inside the unit, and the unit’s power consumption.

Note you cannot see the IP address here. Go to Configure -> Management -> Network to see
the IP address of the selected unit.

Product

HW Version
UNDEFINED

SW Version
4.9.34_b0030_Dec 17 2018

MAC Address
00:15:67:00:00:40
Inventory Serial Number
UNDEFINED0OODD000
General
Aggregate Capacity
260 Mbps

Temperature
48°C

Power Consumption
17182 mwW

Security
The Security dialog enables you to change the SNMP Community strings.

If the selected unit is an HBS, you can also create an encrypted SNMP Community string value
file, set and change the Link Password, and the present User Password.
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Current Read-Write Community Forgot Community?

] Read-Write Community

Read-Only Communit
Security d id L4

SNMP
Communinties

[] Trap Community SNMPv1 only

[ Show Characters

Cancel

SNMP Communities

Each radio unit communicates with the managing computer using the SNMPv1 or SNMPv3
protocol. The SNMPv1 protocol defines three types of communities:

e Read-Only for retrieving information from the radio unit
e Read-Write to configure and control the radio unit

e Trap used by the radio unit to issue traps

The read-write Community strings and read-only Community strings have a minimum of five
alphanumeric characters. Changing the trap Community is optional.

Editing SNMPv1 Community Strings

When editing these strings, both read-write and read-only communities must be defined.

> To change a Community string:

1. Type the current read-write Community in the Current Read-Write Community
field (default is netman).

2. Click the check box next to the community whose string you wish to change.

3. Type the new Community string and re-type to confirm. A community string must
contain at least five and no more than 32 characters excluding SPACE, TAB, and any
of “>#@ | *?;."

4. Click Save to have your changes take effect.
Link Password

The Link Password enables enhanced security for the link. It is not the same as the user
password.

This item is available as follows:

e Atanisolated HBS (No active HSUs)
e Atanisolated HSU
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e Never for an active HSU
The default password is wireless-p2mp.
> To change the link password:

1. Select Security -> Link Password. The Link Password dialog box opens.

Current Link Password
New Link Password

Security Confirm Link Password

[] Show Characters

Link Password Forgot Password?

2. Enter the current link password (The default link password for a new unit is
wireless-p2mp).

If you have forgotten the Link Password, click Forgot Password?. The following tool
tip is displayed:

Forgot Password?
‘ The Alternative passward is supplied with the product. It ‘

may also be obiained via customer support. Flease have
the unit's Serial Number and'or MAC Address ready
when requesting an Alternative Community.

Follow the instructions in the tool tip to use the Alternative Link Password, and click
OK to finish. Continue with the next step.

3. Enter a new password.

4. Retype the new password in the Confirm field.

5. Click Save.

6. Click Yes when asked if you want to change the link password.
7. Click OK at the Password changed success message.

User Password (HBS only)

> To change the user password of the present user:

1. Select Security -> User Password. The User Password dialog box opens.
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e Alink password must contain at least eight but no more than 16 char-
% acters excluding SPACE, TAB, and any of “>#@ | *?;.”
Note e Restoring Factory Defaults returns the Link Password to wireless-

p2mp.

Current User Password

New User Password

Security Confirm User Password

[ Show Characters

Forgot Password?

User Password

2.

‘ Cancel

Enter the current password.

If you have forgotten the password, click Forgot Password? The following tool tip is
displayed:

Forgot Password?

The Alternative passward is supplied with the product. It
may also be obiained via customer support. Please have
the unit's Serial Number and'or MAC Address ready
when requesting an Alternative Community.

Follow the instructions in the tool tip to use the Alternative Link Password, and click
OK to finish. Continue with the next step.

Enter a new password.

Retype the new password in the Confirm field.

Click Save.

Click Yes when asked if you want to change the password.

Click OK at the Password changed success message.

Note

I
I%'!J.\'P‘S"PS“

e A user password must contain at least eight but no more than 16
characters excluding SPACE, TAB, and any of “>#@ | *?;.”
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Date & Time

Here you can set the date and time of the selected unit, whether manually, based on local
time or on an NTP Server.

The radio unit maintains a date and time. The date and time should be synchronized with any
Network Time Protocol (NTP) version 3 compatible server.

During power-up the radio attempts to configure the initial date and time using an NTP
Server. If the server IP address is not configured or is not reachable, a default time is set.

When configuring the NTP Server IP address, you should also configure the offset from the
Universal Coordinated Time (UTC). If there is no server available, you can either set the date
and time, or you can set it to use the date and time from the managing computer. Note that
manual setting is not recommended since it will be overridden by a reset, power up, or
synchronization with an NTP Server.

The NTP uses UDP port 123. If a fire wall is configured between the radio
% and the NTP Server this port must be opened.
Note It can take up to 8 minutes for the NTP to synchronize the radio date and

time.

> To set the date and time:
1. Determine the IP address of the NTP server to be used.

2. Test it for connectivity using the command (Windows XP and 7), for example:
w32tm /stripchart /computer:216.218.192.202

NTP Server

NTP Server

0000 0
Date & Time

B 01:58 PM Use Computer Time

Date & Time

3. If entering an IP address for the NTP Server, enter the new address.

4. Set your site Offset value in minutes ahead or behind GMTL.

1. Greenwich Mean Time
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5. To manually set the date and time, click the calendar icon and choose the new date,
then click the spinner next to Time to choose the time.

6. To set the time based on the time of the managing computer, click Use Computer
Time.

7. Click Save to have your changes take effect.
Ethernet (HBS only)

In this category, you can configure the ratio between the uplink and downlink (Tx Ratio), the
input ports on the unit, and the QoS (quality of service).

x Ratio

The Tx Ratio (Transmission Ratio, Asymmetric Allocation) shows the allocation of throughput
between downlink and uplink traffic at the HBS. The Transmission Ratio is not only sector-
wide: If you use Hub Site Synchronization to collocate several HBSs (to cover adjacent
sectors), they must all use the same Transmission Ratio.

1. Move the slider to the right or left to determine the Tx Ratio.

2. Click Save to have your changes take effect.

Downlink 50.0% /50.0 % Uplink
ns 88.5

Ethernet
Tx Ratio
LAN Ports

Qos Configuration

Cancel

The allowable range is from 50/50 % to 88/11 %. Setting values beyond this range
will cause unpredictable results.

You must ensure that the range remains within allowable values. There is no fail-
safe.

The effective available range for symmetric allocation is determined by channel bandwidth as
shown as well as link distance. In this context, “link” is any collocated RADWIN HBS, not
necessarily a RADWIN JET DUO.

LAN Ports
There are two ports, called LAN1 and SFP:
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e LAN1 refers to the port on the radio unit labeled “PoE IN” and can carry data as well as
power.

e SFP refers to the port on the radio unit labeled “LAN” and functions as an SFP port
which can carry data only.

e The LAN1 input port is configurable for line speed (10/100/1000BaseT) and duplex
mode (half or full duplex).

e Line speed 1000BaseT is only available if the HBS is connected to a GbE PoE device.

e An Auto Detect feature is provided, whereby the line speed and duplex mode are
detected automatically using auto-negotiation. Use manual configuration when
attached external equipment does not support auto-negotiation. The default setting is
Auto Detect.

e The SFP input port can only be set as Auto Detect or Disable.

e CRC Errors shows how many Cyclic Redundancy Check errors occurred since the last
rest.
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LAN1

Current Mode CRCErrors  Main Data Path

1Gbps/Full Duplex Auto (100 Mbps) v 0 Q
undefined

10Mbps/Half Duplex
10Mbps/Full Duplex
100Mbps/Half Duplex

100Mbps/Full Duplex
Auto Detect

Auto (100 Mbps)
Ethernet
SFP

Tx Ratio

Current CRC Errors Main Data Path
LAN Ports

Not Connected
QoS Configuration

Although you can use the LAN (ie, “SFP”) port for traffic and/or management, you
still must connect voltage to the PoE IN port (“LAN1").

QoS Configuration (HBS side)

QoS (Quality of Service) is a technique for prioritization of network traffic packets during
congestion.

RADWIN 5000 sectors support two classification criteria: VLAN based or Diffserv based. You
may choose which of them to use. To work with them properly you must be familiar with the
use of VLAN (802.1p) or Diffserv.

This section describes how to configure QoS for the HBS for the whole sector. However, to
fully configure QoS properly, you must also configure it for each HSU in turn. To configure QoS
for a single HSU, see QoS Configuration (HSU side) on page 14-36.

Based upon the classification criterion chosen, received packets will be mapped into one of
four quality groups: Real time, Near real time, Controlled load or Best effort. You may
partition the total link capacity across the four Quality queues. The default weights as
percentages are shown in the table below:

Priority

Quality queue
Diffserv VLAN

Real time 48-63 6-7

Near real time (responsive

.. 32-47 4-5
applications)
Controlled load 16-31 2-3
Best effort 0-15 0-1
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You can also define part of the link capacity as carrying Voice-over-IP traffic. This is similar to
defining part of it as Real time (see Enabling a VoiP Queue (HBS side) on page 14-32).

1. From the Mode pull-down menu, Choose either the VLAN or Diffserv method.

2. For the method you selected, type the Priority Mapping for each queue. This
determines the mapping (or translation) of the priority mapping of the traffic to
what is used by the RADWIN JET DUO. Default settings for Diffserv and VLAN are
as shown in the next two figures:

Mode
VLAN ~

Queue Priority Mapping
%] @ _ \oice Over IP 6 - 7
Near Real Time 4 5
Controlled Load 2 - 3
[ BestE 0 - 1

Ethernet Enable Vioice Over IP for all HSUs

Tx Ratio To enable QOS, this must also be enabled for each HSU seperately

LAN Ports To enable VolIF, this must also be enabled for each H5U seperately

QoS Configuration

=] -

Mede
DiffServ IPv4, IPvé ~
Queue Priority Mapping

[} L ‘oice Over IP 48 - 63

- 47

Ethernet [+ Enable Voice Over IP for all HSUs

Tx Ratio To enable QOS, this must also be enabled for each HSU seperately

LAN Ports To enable VolP, this must also be enabled for each HSU seperately

QoS Configuration

‘ Cancel

3. If you un-check a queue, this queue will be ignored for the sector. It will not
prevent the HSU from configuring traffic labeled with this priority level as “live”; it
will merely ignore its priority level, as if the traffic was not assigned with any
priority level whatsoever. You cannot un-check the Best Effort queue.

Note the following:
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e You can enable QoS from either the HBS or the HSU. If enabled from the HSU, it is done
for that HSU only, and its HBS. If done from the HBS, it is done sector-wide.

e |f QoS is enabled from the HBS, it is applied to all HSUs presently connected to the sec-
tor. For HSUs connected to the sector after QoS was defined, do one of the following:

- Enable QoS on those individual HSUs (this is the intention of the note “To enable
QoS, this must also be enabled for each HSU separately”), or

- Re-enable it for the whole sector from the HBS.
e To configure QoS from the HSU side, see QoS Configuration (HSU side) on page 14-36.
Enabling a VoiP Queue (HBS side)

Note the following:

e You can enable a VoIP queue from either the HBS or the HSU™. If enabled from the HSU,
it is done for that HSU only, and its HBS. If done from the HBS, it can be done sector-
wide. To enable a VolP queue from the HBS, select Enable Voice Over IP for all HSUs .

e |faVolP queue is enabled from the HBS, it is applied to all HSUs presently connected to
the sector. For HSUs connected to the sector after the VolP queue was defined, do one
of the following:

- Enable VolIP on those individual HSUs (this is the intention of the note “To
enable VolIP, this must also be enabled for each HSU separately”), or
- Re-enable it for the whole sector from the HBS.

e To configure VoiP from the HSU side, see Enabling a VoiP Queue (HSU side) on page 14-
37.

e The VolIP feature as implemented here assumes that your end-user has a gateway or
other network device that defines the traffic to be VolP with the correct QoS defined
(VLAN or DiffServ, in accordance with your configuration done here). The definition
must be done at both ends of the data stream.

e Enabling a VolP queue may decrease the sector’s peak throughput in some scenarios.
Therefore, make sure that you absolutely need to enable a VoIP queue before doing so.

1. Click Voice Over IP. The Real Time queue will become disabled. This means that VolP
traffic is treated in a similar fashion to Real Time traffic. VolP works whether you are
using VLAN or DiffServ.

2. Optionally, apply VolIP to all of the HSUs in the sector by clicking on Enable Voice
Over IP for all HSUs.

- If you do not choose this, you must go to each HSU for which you want to enable
a VolP queue, and enable it there.

3. Click Save to have your changes take effect.

i Make sure the “Mode” selected is the proper one, is consistent throughout your
o configuration, and that your end-user has equipment that also defines its VolP
Note  traffic with the Mode you defined here.

1. Not available for the SU PRO/AIR EMB, SU PRO/AIR INT, or small form-factor HBS units.
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VLAN ~

Queue Priority Mapping
] L \oice Over IP 6 - 7
Near Real Time 4 - 5
Controlled Load 2 - 3
[ 0 - 1

Ethernet [ Enable Voice Over IP for all HSUs

T Ratio
LAN Ports

QoS Configuration

General (HBS only)

In this category, you can configure the Aging Time, and enable/disable Backwards
Compatibility Discovery and Broadcast Flooding Protection.

Aging Time
300 seconds

Backwards Compatibility Discovery
Broadcast flooding protection

General

Cancel

Aging Time

The HBS works in Bridge Mode. In Bridge mode, it performs both learning and aging,
forwarding only relevant packets over the sector. The aging time of the HBS is by default 300
seconds, although you can change this value here.

Backwards Compatibility Discovery

This allows HSUs with firmware older than Release 4.6 (those without the percentage-based
DBA mechanism) to discover HBSs with Release 4.6 or above. To work properly, the firmware
of the HSU must be upgraded to firmware that is compatible with that of the HBS.

Broadcast Flooding Protection

Broadcast Flooding Protection provides a measure of protection by limiting broadcast
packets. This feature works in the downlink direction only.
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You may wish to disable this feature if your application is based on broadcast packets.
Service (HSU only)
This category has four sub-categories:
Resources - set the resource type (CIR or BE)
Mir (Maximum Information Rate)
QoS Configuration (HSU side)
VLAN
Resources

Even after an HSU is registered, you can change these settings here: Resource type and MIMO
mode.

e Select the Resource Type for the selected HSU. This can be CIR (Committed Information
Rate), or BE (Best Effort):

- BE (Best Effort) grants the HSU resources as they become available in the sector.

- CIR (Committed Information Rate) grants the HSU with a certain guaranteed
percentage of resources already allocated to CIR traffic in the sector. That per-
centage is set in the MIR window.

e Select a MIMO Mode for the selected HSU:

- Spatial Multiplexing (default) splits the data into two streams on transmission
and recombines it on reception providing maximum throughput. This provides a
higher throughput.

- Diversity transmits the same data on both streams. This mode helps to ensure
more reliable data transmission in a noisy environment, although throughput
will be lower.

- Auto Selection instructs the system to choose whichever mode is most efficient.

Service Resource Type @
(®) BestEffort O MO Modes
Resources - . 2
Spatial Multiplexing +

Mir
Qos Configuration

VLAN

Conee “

e Click Save to have your changes take effect.

If you chose the CIR resource type, CIR evaluate window will appear.
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Qo Configuration

VLAN

e (Click the Evaluate button.

Service evaluation takes a few seconds during which an “Evaluating ... “ message is
displayed.

VLAN

After the initial evaluation, dynamic monitoring of the sector is maintained. This allows
you to add HSUs in the sector, and the available resources are adjusted automatically.

e Use the sliders to choose the percentage of resources (uplink and downlink) already
allocated to CIR traffic in the sector to be allocated to the selected HSU.

e Click Save to have your changes take effect.
Mir (Maximum Information Rate)
Although this is set during registration, you can change it here.

Use the sliders to set here the maximum throughput rate you want for the specific HSU in
each direction: down link, and up link. You can choose a value, or click the Unlimited
checkbox.
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Service

Resources =
Downlink 53.8 Mbps [ Unlimited

Mir 0.5 ‘— 250

Qos Configuration .
Uplink 94.8 Mbps [] Unlimited

VLAN (5 —) 250

| Cancel ‘ “

Click Save to have your changes take effect.
QoS Configuration (HSU side)

This section describes how to configure QoS for an individual HSU. To see how to configure
QoS for the whole sector, that is, from the HBS, see QoS Configuration (HBS side) on page 14-
30.

Cetnice Mode Configure same as.
Enabled « (choose HSU) +
Resources
Queue Strict / Weight % Maximum Information Rate Mbps
Mir
T ]as 05 [T Unlimited
PR ETETIT Active v []s 05 [ Unlimited
. I Voice over IP
VLAN
™[] 20 05[] Unlimited
Active + ] 20 0.5 [ Unlimited
s L ™[] 22 0.5 ] Unlimited
Active v [Jaa 05[] Unlimited
E T[40 05 [ Unlimited
Active + [ 40 0.5 (] Unlimited
Total uplink 97 %
Total downlink 89%
N -

1. Enable the Mode field. (Enabling a VoiP Queue (HSU side) for VolP).

2. Set the weight percentage for each queue by moving the spinners up or down.

T[20%

Light blue for uplink, pink for downlink. .=

The weight percentage determines what percentage of the throughput will be dedi-
cated for the indicated queue.

The total weight is shown in the lower part of the window. If you exceed 100% total
weight, you will receive an error message.
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If you are under-booked, for example by setting a queue to zero, the unused weight
will be distributed to the remaining queues. The effect of doing this will only become
apparent under congestion. In particular, a queue set to zero weight will become

nearly blocked under congestion with packets passing through on a best effort basis.

3. Strict: If you place a checkmark in the Strict box, all traffic of the specific queue will
be passed through. The Weight percentage will become disabled. Placing a
checkmark here can only be done in order: First Real Time, then finally Best Effort.
That is, you cannot place a checkmark in Near Real Time without one in Real Time as
well. Like the weight percentage, uplink and downlink are configured separately.

4. Maximum Information Rate: Although the weight percentage affects how much
relative traffic will be allowed through, you can set here the absolute maximum to
allow through. Place a checkmark to make this valued unlimited.

5. Configure same as .... : This allows you to copy the VolP configuration of a different
HSU. From this pull-down men, choose the HSU whose configuration you want to
copy. The settings will appear.

Enabling a VoiP Queue (HSU side)

Note the following:

e You can enable a VolP queue from either the HBS or the HSUZ. If enabled from the HSU,
it is done for that HSU only, and its HBS. If done from the HBS, it can be done sector-
wide.

e To configure VoiP from the HBS side, see Enabling a VoiP Queue (HBS side) on page 14-
32.

e The VolIP feature as implemented here assumes that your end-user has a gateway or
other network device that defines the traffic to be VolP with the correct QoS defined
(VLAN or DiffServ, in accordance with your configuration done here). The definition
must be done at both ends of the data stream.

e Enabling a VolIP queue may decrease the unit’s peak throughput in some scenarios.
Therefore, make sure that you absolutely need to enable a VolP queue before doing so.

1. Click Voice over IP. The Voice over IP indicator will turn green.

Resources
Strict / Weight % Maximum Information Rate Mbps

Mir

05 [ Unlimit

ed
05 [ Unlimited

Qos Configuration

[ \oice over IP
VLAN

05 [ Unlimited
05 [T] Unlimited

Tx & Antenna

The weight percentages of the Real Time queue will become zero in both the uplink
and downlink directions. This means that VolP traffic is treated in a similar fashion to
Real Time traffic.

VolP works whether you are using VLAN or DiffServ, but you must be consistent with
this QoS mode throughout the data stream.

1. Not available for the SU PRO/AIR EMB, SU PRO/AIR INT, or small form-factor HBS units.
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2. Click Save to have your changes take effect.
VLAN

Configure a VLAN for traffic here. To configure the management VLAN, see VLAN on page 14-
16.

VLAN configuration is carried out per HSU. It is up to you to ensure consistency between the
HSUs.

If VLAN is not enabled, ethernet frames pass transparently over the radio links.
VIAN Background Information

The standards defining VLAN Tagging are IEEE_802.1Q and extensions.

For general background about VLAN see http://en.wikipedia.org/wiki/Virtual LAN.

Background information about Double Tagging also known as QinQ may be found here:
http://en.wikipedia.org/wiki/802.1QinQ.

VLAN Tagging

VLAN tagging enables multiple bridged networks to transparently share the same physical
network link without leakage of information between networks.

LAM & Traffic is tagged »
with VLAN ID & | LAN A
. Umsgged Traffic
~ « -
P -
u

< HS
s
-
-
4 P LAM B Traffic is tagged
Service B with VLAN 1D B
prowider ;\————————-I"
Network V “ - LANB
- ~ J Untagged Traffic “
HES N
. HSU
"
\\
A
LAM C Traffic is tagged
with VLAN 1D 'C L B LANG
Y Untagged Traffic

H3U

IEEE 802.1Q is used as the encapsulation protocol to implement this mechanism over
Ethernet networks.

QinQ (Double Tagging) for Service Providers

QinQ is useful for Service Providers, allowing them to use VLANs internally in their “transport
network” while mixing Ethernet traffic from clients that are already VLAN-tagged.
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Double Tagoed -
traffic with
Provider's VLAN 1D g LAN A
* Usar Traffic
/ o -
- | -
< HsU
P
P
. | o Double Tagged
Service -~ traffic with
E Provider's V|
provider g — — _ _ProvidersVIANID i)
Network e ~ inTE— ik
- I . N [+ Liser Traffic o
HES
. HSU
.
¥
DuuhIETagged\ I
traffic with - LANC
Providers VLAN 1D . Usar Traffic
-
HSU

The outer tag (representing the Provider VLAN) comes first, followed by the inner tag. In QinQ
the EtherType = 0x9100. VLAN tags may be stacked three or more deep.

When using this type of “Provider Tagging” you should keep the following in mind:

e Under Provider Tagging, the system double-tags egress frames towards the Provider’s
network. The system adds a tag with a VLAN ID and EtherType = 0x9100 to all frames, as
configured by the service provider (Provider VLAN ID).

e The system always adds to each frame, tags with VLAN ID and EtherType = 0x9100.
Therefore,

e For aframe without a tag —the system will add a tag with VLAN ID and EtherType =
0x9100 so the frame will have one tag

e For a frame with a VLAN tag — the system will add a tag with VLAN ID and
EtherType = 0x9100 so the frame will be double-tagged

For a frame with a VLAN tag and a provider tag — the system will add a tag with VLAN ID and
EtherType = 0x9100 so the frame will be triple-tagged and so on.

At the egress side, the HSU removes the QinQ tag with EtherType = 0x9100 no matter what
the value of its VLAN ID.

Port Setting
In a RADWIN 5000 sector, all VLAN activity is configured and supported from the HSUs.

The HSU management port can be configured to handle Ethernet frames at the ingress
direction (where frames enter the HSU) and at the egress direction (where frames exit the
HSU).
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Ingress Direction

Transparent

The port ‘does nothing’ with regard to VLANSs - inbound frames are left untouched.

Tag

Frames entering the HSU port without VLAN or QinQ tagging are tagged with VLAN

ID and Priority?, which are preconfigured by the user. Frames which are already
tagged at ingress are not modified and pass through.

Tagged Traffic
-—— i

o —— -

User LAM
Traffic
User LAN

-
e

HSU

Provider tag

Frames entering the HSU port are tagged with provider’s VLAN ID and Priority which
are preconfigured by the user. Frame.s which are already tagged with Provider
tagging at the ingress are not modified and passed through

Traffic with Provider's e
VLAN IO | Traffic withoul
—_——— Providar's WLAN (D

- User LAN

L o o ——

.

a. Priority Code Point (PCP) which refers to the IEEE 802.1p priority. It indicates the frame priority level
from 0 (lowest) to 7 (highest), which can be used to prioritize different classes of traffic (voice, video,

data, etc).

Egress Direction

Transparent | The port ‘does nothing’ with regard to VLANs - outbound frames are left untouched.
Port configured to untag user VLAD tags for all frames.
Un-tagged traffic
Tapged Traffic towiards the user
U Il {multiple WLANS) Matwork
ntag a ‘.r" P User LAN
3 =
N
HSLU
Allew up o 4
Tagosd Traffic differant WLAN 105
{multipla VLANE) 1o pass through
Filter b — »  UserLaN
o -

H3U

Before proceeding, note the following:
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If you are not a VLAN expert, please be aware that incorrect VLAN
configuration may cause havoc on your network. The facilities described
below are offered as a service to enable you to get best value from your
RADWIN JET DUO links and are provided “as is”. Under no circumstances
does RADWIN accept responsibility for network system or financial
damages arising from incorrect use of these VLAN facilities.

Management Traffic and Ethernet Service Separation

You can define a VLAN ID for management traffic separation. You should configure the system
to prevent conflicts:

When configured for the default operational mode, a “Provider port” will handle ingress
traffic as follows:

e Filters frames that are not tagged with the Provider VLAN ID

® Removes the Provider double tag

Therefore, if a port is configured for management traffic separation by VLAN and as ‘Provider
port’, then the received management frames must be double tagged as follows:

e The outer tag has to be the Provider’s tag (so the frame is not filtered)
e The internal tag has to be management VLAN ID

To avoid mix-ups, best practice is to:

e Separate the management and data ports
e Define only a data port with Provider function

.. If traffic VLAN tagging is in force for the HSU ingress direction and management
o VLAN is in use at the HBS (see VLAN on page 14-16), then the VLAN ID at the HSU
Note  jngress direction must be the same as the VLAN ID for management at the HBS.

VLAN Configuration

1. Select the HSU to be configured, open the Configuration icon, click Service -> VLAN.
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2. You can configure VLAN for LAN1 and for LAN2 separately.
3. Click Off to enable the VLAN window. It will turn to On.

4. If you are using Provider tagging, click the Provider Radio button.

5. In Provider mode, Ethernet frames are tagged with the provider’s VLAN ID before
they enter into the provider’s network/backbone.

6. Enter a Provider VLAN ID and Priority. The VLAN ID must be in the range 2 to 4094.
The VLAN Priority must be in the range 0 to 7. You may also change the TPID from
the default as shown.

% This facility is provided to enable connection through legacy switches
requiring it. Otherwise, there is no need to change the TPID.

7. Click Save to have your changes take effect.
8. If you are using VLAN tagging, click the Tag radio button.

9. In Tag mode Ethernet frames are tagged or untagged to distinguish between
different networks.
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(®) Tag

HSU Ingress Traffic HSU Egress Traffic

Transparent

Transparent

10. For completely transparent passage of tagged frames, there is nothing further to
do. Click Save to have your changes take effect.

11. However, if you wish to not have transparent passage of frames, the following table
shows the possible settings for each combination of Ingress and Egress modes:

Transparent Frames are not modified and are forwarded transparently
Ingress
Tag Enter a VLAN ID (1-4094) and Priority (0-7)
Transparent Frames are not modified and are forwarded transparently
Untag All All frames with VLAN tag are untagged
Filter Allow up to 4 VLAN IDs to be passed through.
Egress
Allow VLAN IDs:
e Allow up to 4 VIDs to be passed through.
Untag Filtered
Untag:
e Untag the VLAN tag of the selected VLAN IDs.

12. Click Save to have your changes take effect.

WiFi (HSU only)

This is only relevant for the SU PRO/AIR EMB or SU PRO/AIR INT.
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Connected Clients

MAC Address RSSI[dBm]

#
1
2
3
4
5

e SSID status, Security method, and On status of the WiFi unit are displayed.

Access Point Mode: Turn On or Off the WiFi for the device. Auto allows the system to
determine if WiFi needs to be used.

Yo
.
.
.

Co

u can set the following WiFi parameters:

WiFi password
WiFi IP address
WiFi channel
WiFi Tx power

nnected Clients: This area shows up to 5 clients that are connected to this unit, including

their MAC addresses and signal strength (RSSI).

=2 The SSID of the WiFi is R- [serial number of unit]
Note

Click Save to have your changes take effect.

Ev

1.

ents

Events

To display the Events Log, first select the unit or units for which you want to display events.
You can select any combination of units.

. Click on the Events icon in the upper panel of the Web page ; The events

Events

are displayed in the partial Events Log. This is a small version of the complete
Events Log, and shows a list of events according to the date and time they
occurred, its source, a description of the event, IP address of the source, and on
which Carrier the event was recorded.
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3. Click Current to see alarms since the last log in (these are cleared once the alarm
condition is removed), click History to see all events recorded.

Current History 0

12/03/2019 18:46:18

PM_DUO

Ethernet Service has been opened

IF Address 10.104.60.230 Carrier 2

12/03/20719 184618
PM_DUO

Ethernet Service has been opened towards HSU HSU
3x

IP Address 10.104.60.230 Carrier2

12/03/201918:46:18

PM_DUO

HSU 3.x was successfully registered

IP Address 10.104.60.230 Carrier2

12/03/2019 18:46:02
PM_DUO

Radio Link - Sync on Channel Bandwidth 20 MHz
IP Address 10.104.60.230 Carrier 2

12/03,/2019 18:46:02
PM_DUO

Software versions compatible for HSU Serial
P11660E200A000C5

IP Address 10.104.60.230 Carrier2

12/03/2019 18:46:02
PM_DUO

Encryption is OK: HSU Unregistened
IP Address 10.104.60.230 Carrier2

See all

4. Click See all to see the full Events Log.

Histary Dawnload repart

Ethernst Service has been opened towards HSU Name 192 Name190 1000190

HS5U Nama 193 synchronized Namel 60

Encryption is OK: H5U Name162 Name1%0

Name190

Name180

Name150

The Events Log records system failures, loss of synchronization, loss of signal, compatibility
problems and other fault conditions and events.

5. The Events Log may be saved as an Excel or PDF file. Click Download report to do
sO.

The Events Log includes the following fields:

» Date and time stamp
» Message
» Trap source (if the source is a radio unit, this is its name)

» IP address of the unit that initiated alarm - IPv4 or IPv6. Use the pull-down menu here
to filter the list according to the indicated criteria.
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» Severity of the trap (color-coded)
Critical
Major
Minor
Warning
Normal

Info

» Carrier on which the trap was found (Carrier 1 or Carrier 2)
» Interface of the trap

6. Click Current to see alarms since the last log in (these are cleared once the alarm
condition is removed), click History to see all events recorded.

7. You can filter the list of messages by IP or trap source by entering the desired item
in the field at the top center of the window, and clicking the spyglass icon.

Performance| W

Performance

The RADWIN JET DUO Performance Monitoring feature constantly monitors traffic over the
radio link and collects statistics data for the air interface and Ethernet ports.

Performance Monitor

When you click on this icon, the Performance Monitor window opens. It differs slightly if you
are accessing an HBS or an HSU.

You have the following options:
Device Click this pull-down menu and select a radio to display its results
View This pull-down menu has the following options:
- Current - gives you the latest entry
- 15 Minutes - provides date in a scroll down list in 15 minute intervals
- Daily (24 hours) - shows result for the last 30 days at midnight

LAN This pull-down menu allows you to show results from LAN1 or LAN2 (see LAN
Ports on page 14-28 for an explanation of the input ports)

Link This pull-down menu allows you to select between the downlink and the
uplink directions
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Click on this button to set the upper traffic threshold for reporting. The units

used depends on the specific parameter. Traffic conditions above the threshold
indicate congestion and probably lost frames.

Refresh
Download

report

Click on this button to refresh the view to include more recent data.

Click on this button to save the report as an Excel file or PDF.

The meaning of the column headings is shown in the following table:

Column Heading

Description

Valid data flag: Green tick for current and valid; Red cross for invalidated data.

Integrity Note that the Performance Monitoring data is not valid if not all the values were
stored (e.g., due to clock changes within the interval or power up reset)

Date & Time Time st?m;?: Data are reco‘rded eyery 15 minutes; the last 30 days of recordings
are maintained. Roll-over is at midnight.

UAS Unavailable Seconds: Seconds in which the interface was out of service.

ES Errored seconds: The number of seconds in which there was at least one error
block.

SES Severe Errored Seconds: The number of seconds in which the service quality
was low as determined by the BBER threshold.

BBE Background Block Error: The number of errored blocks in an interval.

Rx MBytes Rgce'wed Mbytes: The number of Megabytes received at the specified port
within the interval
Transmitted Mbytes: The number of Megabytes transmitted at the specified

Tx MBytes .y .
port within the interval.

Above Traffic Threshold set in the previous step: Seconds count when actual traffic exceeded

Thresh the threshold

Active Seconds

The number of seconds that the configured Ethernet service is active (available
for HBS only)

If you have selected an HSU, you will see the following additional parameters:

Column Heading

Description

RSL Thresh 1
(-88dBm)

Receive Signal Level Threshold: The number of seconds in which the Receive
Signal Level (RSL) was below the specified threshold.

RSL Thresh 2
(-88dBm)

Receive Signal Level Threshold: The number of seconds in which the RSL was
below the specified threshold.
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Column Heading Description

Minimum Transmit Signal Level: The minimum of the transmit signal level

Min TSL (dBm) (measured in dBm)

Maximum Transmit Signal Level: The maximum of the transmit signal level

MaxTSL (dBm) (measured in dBm)

TSL Thresh Transmit Signal Level Threshold: The number of seconds in which the Transmit

(25 dBm) Signal Level (TSL) was above the specified threshold

BBER Thresh Background Block Error Ratio Threshold: The number of seconds in which the

(1.0%) Background Block Error Ratio (BBER) exceeded the specified threshold

Rx MBytes Rgcglved Mbytes: The number of Megabytes received at the specified port
within the interval

Tx MBytes Transmitted Mbytes: The number of Megabytes transmitted at the specified

port within the interval.

Bel i .
elow Capacity Seconds count when throughput fell below the threshold value set in

Thresh
Above Traffic Threshold set in the previous step: Seconds count when actual traffic exceeded
Thresh the threshold
spectrum | Il
Spectrum

The Spectrum View utility is an RF survey tool that provides spectral measurement
information, power vs. frequency. You can view real-time spectrum information, save results,
and view historic spectrum scans. Separate information is generated for the HBS and HSUs -
all by selection. The data is stored in the radio unit itself.

The results of the Spectrum View utility are intended for use by RADWIN Customer Service to
assist with diagnosing interference related problems.

Spectrum View can be opened from the HBS, or from an HSU?, or any combination thereof.

We assume the reader knows about RF Spectrum Analysis so detailed theoretical
explanations are not needed.

1. Select the device or devices for which you want to see the Spectrum View. No more than 8
fixed HSUs can be selected.

2. Click on the Spectrum View icon Il , then choose the carrier for which you

Spectrum

want to see the Spectrum View. You can only see it for one carrier at a time. The
Spectrum View window will appear.

1. Although not from an su PRO/AIR EMB Or SU PRO/AIR INT
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Spectrum = M I ey ... |Jresem—m

| Name200- 10.0.0.200
D005, 0035

0 o 0 R o L ° L [ 0 [ L] 0 8 e ® o LI o @ ° L [ L]

Frequency Mz

A blank Spectrum View result display will appear, where all the bars are grey.

The name(s) of the selected unit(s) appear, together with their IP address(es), date and
time.

3. The three box icons in the bottom of the window ( I . o o |)allow you to adjust

the size of the display so you can show results from more than one unit.

4. To start a scan first choose its Timeout sec time (top of window), which is the
maximum analysis time per scan.

5. Select the frequency range (Range MHz, top of window). You can only select
allowed frequencies.

6. Once you are ready, click Start to start the scan and see the results on screen. You
will be warned that this is traffic-affecting. If this is acceptable, then click Yes.

Spectrum

[ Name200 - 10.0.0.200
09/01/2005 , 00:35

Rlirdie i iine

S80S SEID SBI5 5420 5B 8 B35 S840 5845

Powar dbm

i T =
oo TN EEN RN A i !
5730 57135 5780 5745 Srsn 5755 P60 5N

Frequency MHz
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Green bars relate to those frequencies you chose when you activated the HBS (see Acti-
vate the DUO Base Station on page 14-66). Dark green is Antenna A, and light green is
Antenna B.

If there are frequencies that you did not choose when you activated the HBS, their bars
appear blue.

The frequencies the unit is working at has text that appear blue.

Green lines show the maximum power found for the indicated frequency range.
Dotted lines show the average power found for the indicated frequency range.
Radar shows/hides DFS information

Compare allows you to compare the results from selected units, side-by-side.

7. If you want to save the report, click Download Report, and select a location where
to save the report file.

Register |

Register

1. Select the HSU you want to register by placing a checkmark next to it:

B 8

Mt g

Click Register

e—

Lot
PM_Lat

oo

(B hctive ieragistionsd (HSU W Lipgeacy secpinad) 1 1 i f 1 IMSLsberary

R ereoemccun
@ o araa s 255 2350

Select HSU

2. Click Register. The HSU Registration window will open.

HS5U Registration
e

st trpe (@

3. You may edit or add the site’s Name, Location and Coordinates.
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4. If you are registering an SU AIR EMB or SU AIR INT, the Resource Type can only be
BE (Best Effort). Skip to Step 6.

5. Select the Resource Type for the HSU. This can be CIR (Committed Information
Rate), or BE (Best Effort):
- BE grants the HSU resources as they become available in the sector.
- CIR grants the HSU with a certain guaranteed percentage of resources. You set
this percentage in the General MIR window.
6. Check a MIMO Mode for this HSU:

- Spatial Multiplexing (default) splits the data in to two streams on transmission
and recombines it on reception providing maximum throughput. This provides a
higher throughput.

- Diversity transmits the same data on from both antennas and check for correct-
ness on reception. This mode helps to ensure more reliable data transmission in
a noisy environment, although throughput will be lower.

- Auto Selection instructs the system to choose whichever mode is most efficient.
7. Optionally, you can choose the Maximum Information Rate. Use the sliders to set
here the maximum throughput rate you want for the specific HSU in each
direction: down link, and up link. You can choose a value, or click the Unlimited
checkbox.
e |f you chose the BE resource type in Step 5. above, continue to Step 8.

e |[f you chose the CIR resource type in Step 5. above, continue to Step 9.

8. If you chose the BE resource type in Step 5. above, or your unit is an SU AIR EMB
or SU AIR INT, click the Register button. In a few moments, the HSU will be
registered.

9. If you chose the CIR resource type in Step 5. above, choose the resource
allocation. Use the sliders to choose the percentage of resources to be allocated to
the HSU. This is the percentage of available resources in the sector. Obviously, you
must make sure that the resource percentages of all the HSUs in the sector do not
add up to more than 100%.

RADWIN 5000 Configuration Guide Release 4.9.75 14-51



Main icons Managing a RADWIN JET DUO Sector

HSU Registration @

Resource allocation

200

Downlink

* Evaluating...

When a stable value is reached, the Register button will become enabled.

10.Click Register.

Deregister <

Deregister

1. Select the HSU you want to de-register by placing a checkmark next to it.
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e

12MLsboratory

10.103.60.2 (B) Active Registered

10.104.60.3 {E) Active Reginered

2. Click Deregister. You will be asked to confirm that you want to deregister the radio.

Deregister device

Are you sure you want to deregister the
selected device?

Cancel Deregister

3. if you are sure, click Deregister. The device will no longer be registered.

Maintenance

Maintenance

This allows you to upgrade, backup or restore the target software.

Choose the action you want from the pull-down menu.

PN

Upgrade

Backup

Restore

e Any of these actions requires the NMSTools.exe application. This is the RADWIN Man-
ager, which must be installed on your computer. When you choose any of these
options, you will be asked if you want to open this application. Click Open
NMSTools.exe to open the application.
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Operations | &

Operations

This icon allows you to perform a reset, restore the factory default settings, or to perform a
license-dependent upgrade on the selected device.

If you rest an HBS, this affects traffic on both carriers.

Reset

When you choose Reset, you are asked to confirm. Reset is traffic-affecting, and if it done on
an HBS, it stops the traffic throughout the sector. If you are sure, click Reset.

Reset device

Are you sure you want to reset the selected
device?

Factory Default

When you choose Factory Default, you are asked to confirm. Since Factory Default involves a
reset, it is traffic-affecting, and if it done on an HBS, it stops the traffic throughout the sector.
You have an option to restore the default IP address (10.0.0.120), by clicking the box next to
Default IP address. If you do not click this box, the device will retain its previous IP address.
Once you are sure, click Restore Defaults, otherwise, click Cancel.

Factory Default

Restore to Factory Default Settings will bring down the connection.
The Link may be unesachable after the process.

This process takes several seconds and followed by a device reset.

[] Default IP Address (10.0.0.120)

B o |

Licenses

To carry out a license-dependent upgrade, you must first acquire a license key. Do this as
follows:

1. Catalogue number: Contact your RADWIN representative, and get a catalogue num-
ber of the upgrade you want. Purchase as many of these upgrades as you deem nec-
essary.

2. PAKs: You will receive a list of Product Activation Keys (PAK) for each upgrade
instance. A PAK number can be used on any compatible RADWIN product; they are
not specific to any one given item of equipment.
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3. Activate PAKs: Associate each PAK to a specific item of equipment: Access the
License Key Application website: http://tools.radwin.com/updates/licensekey/Ik-
radwin.htm, and follow the instructions there to activate each PAK for the specific
item of equipment you need to upgrade.

4. Get License Keys: The License Key Application will then give you a list of license
keys. These numbers are unique for the specific upgrade and specific item of
equipment. We recommend saving this list as a text file in a convenient location.

5. Select the device for which you want to apply a license-dependent upgrade.

6. Choose Operations -> License. The License Activation window will open.

Licence Activation

7. Enter the license code in the field, or click License file, then Choose file to where
you have saved the license file.

8. Once you are ready, click Activate.

9. The unit will be reset, after which it will be upgraded using the new license.

Diagnostics | o

Diagnostics

This creates diagnostic files, to be used by RADWIN professional services and support
personnel to expedite assistance.

1. Select the items for which you want information (HBS and/or HSUs). If an item is not
selected, the diagnostic files will not contain information for that item.

2. Click this icon to open the Get Diagnostics window.

3. You will be warned that this could take a few minutes, depending on how many
devices have been selected. If this is acceptable, click Get Diagnostics.

e The main window will darken, and the Getting monitor diagnostics message will
appear.

e After a few seconds or minutes, a comma-delimted (*.csv) file will be created,
stored in the default downloads section of the managing computer. The Getting
monitor diagnostics message will disappear.

e The format of this file name is: monitor-DATE TIME.csv .
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e The Diagnostics icon will then be shown with a percentage indicator below it,
showing the status of the creation of the second diagnostics file: a JSON file. In
addition, a small blue diagnostics in progress message will appear next to the
Diagnostics icon.

e After a further few seconds or minutes, the JSON file will be created. This file is
also stored in the default downloads section of the managing computer.

e The format of this file name is: diagnostics-DATE TIME.json, accurate to the sec-
ond.

4. Send these files to RADWIN professional services.

User Profile Icon @

Admin

Admin, Observer, Operator, Installer

The name of the user profile will appear on the icon. Click this icon to log out of the HBS.

14.3.3 HBS List

Near the top of the user interface, the status of the connected HBS is shown, together with
the activation status of each Carrier.

b y
onfigure rformance

Events

Carrier 1 Carrier2

Available HSUs +

O

To activate a carrier, click Activate. For further instructions, see Activate the DUO Base Station
on page 14-66.

Once a Carrier is activated, you can de-activate it.

Click the vertical elipsis next to the Right Pane, then choose which Carrier you want to de-
activate.

Carrier 1 Carrier 2

Active Active

Available HSUs +
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14.3.4 HSU List

The central part of the user interface shows a list of the HSUs that the HBS has detected. The
HBS can only detect HSUs if the carrier is activated (for instructions on activating a Carrier, see
Activate the DUO Base Station on page 14-66).

The name and IP address of the HSUs (as configured) are listed, as well as their statuses and
which carrier they are using (See HSU status Description on page 14-3 for he possible HSU
statuses).

You can add other parameters as well by clicking the plus (+) sign next to the Available HSUs
label, and selecting the desired parameters.

Additional HSU parameters, scrolling down on the list:

Available HSUs —+ Available HSUs +

Peak Tput DL [Mbps]

Available HSUs + Range [km]

E ~ Selection Peak Tput UL [Mbps] Resources DL [3]

~ Name Eth Rx Rate [Mbps] Resources UL [%)]
IP Address [

v Eth Tx Rate [Mbps] Aggregate Capacity [Mbps]
IPv6 Address Eth Rx Rate [Fps] Rate HBS

« Status Eth Tx Rate [Fps] Rate HSU
Location

Lan1 Rx Rate [Mbps] ATPC Status

RSS HEBS [dBm)]

Lan1 Tx Rate [Mbps] Service Category

RSS HSU [dBm]

Lan1 Rx Rate [Fps] Serial Number

RSS HBS Ant1 [dBm]
Lan1 Tx Rate [Fps]

Multicast Groups

RSS HSU Ant1 [dBm]

Lan2 Rx Rate [Mbps] MAC Address
RSS HBS Ant2 [dBm]

Lan2 Tx Rate [Mbps] .
RSS HSU Ant2 [dBm] SW Version

Lan2 Rx Rate [Fps :
Tput DL [Mbps] (Fps] v Carrier
Tput UL [Mbps] Lan2 Tx Rate [Fps] Resource Type

Banna o]
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HSU Mini Menu

At the far left of the HSU line is a mini menu that provides various options. Click on the three
dots at the end of the line to display this menu.

Available HSUs +

|:| Name ddress IPv6 Address

RTA-(HSU)_2 10.103.60.2 N/A

| HSU 3.x 10104603  N/A

m & T @

This menu allows you to carry out the actions below, but only if it is relevant for the selected
unit:

e Suspend an HSU
e Control the HSU’s Buzzer
® Replace a defective HSU with an operative HSU, and transfer all configurations
e Carry out a Speed Test
Suspend

Remove the selected subscriber unit from the list for a specified period of time that you
determine. You can only suspend an un-registered subscriber unit.

1. Click on the HSU mini menu, then click on the Suspend icon: @

2. From the window that appears, select the amount of time for which you want to
suspend the HSU, then click Suspend.

Available HSUs +

RTA-(HSU)_2 10.103.60.2

10.104.60.3 N/A

The suspended HSU will disappear from the HBS's list.

Buzzer

Click on the HSU mini menu, then click on the Buzzer icon: l;a’
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The Buzzer button turns the buzzer On or Off (not relevant for the SU PRO/AIR EMB or SU
PRO/AIR INT).

HSU 3.x
< D
ﬁ Buzzer

|<])) On
6@ Auto

{ﬂ)) Advanced Auto

e The Auto position means that the Buzzer will beep as shown in the figure below
during installation or upon sync loss. The main use of the buzzer tone is for HSU
antenna alignment.

e The Advanced Auto position means that the buzzer will beep continuously at dif-

ferent rates upon sync loss, antenna mis-alignment and other events for up to two
minutes following restoration of sync.

ANTENNA ALIGNMENT BUZZER:
BESTSOFAR W H |
INCREASED W]
SAME

i
DECREASED | |
NOARLINK W]

HSS MISMATCH [

Replace

A defective HSU may be replaced by another HSU belonging to the sector provided that the
replacement is not registered.

When doing so, the new HSU receives the configuration parameter values of the replaced
HSU.

1. Click on the HSU mini menu, then click on the Replace icon: T\\L

You are offered a list of HSUs available as replacements.
Select the required unit by clicking on it.

You are asked to confirm before proceeding, do so.

vk~ W N

Once the unit was replaced successfully, a confirmation message will appear. Note
that all of the configuration parameters from the replaced unit will appear in the
new unit.
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Speed Test

This graphically shows the real time throughput in the downlink and uplink direction of the

selected HSU.

You can only carry out a speed test on a registered HSU.

1. Click on the HSU mini menu, then click on the Speed Test icon: D

2. Click Start to start the test.

HSU 3.x
g T @

Downlink Uplink

() () xzm
0.0 0.0

Mb/s Mb/s

The Downlink and Uplink dials will show the speed in each direction.

HSU 3.x
o @

Downlink Uplink

GINT -

17.7 25.0
Mb/s Mb/s

3. Click Stop to stop the test.

14.3.5 Sector Display views

The default view of the sector (list of HSUs) is in a table format.

However, you can display information about the HSUs in a card-like format as well.

Click the four-square symbol on the bottom of the user interface.
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Various card size options will appear.

Carrier 1 Carrier 2
Active Active

Available HSUs +

[ Name P Address Status

O RTA-(HSU)_2 10.103.60.2 @ Active Registered

| HSU 3% 10104603 (&) Active Registered

The size options are Small, Medium, and Large.

Click on the Small card option, and the information for the HSUs will be displayed in small

cards with minimal information:

e Unit name, status
e |P address

D HES Carriler1 Carri.er 2
Active Active

[] ¢®)HSU_RTA-(HSU) 2 (&) HSU_HSU 3.x

IP: 10.103.602 = 10.104.603
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Click on the Medium card option, and the information for the HSUs will be displayed in
medium-sized cards with more information:

e Unit name, status

e |P address

® Location

e  RSS for each stream (RSS1 and RSS2), on both the HBS side and the HSU side.

Carrier 1 Carrier 2
Active Active

[] HBS

[] ¢ Hsu_RTA-{HSU) 2 [] @ Hsu HsU3x

iP: 10.103.60.2 iP: 10.104.60.3
Loc: PM_Laboratory Loc PM_Lab

RSS dBm RSS dBm

RS51  HBS - SU - RSS1T  HBS

HBS E U - HES

Click on the Large card option, and the information for the HSUs will be displayed in large-
sized cards with yet more information than the medium cards.

e Unit name, status

e Service category (CIR or BE)

e |P address

® Location

e RSS for each stream (RSS1 and RSS2), on both the HBS side and the HSU side
e  Throughput for the uplink and downlink

e CIR and Peak value (as per configuration)

e Tx/Rx ratio for each line (LAN1 and LAN2)
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Carrier 1 Carrier 2
Active Active

] HBS

[] (& Hsu_RTA-(HsU) 2 CR [ ¢BYHSU HSU3.x

IP 10.103.60.2 IP: 10.104.60.3
Loc: PM_Laboratory Loc: PM_Lab

RSS dBm RSS dBm

RSS1  HBS - - RS51  HBS

RSS2  HBS - - RS52 HBS

T-put Mbps CIR /Peak T-put  Mbps

Down 05/73 Down !

Up 0.5/727 Up

LANT TX/RX 0.0/0.0Mbps LANT TX/RX 0.0/0.0Mbps
LAN2 TX/RX 0.0/0.0Mbps LAN2 TX/RX 0.0/0.0Mbps

14.3.6 Right Pane

The right pane of the user interface gives a brief overview of the sector, showing the
following:

e HBS product name

e Location, Sector ID, IP address and mask (as per configuration)

e The present Rx and Tx Rates

e The present Uplink and Downlink ratios

e The HBS'’s latitude, longitude, altitude (as per configuration) and if any satellites have
been detected

e GPS data, including sync status and number of GPS satellites discovered, and

e The HBS’s up time since last reset
Scroll down, and you can see basic information about the link, which is displayed separately
for each Carrier:

e Frequency Band

e Channel

e Channel Bandwidth

e Service Type being used in the sector (CIR, BE, or mixed)

e CIR Resources being used, if any

To minimize the Right Pane, click on the minimize symbol:
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e To restore the Right Pane, click on the minimize symbol again:

14.4 First-Time Use

When working with a DUO base station for the first time, carry out these tasks:

Update DUO Connection Parameters - Change the IP address of the DUO base station, and
any other connection parameters in accordance with your radio plan. Although this
can be done later, we recommend doing this as soon as possible.

Activate the DUO Base Station - this must be done for each carrier.
Register Subscriber Units - this must be done for each subscriber unit in each carrier.

Update Subscriber Unit Connection Parameters - Change the IP address of each subscriber
unit, and any other connection parameters in accordance with your radio plan. This
can be done later, but we recommend doing this as soon as possible.
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14.4.1 Update DUO Connection Parameters

When first logging on to a new DUQ base station, you must change its IP address in
accordance with your radio plan.

Connect the radio to the network and voltage via its PoE port.
Enter its IP address in a web browser (default value: 10.0.0.120).
Enter username admin and password netwireless.

Select the DUO base station unit by placing a checkmark next to it, then click on Configure.

—s Sactor i (3 Ay ol Z < ® N
— Name H
Filters Clear
s Carrier 1 Carrier 2
+ Carrier H [ civate
— Link Status
Synchronized 0 Available HSUs +

The Configuration -> System window will open.

HBS Configurations

Select Management -> Network:
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P Address
10004640250

Suilivet Mak,
2552552550

Definilt Gatewiny
10.104.60.201

Enter the new IP address, Subnet Mask and Default Gateway in accordance with your radio
plan, then click Save.

You will be warned that the device (HBS) will be reset. If all the values are correct, click OK.

You have set new IP Configuration. The
connection will be reset

This process takes several seconds and followed by a device

reset.

Once the HBS is reset, log in again, using the new IP address.

14.4.2 Activate the DUO Base Station

There are two carriers, and you must activate the DUO base station for each carrier used.

1. For the first carrier, click Activate under Carrier 1.

Carrier 1 Carrier 2

2. Enter the Sector ID, Sector Name and Location.
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The Sector ID is used by all radio units connected to this HBS to identify which HBS to con-
nect to.

The same Sector ID is used for both carriers.

Carrier 1 Activation Carrier 1 Activation

0 e @

General HBS Settings General HBS Settings

3. Click Next.

Carrier 2 Activation

o Symem

Radio Settings

Channel Bandwidth
X

[ Autematic Channel Selection

@ 1661 1663 @ 1663 664 1665 1666
[A teer (A 2sse [Aaess [Aiere [Fren [Frenz
Ao FArera Faers [Fiete e [(Frem
Aisre [Hasee [Aisa [Aaseer [Jaseen [Fees
3685 [ 3686 43687 [F3686 () 3569

4. The operating channel and channel bandwidth will appear. We recommend you
use the default values, but depending on the specific version of the product, these
can be changed.

5. We also recommend you select Automatic Channel Selection, although you can
select specific frequencies if your radio plan requires it. You must select at least
two frequencies.

6. Click Next.
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Carrier 2 Activation

o System

Antenna Parameters

Antenna Connection Type

Integrated

Antenna Type Antenna Gain Beamwidth (0 to 360) Azimuth (0to 180)
Dual ~ 17.0 90.0 8. 1] i

T Power (Per radio) T Power (System) Required Tx Power (Per radic)
22 dBm 25dBm 25 dBm

Cable Loss Max EIRP
0dB 42 dBm

Cancel |

7. Check the parameter values in this window, and change any that need to be
changed.

Depending on the specific product in use, and especially the regulatory environment in
which you are working, not all parameters can be changed.

8. Once you are sure the values are correct, click Activate.

A “working” graphic below the selected carrier will appear for a few moments.

Carrier 1 Carrier 2
Activate Scanning

HBS

Available HSUs +

] Name

Then the carrier you are working with will be shown with a green bullet next to it, and its
frequency band in green below it, indicating that the carrier is Active.

Carrier 1 @ Carrier 2

Activate 3.X

After you have repeated the above for the other carrier, the window will show that carrier
as being active.

RADWIN 5000 Configuration Guide Release 4.9.75 14-68



Register Subscriber Units Managing a RADWIN JET DUO Sector

= - # OB o b i @
— L Combgrs Gt Perkormares Spstnem Masturunce. Cparations [
Filters Dot HES - Sector
® Carrier 1 ® Carrier 3
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9. Both carrier frequencies will be shown as Active, and any HSUs that the HBS was
able to contact are shown as well. However, for a first-time use, those HSUs will be
shown as un-registered. To work with them, you must register each one.

14.4.3 Register Subscriber Units

1. Select the HSU you want to register by placing a checkmark next to it.

Link Status
Meglatration Status
Service Type 0 s
O Aoz » ¢ i 13ELsbonnory
B suis 1 ackdrenn anc st
10104.80.330 / 293 348 2848
00 M

Select HSU _ =

2. Click Register. You will see a window similar to the following:

HS5U Registration
;J »

Iesoree trpw (I

®) b ot >

+ Cosrdimates

— Manimum Information Rate (General MIR)
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3. You may edit or add the site’s Name, Location and Coordinates.

4. If you are registering an SU AIR EMB or SU AIR INT, the Resource Type can only be
BE (Best Effort). Skip to Step 6.

5. Select the Resource Type for the HSU. This can be CIR (Committed Information
Rate), or BE (Best Effort):

- BE grants the HSU resources as they become available in the sector.
- CIR grants the HSU with a certain guaranteed percentage of resources. You set
this percentage in the General MIR window.

6. Check a MIMO Mode for this HSU:

- Spatial Multiplexing (default) splits the data in to two streams on transmission
and recombines it on reception providing maximum throughput. This provides a
higher throughput.

- Diversity transmits the same data on from both antennas and check for correct-
ness on reception. This mode helps to ensure more reliable data transmission in
a noisy environment, although throughput will be lower.

- Auto Selection instructs the system to choose whichever mode is most efficient.
7. Optionally, you can choose the Maximum Information Rate. Use the sliders to set
here the maximum throughput rate you want for the specific HSU in each
direction: down link, and up link. You can choose a value, or click the Unlimited
checkbox.
e /fyou chose the BE resource type in Step 5. above, continue to Step 8.
e If you chose the CIR resource type in Step 5. above, continue to Step 9.
8. If you chose the BE resource type in Step 5. above, or your unit is an SU AIR EMB

or SU AIR INT, click the Register button. In a few moments, the HSU will be
registered.

9. If you chose the CIR resource type in Step 5. above, choose the resource
allocation. Use the sliders to choose the percentage of resources to be allocated to
the HSU. This is the percentage of available resources in the sector. Obviously, you
must make sure that the resource percentages of all the HSUs in the sector do not
add up to more than 100%.
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HSU Registration @

Resource allocation

* Evaluating...

When a stable value is reached, the Register button will become enabled.

10.Click Register.

14.4.4 Update Subscriber Unit Connection Parameters

When first logging on to a new subscriber unit, you must change its IP address in accordance
with your radio plan.

Select the subscriber unit by placing a checkmark next to it, then click on Configure [| #* [].

Configure

1010802 ) Acaive Registeres

10104803 (B Active Registered
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The Configuration -> System window will appear.

Managing a RADWIN JET DUO Sector

HSU Configurations - HSU 3.x

System
Service Description
Wireless Link
Tx & Antenna
Object ID

1.3.6.1.4.1.4458.20.6.1.2.
Management

Hame

Inventory HSU 3.x
. Contact

Aecarity Shmuel

Date & Time Lacation
PM_Lab

Ethernet
Last Power Up
19/11/2018, 12:47:53

Wifi

Select Management -> Network

IP Version

IPvd +
1Pva
Management

IP Address
Network 10.104.60.230
Trap Destination Subnet Mask

255.255.255.0
Protocol

Default Gateway
VLAN 10.104.60.201
Users

Enter the new IP address, Subnet Mask and Default Gateway in accordance with your radio

plan, then click Save.

You will be warned that the unit will be reset. If all the values are correct, click OK.
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Appendix A: Terminology

Table A-1: Terminology (Sheet 1 of 4)

Term

Description

Assured throughput

Actual number of timeslots allocated to a radio unit.

ACS

Automatic Channel Selection. Option that instructs the radio to
choose which frequency to use. Enabling or disabling this option
has various ramifications as shown in the documentation.

ATPC

Automatic Transmit Power Control

BE

Best Effort: A level of priority for traffic in which users receive
dynamic resource allocation according to overall demand. They
are not guaranteed resources. See also CIR.

BFD

Bidirectional Forwarding Detection. A network protocol used to
detect faults between two forwarding engines connected by a link.

BS

Base Station: a radio that can transmit and receive to more than
one point. See also HBS

CIR

Committed Information Rate: A level of priority for traffic in which
users receive a guaranteed percentage of resources in addition to
dynamic resources if available. See also BE.

CPE

Customer Premises Equipment

DBA

Dynamic Bandwidth Allocation: a method that allocates
bandwidth between the various users of that same bandwidth in
the network.

DBS

Dynamic Bandwidth Selection: When activating a base station, or
when changing its bandwidth, if you choose the maximum value
available for the bandwidth, the link may dynamically switch
between the maximum value and values as low as 20MHz to
ensure the best throughput.

DHCP

Dynamic Host Configuration Protocol: a protocol that
automatically assigns IP addresses and other network
configuration parameters.
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Table A-1: Terminology (Sheet 2 of 4)

Term Description
A technique by which the reliability of a radio link is increased
Diversity using multiple transmitting and receiving antennas, transmitting
the same signal on all antennas.
Downlink Data traffic from an HBS to an HSU, or
Data traffic from an RT-A to an RT-B
DUO Dual Band base station
Equivalent (or Effective) Isotropically Radiated Power: The power
that an antenna must emit to produce the peak power density in
EIRP the direction of maximum antenna gain. In our cases, this is
usually: System Tx Power + Antenna
Gain - Cable Loss.
EAA Federal Aviation Administration. A U.S. federal office that manages
aviation regulations throughout the United States.
Fixed (HSU) A “fixed” HSU remains in one location, as contrasted with a
nomadic or mobile HSU, which does not remain in one location.
GHSS GPS Hub Site Synchronization
Generic Routing Encapsulation. A communication protocol used to
GRE establish a direct, point-to-point connection between network
nodes. GRE lets two peers share data they wouldn’t be able to
share over the public network itself.
A virtual point-to-point connection between two networks, using
GRE Tunnel the GRE protocol to carry this out.
HBS High capacity Base Station. Same as a BS
HMU High capacity Mobility (subscriber) Unit. Similar to an HSU, but can
be mobile.
Hub Sync Client: When using Hub Site Synchronization, one unit is
HSC a master (generates the sync pulses), and the other units are
clients.
Hub Sync Master: When using Hub Site Synchronization, one unit
HSM is a master (generates the sync pulses), and the other units are
clients.
HSU High capacity Subscriber Unit. Same as an SU
IGMP Internet Group Management Protocol
Integrated Synchronization Unit: a network device that provides a
ISU o .
synchronization signal to underground HBSs.
ITHO Intra-train handover mechanism
LFF Large Form-Factor
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Table A-1: Terminology (Sheet 3 of 4)

Term Description

MD5 Message digest algorithm: an authentication type for SNMPv3
connections.
Multiple In, Multiple Out. A technique by which the capacity of a

MIMO radio link is increased using multiple transmitting and receiving
antennas, transmitting a different signal on all antennas.

MIR Maximum Information Rate

Mobile (HSU) A “mobile” HSU can move from location to location and provide

service while it moves or when it is stationary.

Nomadic (HSU)

A “nomadic” HSU move from location to location but can only
provide service when it is stationary.

Outdoor Unit: a generic term for any radio, and can usually be

D

Oobu exchanged for HBS or HSU.

On-board Items or subject matter that relates to the environment on or
inside the train itself. Also called “Train Side”

PPPoE Point-to-Point Protocol over Ethernet

PtMP Point to Multi-Point: link from an HBS to several HSUs

PtP Point to Point

RADIUS Remote Authentication Dial-In User Service

RSS Radio Signal Strength

QoS Quality of Service

SBM Smart Bandwidth Management
A group of radios that consists of one HBS and several HSUs that

Sector . .
communicate with the HBS.

SFF Small Form-Factor

SHAL Secure hash algorithm: an authentication type for SNMPv3
connections.
Service Level Agreement - the basic agreement between the
service provider and its customer regarding certain aspects of the

SLA service provided. For example, what should be the data rate,
throughput, jitter of the line, who should pay what fees, the mean
time between failure (MTBF) of the equipment, and so forth,
Synchronization Status Message: Provides traceability of

SSM synchronization signals, and is used in the Synchronous Ethernet
standard of communication.

U Subscriber Unit: a radio that can transmit and receive to one point.

See also HSU
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Table A-1: Terminology (Sheet 4 of 4)

Term

Description

Sync E or SyncE

Synchronous Ethernet: A standard of communication for ethernet
that provides a synchronization signal to network elements that
need such a signal.

Transportation Base Station. Similar to an HBS or BS, but used with

TBS . . o
high-speed transportation applications.
Terminal Doppler Weather Radar: a type of radar station used in
the U.S. and other countries for weather reporting. If a radio unit is
TDWR installed close enough to one of these stations, the FCC requires
that certain actions must be taken on the part of the customer.
Regulations in other countries varies.
TMU Transportation Mobile Unit. Similar to an SU
Items or subject matter that relates to the environment not on or
Track Side inside the train. It is not limited to precisely next to the track. Also
called “wayside”
Train Side Items or subject matter that relates to the environment on or
inside the train itself. Also called “On-board”
TSN Time Sensitive Network
) Data traffic from an HSU to an HBS, or
Uplink )
Data traffic from an RT-B to an RT-A
VMU Vehicular Mobile Unit
Items or subject matter that relates to the environment not on or
Wayside inside the train. It is not limited to precisely next to the track. Also
called “Track Side”
Wi Web Interface: web-based application that provides simple
configuration capabilities for the radio units.
Wireless Internet Service Provider Association. An organization
WISPA that manages registration of wireless devices that operate close to
TDWR facilities run by the FAA.
Virtual Router Redundancy Protocol - a networking protocol that
VRRP provides for automatic assighnment of available IP routers to

participating hosts.
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Appendix B: Operating Under
the FCC Unrestricted
Contention Based Protocol

B.1 Scope of this Chapter

This appendix explains how to set up a RADWIN 5000 sector operating under the FCC
Unrestricted Contention Based Protocol (UCBP) in the 3.650-3.7GHz band.

The detailed technical operation of the protocol is beyond the scope of this manual.

B.2 Bringing up a Sector

The HBS for FCC UCBP is pre-configured for this regulation only.

Activation is the same as for other RADWIN 5000 products (see To activate an HBS: on page 3-
5). Following activation, the HBS will find its HSUs in the same manner as described in
Chapter 3.

The only additional steps you must take are to set two extra parameters in the Configuration
Air Interface tab:
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Sector ID |F35_|setup14

Operating Channel [GHz] | Other

Channel Bandwidth [MHz] |10

|:| Automatic Channel Selection

Throughput Mode |Ma:<im um Throughput | i |

Sharing Percentage [3t] E

Minimal contention slot length [miliseconds] E
F |

Figure B-1: Air Interface Tab for FCC UCBP

Throughput Mode: Leave this as Maximum Throughput

Sharing Percentage [%]: This value (between 15 - 75%, default 50%) is the maximum capacity
the HBS is prepared to relinquish in favour of other transmitters on this band. (There
may be several.)

Minimal Contention: This value (5 - 20ms, default 10ms) is the amount of time the HBS is
prepared to wait to check again for channel availability - and if still not available, to
transmit regardless.

The values as set in Figure B-1 mean the following: The HBS will relinquish 20% of its
capacity, but will transmit a burst after 10ms regardless.
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B.3 HSU Operation

Since the HSUs take their cue from the HBS in respect of air interface parameters, nothing
special is required in their configuration. Older model HSUs configured for the 3.650-3.7GHz
band should work correctly - but you should check with RADWIN Customer Service before

using them for UCBP.
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Appendix C: Revision History

Table C-1: Revision History: RADWIN 5000 Configuration Guide

Cat.No. Date Description
DQ0193770/0.1 Feb, e |nitial release
System Release 4.9 2017
DQ0193770/0.2 Apr, e False Radar Mitigation removed
System Release 4.9 2017
DQ0193770/0.3 Jun, e  WiFi SSID for the SU PRO/AIR EMB added (“WIFI” on
System Release 2017 page 5-5)
4.9.15 e Minor changes in the graphic user interface of Configura-
tion Restore (see Configuration Restore on page 8-3).
e Antenna Alignment added to the Web Interface of the SU
PRO/AIR EMB.
e Enhanced Security feature added (see Security Mode on
page 4-41)
e A VolP queue can be defined in QOS (see Enabling a
Voice-over-IP (VolP) Queue on page 10-5 and see RADIUS
on page 4-53)
DQ0193770/0.4 Sep, e Antenna alignment for an external, non-integrated
2017 antenna added to the Web Interface of the SU PRO/AIR

System Release
4.9.17

EMB

(see Radio on page 5-4).

Description of using a smartphone for the Web Interface
added (see HSU-P/A EMB and HSU-P/A INT Web Interface
(via Smartphone) on page 5-10)

Current modulation for both the SU and the Base Station

is shown in the Web Ul for the SU PRO/AIR EMB (see
Antenna Alignment on page 5-9.
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Table C-1: Revision History: RADWIN 5000 Configuration Guide

System Release
4.9.35

Cat.No. Date Description
DQO0193770/0.5 Nov, e DHCP Relay Option: Updated with more features (see
System Release 2017 page 4-47)
4.9.20 e 802.1x option authentication added (see “802.1x Authen-
tication” on page 4-37)
DQO0193770/0.6 Jan, New product: RADWIN JET DUO:
System Release 2018 e Has two frequency bands (3.x and 5.x) (see Changing the
4.9.30 Sector Band on page 4-78)
e Uses the second input port on the JET platform as an SFP
port (see Ethernet Ports Configuration on page 4-46)
DQ0193770/0.7 Dec, e RADWIN JET DUO graphic user interface
System Release 2018
49.34
DQ0193770/0.7 Mar, New product: RADWIN JET DUO:
2018

e Has two frequency bands (3.x and 5.x) (see Changing the
Sector Band on page 4-78)

e Uses the second input port on the JET platform as an SFP
port (see Ethernet Ports Configuration on page 4-46)

New features (not all features are available for all products, the
differences are noted within the document):

e SHA1 or MD5 authentication mode for SNMPv3 (see Pro-
tocol on page 4-23)

e |tis possible to change the antenna modes between
MIMO and Diversity directly from the Manager applica-
tion (see Tx & Antenna on page 4-67)

e IGMP Snooping (see IGMP on page 4-52)

e Non-PPoE and DHCP filtering (see Sector Protocol Filter-
ing on page 4-49 and see Protocol Filtering on page 4-71)

e 802.1x Authentication (see Security on page 4-30)

e Enable HTTPS for the SU PRO/AIR EMB (see Management
on page 4-67)

e Subscriber units need no IP address for SW upgrade (see

Bulk Software Backup on page 8-2 and see Upgrading an
Installed Sector on page 8-7)

e RADIUS Accounting (see RADIUS on page 4-53)
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Table C-1: Revision History: RADWIN 5000 Configuration Guide

Cat.No.

Date

Description

DQ0193770/0.8

System Release
4.9.60

Sep,
2018

New product: the SU PRO/AIR INT: Same as the SU PRO/
AIR EMB, but with increased sensitivity due to a larger,
integrated antenna.

When working with the SU PRO/AIR EMB or SU PRO/AIR
INT opposite a HBS JET unit, it is possible to use HTTP
instead of FTP for file transfers, especially when perform-
ing a software upgrade (see File Transferring on page 2-
35).

Link Quality Indication: sends a trap if the throughput of
the link is below a certain threshold (user-configurable,
see “Link Quality Indication:” on page 4-5).

Ability to send reports to a Syslog Server (see Syslog
server IP address on page 4-12).

Ability to preserve Community String values in an exter-

nal file for all units and instruct the RADWIN Manager to
check this file when logging on (see Community Encryp-
tion on page 4-36)

Broadcast and Multicast flooding protection can be con-
figured separately (see Advanced on page 4-47).

DQ0193770/0.9

System Release
4.9.34/60

Jan,
2019

New product: RADWIN JET DUO base station, which can
operate in the 3.x GHz band and 5.xGHz band simultane-
ously. It also features a new management application: a
web interface based in the unit itself.

DQ0193770/1.0

System Release
4.9.70

Apr,
2019

Secured synchronization using the Network ID
Bridge Table

DQ0193770/1.1

System Release
4.9.75

Aug,
2019

New WebUI for SU PRO/AIR
User authentication RADIUS capability
Accounting RADIUS Server

High Resolution in 3.xGHz, UNI regs - ability to choose fre-
quency to scan.

ODU Sniffer
iPerf loopback
Strict HTTPS

More robust software upgrade (“Recovery”)
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RADWIN 5000

User Handbook
Notice

This handbook contains information that is proprietary to RADWIN Ltd (RADWIN hereafter).
No part of this publication may be reproduced in any form whatsoever without prior written
approval by RADWIN.

Right, title and interest, all information, copyrights, patents, know-how, trade secrets and
other intellectual property or other proprietary rights relating to this handbook and to the
RADWIN products and any software components contained therein are proprietary products
of RADWIN protected under international copyright law and shall be and remain solely with
RADWIN.

The RADWIN name is a registered trademark of RADWIN. No right, license, or interest to such
trademark is granted hereunder, and you agree that no such right, license, or interest shall be
asserted by you with respect to such trademark.

You shall not copy, reverse compile or reverse assemble all or any portion of the

Configuration Guide or any other RADWIN documentation or products. You are prohibited
from, and shall not, directly or indirectly, develop, market, distribute, license, or sell any
product that supports substantially similar functionality based or derived in any way from
RADWIN products.Your undertaking in this paragraph shall survive the termination of this
Agreement.

This Agreement is effective upon your opening of a RADWIN product package and shall
continue until terminated. RADWIN may terminate this Agreement upon the breach by you of
any term thereof. Upon such termination by RADWIN, you agree to return to RADWIN any
RADWIN products and documentation and all copies and portions thereof.

For further information contact RADWIN at one of the addresses under Worldwide Contacts
below or contact your local distributor.

Disclaimer

The parameters quoted in this document must be specifically confirmed in writing before
they become applicable to any particular order or contract. RADWIN reserves the right to
make alterations or amendments to the detail specification at its discretion. The publication
of information in this document does not imply freedom from patent or other rights of
RADWIN, or others.

Trademarks

WinLink 1000, RADWIN 2000, RADWIN 5000, RADWIN 6000, RADWIN 600 and
FiberinMotion are trademarks of RADWIN Ltd.

Windows 2000, XP Pro, Vista, Windows 7 and Internet Explorer are trademarks of
Microsoft Inc.
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Mozilla and Firefox are trademarks of the Mozilla Foundation.

Other product names are trademarks of their respective manufacturers.
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RADWIN Worldwide Offices

Corporate and EMEA Regional Headquarters

Corporate and EMEA Headquarters

27 Habarzel Street
Tel Aviv,6971039
Israel

Tel: +972.3.766.2900
Fax: +972.3.766.2902

Email: sales@radwin.com

North America Regional

Headquarters

900 Corporate Drive

Mahwah, NJ, 07430

USA

Tel: +1-877-RADWIN US
(+1-877 723-9468)

Tel: +1-201-252-4224

Fax: +1-201-621-8911

Email: salesna@radwin.com

Customer Support - North America:
Hours: 9 am - 6 pm EST (Mon - Fri)

Email: SUpportusa@radwin.com

RADWIN Regional Offices
RADWIN Brazil

Av. Chucri Zaidan, 920 — 9°
Sao Paulo, 04583-904
Brazil

Tel: +55.11.3048-4110

Email: salesbr@radwin.com

RADWIN Peru

Av. Antares 213

Lima, 33

Peru

Tel: +511.6285105
Fax: +511-990304095

Email: salespe@radwin.com

RADWIN Philippines

5 Bur Bank St.

Laguna, Belair, Santa Rosa
Laguna Philippines

Tel: +63 928 7668230

Email: salesph@radwin.com

RADWIN Italy and Spain

Piazza Arenella 7/H
Napoli ,80128

Italy
Tel:+390815564116
Fax: +39335433620

Email: salesit@radwin.com
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RADWIN Mexico

Quinto #20 Col El Centinela
Mexico, DF, 04450

Mexico

Tel: +52 (55) 5689 8970

Email: salesmx@radwin.com

RADWIN India

E-13,B-1 Extn., Mohan Co-operative Industrial Estate

New Delhi, 110 044
India
Tel: +91-11-40539178

Email: salesin@radwin.com

RADWIN South Africa

P.O. Box 3554, Rivonia
Johannesburg ,2128
South Africa

Tel: +27 (0)82 551 5600

Email: sales@radwin.com

RADWIN Central America

Calle La CaA+ada # 108-E
Jardines de la Hacienda
Ciudad Merliot El Salvador
Tel: +503 2278-5628

Email: sales@radwin.com
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salespe@radwin.com
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sales@radwin.com

RADWIN Worldwide Offices (Continued)

RADWIN South East Asia

All Season Mansion

87/38 Wireless Road Lumpinee
Bangkok ,10330

Thailand

Tel: +66811707503

Email: sales@radwin.com
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